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1. IEPEYEHb KOMITIETEHIIUM WU 3TANIBI UX ®OPMUPOBAHHS B ITPOIIECCE

OBYYEHMA 110 JUCHUIIJIMHE

Onenounsle Matepuanbl (cpeactBa) chopmupoBanbl B cooTBerctBHH ¢ PI'OC BO -

OakamaBpuaT IO

HaITpaBJICHUIO

IIOArOTOBKH

09.03.03

«IIpuknannas

uH(pOpMaTHKaY,

YTBEp)KICHHBII MpHKa3oM MuHucTepcTBa 00pazoBaHus M Hayku Poccuiickoit denepamuu ot
19.09.2017 Ne 922 ¢ uzmenenusimu u gonoiaHeHusiMmu ot 26.11.2020, 08.02.2021). B cooTBeTcTBUI
C Marpuued KOMIIETCHIMH OCHOBHOM TMpodeccHoHaNbHOM 00pa3oBaTeNnbHON MPOrpaMMbl

«IIpuknagnas wHPOpMaTHKa B IU(GPOBOH SKOHOMHKE» (YpOBEHb OakalaBpuara) B IpoIlecce

oOyuenuss no aucuurimHe <« HpopmanuoHHas O0€30MacCHOCTB» MPOUCXOAUT (OPMHUPOBAHKE

3aKpEIUICHHBIX 3a JUCIMIUIMHONW KOMIETeHIMH oOlydaronmxcs. OneHka cpopMUPOBAHHOCTH
KOMITETCHIIMM Ha Ka)KJIOM dTare 00y4eHHUs! POUCXOIUT Yepe3 OIEHKY IUTAaHUPYEMBIX PE3yIbTaTOB

00y4eHus Mo TUCIUILIMHE (3HAHUI, YMEHHH, HABBIKOB).

Pesynbrarsl Muaukatopel [TImanupyembie pe3ybTaTsl Otarnsl OrneHounoe
OCBOEHMS JIOCTYKEHNS 00y4eHus [0 AUCLUIUIIHE (hopmupoBaHus CPEZICTBO
00pa30BaTeILHOM KOMITETEHITNIA KOMIIETEHIH
[IPOrpaMMBbl (cemecTpbI ¥ TEMBI)
(KOMIIETCHITIH)
VK-8 YK-8.3. - 3HaTh: Tewma 2. CrannapTsl | - yCTHBIA
Criocoben ObecnieunBaet - HOPMaTHUBHO-TIPABOBEIC | MHGOPMAIIMOHHOW | OMPOC MO
CO03/1aBaTh U MIEPCOHATbHYIO OCHOBBI 0e30macHOCTH Teme 2
MOJACPKUBATh B | HHPOPMALIHOHHYIO UHPOPMATIOHHON Tema 10. -IIpOBEpKa
MTOBCEIHEBHOM 0e301macHOCTh B 0e30MacHOCTH B OpraHu3aiioHHOE | BBIITOJIHCHH
JKA3HU U B ndpoBoii cpene, B Pocculickoi yIIpaBIICHUE s
Mpo¢eCCHOHAIBH | TOM YHUCIe Oenepanuu; WHIUACHTAMU MIPaKTUYECK
O IESTENFHOCTH | CPEACTBaMHU - MeXIyHapOoIHBIC U nH()OPMAITMOHHOW | BX paboT
Oe3omacHbIe kpunTorpaduu OTEYCCTBCHHBIC 0e30macHOCTRIO o Teme 10
yCIOBUS CTaHJapThl, -
KU3HEACATEITHHO perIaMeHTHPYIOITHIE BBITIOTHEHU
CTH IS pohecCHOHANBHYIO € KypcoBO#
COXPaHEHUs JIeSITENIbHOCTD B paboThI
MIPUPOHOM oOmacTtu - YCTHBIN
Cpensl, nH(pOpMaITMOHHON OTBET Ha
obecrnieueHUs 0e30ITacCHOCTH; 3a4ere
YCTOMUYUBOIO Ymern: - perieHue
pa3BUTHUS - pa3pabaThIBaTh TIPaKTHYIECK
o01miecTBa, B TOM MOJTUTHKY Or0 3a71aHus
yucle npu WHPOPMAITHOHHON Ha 3a4ere
yrpose u 0e301macHOCTH -
BO3HHKHOBEHHH MPOTPaMMHBIX
Ype3BbIYATHBIX MPOIYKTOB U
CUTyalui u OpraHu3alui ¢ OMOPO
BOEHHBIX Ha HOPMATHUBHO-
KOH(IMKTOB MPaBOBbBIE IOKYMEHTBI
Baagers:
- HaBBIKAMH
JIOKYMEHTHPOBAHHS
WHIUJICHTOB U
MIPOLIECCOB
nH(pOpMaITHOHHON
6e30I1acHOCTH.
IIK-1.1. IIpoBogut 3HaTh: 6 cemectp - YCTHBII
IIK-1 o0cnenoBanue - TpebOoBaHHS Tema 1. Benenue Ompoc Mo
CriocobeH OpraHU3aINH, 0€30I1aCHOCTH K B Temam 1,3
BBISIBJIATh BBISIBJISICT WHPOPMAIOHHBIM UHQOPMAIIMOHHYIO | -
WHGOPMALMOHHBI | HHPOPMALIOHHbIE cucTeMam; 0e301acHOCTh, BBINOJIHEHN
€ IoTpeOHOCTH MMOTPEOHOCTH Ymern: YPOBHU €€ € KypcoBO#
IIOJIB30BATENICH U | TOJIB30BATENECH, - TIPOBOAUTH AHAIIN3 obecrnieueHust paboThI
COCTaBIISITh UCTIONbB3YS npeaMeTHol obnactu u_ | Tema 3. - YCTHBIN




TEXHHYECKOE unpoBbIe BEISIBIIATD WudbopmanmonHbie | OTBET Ha
3aJlaHuC Ha UHCTPYMEHTBI U WHPOPMaITHOHHEIE yYTPO3BI 3auere
pa3paboTky o0J1auHbIC peIICHUS YIpO3BI; - peteHne
WHGOPMAIIMOHHO | IIs cOopa NaHHBIX Bnapern: TIPaKTHYIECK
1 cucTeMbl - HaBBIKAMH aHaAIU3a Or0 3aJaHus
MHPOPMAaIIOHHBIX Ha 3a4ere
PHCKOB;
IIK-1.2. CocraBnsier | 3HATh: 6 cemectp - YCTHBII
TEXHUYECKOE - TNPOrpaMMHO- Tewma 5. OIpocC 1O
3aJlaHuC Ha amnmapaTHoe, [Iporpammuo- Temam 6,
pa3paboTKy OpraHM3alIOHHOE, anmapaTHoe 7,9
“H(OPMAITHOHHOM WH)XEHEPHO- obecrnieueHme -
CUCTEMBI TEXHHYECKOE UHGOPMAIIMOHHOW | MPAKTUYECK
obecrniedeHune 3aIuThI Oe3omacHOCTH as pabora
nH()OpMaITIH; Tema 7. o
Ymetn: OpraHu3aiiioHHoe | TeMam 5, 8
- paspaOaTbIBaThb o0ecrieueHmne -
KOHIIETITYaJIbHOE 3aIIUTHI BBITIOJTHEHH
pelieHue mo uHQOpMaIH € KypcoBO#
oOecrieuenuto 3amuTel | Tema 8. paboThI
nH(pOpMAINH B HNuxenepHo- - YCTHBII
pa3pabaThIBaeMbIX TEXHHYECKOE OTBET Ha
CHUCTEMaX; oOecrieueHue 3ayere
Bnaners: 3aIUTHI - peleHne
- HaBBIKaMH O0(QOPMIICHHS nHpOpMaITIH TIPAKTHIECK
JIOKyMEHTOB Ha Tema 9. CucreMsl Oro 3a1aHus
pa3paboTky yIpaBICHHS Ha 3a4ere
nH()OPMAITMOHHON nHHOPMAITHOHHOM
CHUCTEMBI B YaCTH 0e301acHOCThIO
WHPOPMATMOHHOH
0e301acHOCTH B
COOTBETCTBHH C
TpeOOBaHUSIMU;
K-3 IK-3.3. 3HaTh: 6 cemecTp 6 cemecTp
Cnocoben Oo0ecrieynBaet - cHocoOBI U METOBI Tema 1. Benenue - YCTHBII
pa3pabaThiBaTh “H(OPMAITUOHHY IO obecrieueHUs B OTIPOC TIO
MHQOPMAIMOHHBI | 6€30MaCHOCTb UHPOPMaOHHON MHQOPMAOHHYIO | TeMaM
€ CHCTEMEI paspabaTeiBaeMbIX 0€30I1aCHOCTH B 0€301aCHOCTD, 1,4,6,9
MH()OPMAITMOHHBIX KOMIBIOTEPHBIX CETAX, | YPOBHHU €€ -
CHCTEM, B TOM YHCIIE yAaJeHHbIE YTPO3Bl U obecrnieueHus MIPAKTHYECK
00IIeTOCTYTHBIMHU aTaKu, OCHOBHI Tema 4. as pabora
cpencTBaMu KpHuIrorpaduaecKoit HNuadopmarmonnas | mo teme 10
MOHUTOPHUHIA U 3anuTh HHPOpManuy, | 0€30MacHOCTh B -
BBISIBJICHUS CIOCOOBI yIIpaBIeHUS KOMITBIOTEPHBIX BBITIOJTHCHH
MTOTEHIIUATBHBIX WHIUICHTaMHI CeTsIX € KypcoBO#
MH(OPMAITMOHHBIX MH(POPMAITTOHHOM Tema 6. paboTsI
yrpo3 0e3omacHoCTH; Kpunrorpaduyecka | - yCTHbIH
YMmertb: s 3aIUTa OTBET Ha
- ONpenemsTh H nHhopMaIuu 3adere
000CHOBBIBAThH Tema 9. Cucremsl - peleHue
OpraHHU3aIMOHHO- yHpaBICHHS MPaKTHYECK
TEXHUYECKHE “H()OPMAITMOHHOW | Or0 33/IaHUS
MEPOIPUATHSA 110 0e301MacHOCThIO Ha 3a4ere
3ammte nHpopmanuu B | Tema 10.
WH(POPMAITMOHHBIX OpraHuzaioHHoe
CHUCTEMaX; yHpaBJeHne
Baagernb: WHIUJIEHTaMU
- HaBBIKaMU “H(OPMAITUOHHOM
WCTIOJB30BaHHSA 0e301acHOCThIO
MHCTPYMEHTAIBHBIX

CPE/ICTB 3aIlUThI
HH(MOPMAIHHU B X0JI€




podeCcCHOHATHEHOM

JIeSITEIIBHOCTH;
- HaBBIKaMH yTIPaBIICHHUS
MHIUJICHTaMU
MH(OPMAITIOHHOM
0€30MacHOCTH;
K-4 IIK-4.2. Ilpumensier | 3HaTh: 6 cemectp - YCTHBIN
Criocoben aKTyaJbHbIE - HOpMaTHUBHO-TIpaBoBble | Tema 2. CTaHmapTHI | OMPOC O
YIIPaBIISATH HOpPMAaTUBHBIE OCHOBEI uHQOpMaIMOHHOH | Teme 2,9
mporeccamMu JOKYMEHTBI 1 MHPOPMAMOHHON 0e30macHOCTH -
CO3JIaHMSA CTaHAAPTHI [IPU 0e30macHOCTH B Tema 9. Cucremsl BBINIOJTHEHU
WH()OPMAITOHHEI | CO3/TAaHUH Poccuiickoi yIIpaBJICHUS € KypcoBoi
X CHCTEM WH(POPMALTUOHHBIX ®denepanuy; UHQOPMAIIMOHHON | paboThI
CHCTEM, UCIIOJIB3YSI - MEXAyHapOIHbIC U 0€301acHOCTBIO - YCTHBIH
00IeAOCTyIHbIE OTE4YECTBCHHBIE OTBET Ha
CIIPaBOYHO- CTaHIapTHI, 3adeTe
MIPaBOBBIE CUCTEMBI perIaMeHTUPYIOIIUe - peiienye
u po¢heCCHOHAIBHYIO TIPAKTHIECK
npodeccHoHaNbHBIC JIeSITEIIBHOCTD B Oro 33JIaHus
0a3bl TaHHBIX cepbl obmactu Ha 3a4eTe
Ut WH(POPMAITIOHHOM
0€e3011aCHOCTH;
Ymern:
- paspaOaTbIBaTh
HOJUTUKY
UHPOPMAITHOHHON
Oe3onacHoCTH
MPOrpaMMHBIX
MPOJYKTOB U
OpraHU3aLMN ¢ OIIOPOH
Ha HOPMaTUBHO-
IPaBOBbBIE JOKYMEHTHI
Baagers:
- HaBBIKAMH
JOKYMEHTHUPOBAHUS
WHIIUJICHTOB U
MPOLIECCOB
WH(POPMAITMOHHOM
0e30IMacCHOCTH,
3HaThb: 6 cemectp - YCTHBIN
- BO3MOJKHBIE PHUCKH, Tema 3. OIIPOC IO
BO3HUKAIOIIKE NPU Nuadopmarmonnsle | Teme 3
pabore ¢ YTPO3BI
MHPOPMAOHHBIMH
IIK-5.2 [IpoBoaut (opman
CHCTEMaMH B
OLICHICY PHCKOB OpraHu3aIlny;
K-5 paboThI p ’
Ymern:
Crnocoben “H(POPMAITHOHHBIX
- TIPUMEHATH UU(PPOBBIE
o0ecreunBaTh | CUCTEM B YCIIOBHAX
U OTpacieBble
Ka4eCcTBO uuGpoBU3aLUU
TEXHOJIOTHH JIJIs
pa3paboTKu Ou3Heca u
NPOBEICHHS aHaIN3a
UHQOPMAIOHHBI | IPUMEHEHHUSI
PHUCKOB pabOTHI
X CUCTEM CKBO3HBIX IIU(POBBIX
WHPOPMAITHOHHBIX
1 OTPACIIEBBIX
. CHUCTEM;
TEXHOJOTHI
Baapers:

- HaBBIKAMH aHAJIH3a
PUCKOB pabOThHI
MH(GOPMAITMOHHBIX
CHUCTEM.




2. OHEHOYHBIE MATEPHAJIbI (CPEACTBA) JJisdI TEKYIIEI'O KOHTPOJISA U
OIEHKH 3HAHMH, YMEHUH, HABBIKOB, OBECIIEYUBAIOIIHUX
®OPMHUPOBAHMS KOMIIETEHIIMIA B TPOIIECCE OBYYEHUS O JUCIHUAILJIMHE
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11.
12.

13.

14.

15.

YcTHBIE ONIPOCHI
Bonpocwl ona nposedenus ycmuozo onpoca
no meme «Beedenue 6 uHghopmayuouHyo 6€30nacHOCMb, YPOSHU ee 0DecnedeHUs»

Teopus 3ammtel nuHGopManuu. OCHOBHbIE HAIIPABICHHUS.

Obecneuenune nHPOPMALIMOHHOIN 0€30MaCHOCTH U HAPABJICHUS 3AILUTHI.
KommnekcHoCTb (LieneBasi, HHCTpyMEHTallbHasl, CTPYKTypHasi, QyHKIMOHAIbHAS,
BpPEMEHHAs).

TpeboBaHMs K cUCTEME 3alIUTHI HH(POPMAIIHH.

Yrpo3sl uHpOpMALIUH.

Bunapl yrpo3. OCHOBHBIE HAPYILICHUS.

Xapakrtep NPOUCXOXKICHUS yTPO3.

HcTtounuku yrpos. Ilpeanocsuiky nosiBiIeHus yrpos.

Cucrema 3amuThl HHGOPMALIUH.

. Kitaccel xanaios HCCAHKITUOHUPOBAHHOI'O MTOJYUCHUA I/IH(l)OpMaI_II/II/I.
. [lpy4ymHbI HapyIIEHUs LETOCTHOCTH WH(POPMAIIHH.

. MeTopl 1 MOJIEM OLEHKHU YSI3BUMOCTH HH(OPMALIHH.

. O61mas Mozienb Bo3A€HCTBUS Ha HHPOPMALIUIO.

Bonpocwi nnst nposedenus ycmuoeo onpoca
no meme « Cmanoapmuol UHGHOPMAYUOHHOU OE30NACHOCTUY

O6m1ast Mozienb mporecca HapymeHus (PU3NYecKoi eJOCTHOCTH HH(POPMAIIHH.
CrpykTypupOBaHHasi CXeMa MOTCHIUAIBHO BO3MOXKHBIX 3JI0YMBIIIICHHBIX ACHCTBUIL B
ABTOMATH3MPOBAHHBIX CHCTEMaX 00paOOTKH TaHHBIX.

MeTtononorndeckre moaXxoAbl K OI[eHKe YSI3BUMOCTH HH(OpMAIIH.

Moienb 3aluThl CUCTEMBI C TIOJTHBIM MTEPEKPBITHEM.

PexoMeHanmy mo UCHoIb30BaHUIO MOAETIEH OIEHKH YSI3BUMOCTH HH(OPMAIIHH.
Jlomy1ieHus B MOJIENSAX OLIEHKH YS3BUMOCTH HH(OpMALIUH.

Mertob! onpeaeneHus TpeOOBaHUH K 3aliTe HHHOPMALIUH.

®dakTopbl, 00yCIaBIUBaAIOLINE KOHKPETHBIE TPEOOBAHMSI K 3aIUTE, O0YCIOBICHHBIE
cneun(rKoil aBTOMaTU3UPOBAHHON 00pabOTKK HH(POPMAITUH.

Knaccudukanus TpeboBanmii K CpecTBaM 3alIUTHl HHPOPMALIUH.

. TpeboBaHusI K 3amuTe, ONpeessieMble CTPYKTYPO aBTOMAaTU3UPOBAHHON CHCTEMBI

00paboOTKHU JaHHBIX.

TpeGoBanus k 3amure, o0yciaBiIBaeMble BUIOM 3aIUIIAEMON HHPOPMAIIIH.
TpeGoBanusi, 00yciaBiuBaeMble, B3aUMOJICHCTBUEM MOJIH30BATENS C KOMILIEKCOM CPEJICTB
ABTOMATHU3AIIHH.

Cranpapr CIIIA «Kputepun oLieHKHM rapaHTUPOBAHO 3aILUIIEHHBIX BBIYMCINTENBHBIX
cucTeM B MHTepecax MuHHcTepcTBa 000poHBI CIIIA». OCHOBHBIE IOJIOKEHHUSI.
PykoBoasmem nokymente ['ocrexxkomuccuu Poccun «Knaccudukarus
ABTOMATH3UPOBAHHBIX CHCTEM M TpeOOBaHUI 10 3amuTe HHPOPMAIIUN, BHITYIIEHHOM B
1992 rony. Yacts 1.

Kiaccel 3a1ueHHOCTH CpeCTB BHIYUCIUTENBHON TEXHUKHA OT HECAaHKLIIMOHUPOBAHHOTO
JOCTyTA.
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Bonpocul ona nposedenus ycmnozo onpoca
no meme «Mugopmayuonnvle yeposol»

JlaiiTe onpenesieHne NOHATUI «yTIpo3ay, «YSI3BUMOCTb» U «aTaKay.
Kakue knaccugukanmonnsie cxemsl yrpo3 b Bam n3BecTHbI?
IIepeuncnure ucrounuku yrpos Ub.

i

HazoBure xaHaibl IPOHUKHOBEHUS! B aBTOMAaTU3UPOBAHHYIO CUCTEMY U YTEUKU
UHpOpMALINH.

Kaxue dakrops! nexat B ocHOBE (hOpMHUPOBaHUS MOJEIIN HAPYIIUTENS?
KaxoBsl nienu pa3paboTKu Mojeiel yrpo3 U HapyIIuTenei?

B yem pasHuLa MKy HAPYLIUTEIEM U 3110yMbIIUIEHHUKOM?

OyHKIUY U 337a49u 3auThl HHGOpMauu. OCHOBHBIC MOJIOXKCHHUS MEXaHU3MOB
HETIOCPE/ICTBCHHOM 3aIUTHl H MEXaHU3MBI YIIPABICHUS MEXaHU3MaMU HETIOCPEICTBECHHOM
3alIUTHI.

9. Meroabl popmupoBanus (HyHKIIUH 3aIHATHI.

10. CoObITHSI, BO3HUKAOIIKE MPH POPMUPOBAHUH (DYHKITHIA 3aIUTHI.

o N aW

Bonpocwl ona nposedenus ycmnoeo onpoca
no meme «HMnugopmayuonnas 6e30nacHocms 8 KOMNbIOMEPHBIX CEMAX»

B uewm 3akioyaeTcst OCHOBHAsI IPUYKMHA IPEIOCTABIEHUS CIIYKO MOJIB30BaTEISIM?
IToueMy cucTeMBI, K KOTOPBIM OCYILECTBIISETCS JOCTYI U3 BHEIIHEH CPEbl, HE MOTYT
I10JIb30BATHCA MOJIHBIM TOBEpUEM?

[Touemy npotokon ICMP sBnsieTcss BaxHbIM KOMIIOHEHTOM CE€TU?

CKOJBKMM BHYTPEHHUM CHUCTEMaM paszperuaercs ucnonb3zoBatb NTP B untepnere?
MosxHo 1 paccMaTpuBath uctosib3oBanne SSH kak peanusanuo VPN?

[Touemy monw3oBarensckue VPN TpeOytoT cTporoit ayreHTHGUKaImmn?

MoskeT 1 mudpoBaHUE TOJHOCTHIO 3AIIMTHTH JIaHHBIE, TIepeaBaembie yepe3 VPN.

C yeM HE0OXOAMMO KOMOMHHPOBATD MOJUTHKY, 4TOOBI 00ecteunTh 6e30macHocTs VPN?
SIBsieTcs M OJIMH U3 TUIIOB MEXKCETEBBIX IKPaHOB OoJiee 6€30MaCHBIM, HEXKENU APYroit?

. Uto MexceTeBo 9KpaH MPUKIATHOI'0 YPOBHA IO YMOJIYaHHUIO ACIACT C BHYTPCHHUMU

aapecamu?
B 4em cx01cTBO MEKCETEBOro SKpaHa ¢ (puiabTparrel NakeToB U MapupyTu3aropa’?

Bonpocul onsa npoeedenus ycmnozo onpoca
no meme «lIpocpammmno-annapammuoe obecneyenue uHGoOpMayUoHHoOU Oe30NaAcCHOCU»

[TonsiTHE yrpo3bl 6€30MACHOCTH KOMITBIOTEPHOM CUCTEMBL. METOIbI «B3JI0May» KOMITbIOTEPHBIX
CHCTEM.

3ammTa KOMIBIOTEPHON CUCTEMBI OT «B3JI0May. [IporpaMMHBbIe 3aKIIaKH.

MeToabl yHUUTOXEHHUS HHPOPMALIUU, XPAaHUMON Ha YHEPrOHE3aBUCHMBIX HOCUTENSX. Y POBHU
CTCIICHEH HaJACKHOCTH.

3amuTa nporpaMmmHoro obecriedenus. [IpeBeHTHBHBIE MEPHI 3AIUTHI.

3amura nporpaMMHoOro obecrnedenus. CpencTBa COOCTBEHHON 3aIlIUTHI.

3amura nporpaMMHOTo obecrniedeHus. CpencTBa 3aliuThl B COCTABE BHIYUCITUTEIIBHON
CHCTEMBI.

3amuTa nporpaMmHoro obecredenus. CpeacTBa 3aluThI ¢ 3aIPOCOM HHPOPMAITHH.

3amuTa mporpammHoro obecriedeHus. CpecTBa aKTHBHOW 3aIUTHI.

3amuTa nporpaMMHoro ooecneuenusi. CpecTBa NaCCUBHOM 3aILUTHI.
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TexHonorus 3anMThl HHOPMAIIMKA HA OCHOBE: SJICKTPOHHBIX KITFOUEH, CMapT-KapT,
MEepCOHATBHBIX HJICHTU(PHKATOPOB.

[TpuHIMTIBL 1 METOIBI CO3JAHMUS 3AIUIICHHON ONEePAlIMOHHON CHCTEMBI.

Llenmn u cpencTBa 3amuThl HHGOpMaruy. TUnHYHBI HA0Op QYHKIIMOHATBHBIX MTOJCHCTEM.
OcHOBHbIE IPUHIIMIIBI OpraHu3anuy 3amuTsl nHGopManuu ot HCJI 1 obecneuenus ee
KOH(HUIECHIINATBHOCTH.

Bonpocwl ona nposedenus ycmnozeo onpoca
no meme «Kpunmozpaghuueckas sawuma ungopmayuu»

Yro sBnsercs npeaMeTom Hayku Kpunrorpadus

[TepBas mpakTUYecKas peaau3anysi KpUITOrpaduu C OTKPBITHIM KITFOYOM

Hcnonp3oBanue B KpunTorpapuu MOJIEIU OTKPBITOTO TEKCTA, YUYUTHIBAIOIINE 3aBUCMOCTb
OyKB TEKCTa OT IpeAbLAYIIUX OYKB.

B uem cocrout npuHuunuansHoe otianune HoBoro crangapra I'OCT P 34.10 — 2001 Ha
anroput™m dopmuposanus 1 mposepku DT ot ctaporo OCT P 34.10 — 1994.

Ocnosno#t npunnun Keprogdea.

Yro moHUMAaETCs MOJT KPUITOTPahUIECKUM MPOTOKOJIOM

B gem cocrout kpunrorpadpuyueckas 3agaga 00ecriedeHus s [eTOCTHOCTH.

MeTobl C 1eNbI0 00ecieyeHns ayTeHTH(OUKAIN

Bonpocwi 0na nposedenus ycmuoeo onpoca
no meme « OpzanuzayuonHoe obecnedenue 3auumol UHGOPMayuLU»

Moens 3alUThl CUCTEMBI C TIOJHBIM MEPEKPBITHEM.

PexomeHmanmm o UCTONb30BaHUIO MOJETICH OIICHKH YSI3BUMOCTH WH(OPMAIIHH.
JlonyuieHus B MOJENAX OLIEHKH YSI3BUMOCTH HH(OPMALHH.

Mertoab! onpezneneHus TpeOOBaHUH K 3aluTe HHPOPMALIUU.

dakTtopsl, 00ycIaBIMBaOLIEe KOHKPETHbIE TPEOOBaHUS K 3aIUTE, 00YCIOBIECHHbIE
cneun(uKoil aBTOMaTU3NPOBAHHON 00pabOTKM HH(OPMAIUH.

Knaccudukanus tpeboBanmii K CpeacTBaM 3aIlIUThl HHPOPMALIUH.

TpeGoBanus K 3aIIKTe, ONPEACTSIEMbIC CTPYKTYPOH aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKH
JTAHHBIX.

TpeboBanus k 3amure, 00ycaaBiIMBaeMble BUIOM 3alUIIAEMOI HHPOPMAIIUH.
TpeboBanusi, 00ycnaBiuBaeMble, B3aUMOAECHCTBUEM 10JIb30BATENS ¢ KOMIJIEKCOM CPEZCTB
aBTOMaTHU3allUU.

Bonpocwi 0na nposedenus ycmuoeo onpoca
no meme « MnoicenepHo-mexnuueckoe obecneyenue 3auumol UHGOPMayuuy

Crpareruu 3amMThl HHPOPMAIIH.

Crioco0blI U cpeCcTBa 3alUTHl HHPOPMAIIH.

Crioco0b1 «abCOIOTHON CUCTEMBI 3aIIUTHI.

ApXHUTEKTypa cucTeM 3amuThl nHopmaruu. TpedoBaHus.

OO0111eMeToI0IOTUYECKUX MMPUHITUIIOB aPXUTEKTYPbI CHCTEMBbI 3aIIUTHl HH()OPMALIHH.
[TocTpoenue cpencTB 3auUThl HHPOPMAITUH.

Snpo cucTembl 3aIIUTHI.

CemMupyOexHast MOACIb 3aIUTHI.

Bonpocwl ona nposedenus ycmnozeo onpoca
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no meme « Cucmemul ynpasieHusi UHPOPMAYUOHHOU OE30NACHOCTBIOY

AHaJu3 pucKoB

[Tonutuka nHpOpMaIMOHHON OE30MACHOCTH

Konuenmus nadopmamonHoi 6e3onacHoCcTr

Hoctyn B uadopmanmonusie cuctemsl. [lomutrka noctyna. @usndeckuii JOCTy.
[TocTpoenue cetu. Y naneHHbId JOCTYIL.

WNHumaeHTsl. AKTHBBL, 9TO TPEOYETCs 3alUTHTD.

Meps! 6e3omacHocTy B kKoHTekcTe ISO 27001

D¢ heKTUBHOCTh MPUMEHIEMBIX METOZ0OB O0ecredeHus1 0€30MaCHOCTH

AJIMMHUCTpPATUBHBIN ypOBEHb 3aLUTHI HH(OPMALMU. 3a7au pa3IMYHbIX YPOBHEH
yIpaBJICHUS B PEIICHUH 33a4u o0ecredeHns HHPOPMALMOHHOM Oe30MacHOCTH.
[IpouenypHslil ypoBeHb 0OecriedeHns: 6e30nacHOCTU. ABTOpU3aLUs M0JIb30BaTeNIel B
MH(POPMALIMOHHOH CHUCTEME.

Bonpocul 0na nposedenus ycmuoeo onpoca
no meme « OpeanuzayuonHoe ynpasieHue UHYUOeHmamu UH@GopMayuoHHOU 6e30NaACHOCbIO)

[Tonatue nHIMACHTa MHOOPMAIIMOHHON 06€301aCHOCTH

MecTo ynpaBieHHs HHIMACHTaMU B 001l cucteMe HHPOPMALMOHHOM O€301acHOCTH
Oco0OeHHOCTH yTIpaBJICHUS COOBITUSIMU 0€30MTaCHOCTH

[Iponenypa ynpapienus UHPOPMAITMOHHON 6€30MaCHOCTH

YcTpaHeHne nNpuyrH U MOCIEACTBUI COOBITHS, €TO pacciieJOBaHNe

ARl S e

HpeBeHTI/IBHBIC MEPbI, USMCHCHUA CTAHAAPTOB U JIMKBHUAAINA HOCJ'ICI[CTBI/Iﬁ

Kputepuu oneHuBasi yCTHOT0 ONpoca:

®  OIICHKA KOMIUYHOY» BBICTABIISICTCS CTYICHTY, €CJIM OH OTBETHJI Pa3BEPHYTO HA OJIUH M3
3a/IaHHBIX BOTMPOCOB, aKTUBHO JIOTIOJHSUT OTBETHI APYTUX CTYACHTOB WX 33/1aBajl UM
JIOTIOTHUTEIHHBIC BOTIPOCHI;

®  OIICHKA «XOPOUL0» BBICTABIIACTCS CTYJICHTY, €CIIM OH OTBETHII Pa3BEPHYTO HA OJIUH U3
3aJIaHHBIX BOIPOCOB MJIM OTBETHJI KPATKO HA PSI BOITPOCOB;

®  OIICHKA «Y0081eMBOPUMeIbHOY» BBICTABIISETCS CTYACHTY, €CJIH OH KPaTKO OTBETHII HA OJTUH
U3 33JIaBa€MbIX BOTIPOCOB MJIM IMPOCTO JOTOIHSIT OTBETHI APYTUX CTYACHTOB, 3a1aBall UM
JIOTIOJTHUTEIbHBIC BOTIPOCHI;

®  OILICHKA «HeYyO00s1emeopunenibHo BbICTABISIETCS CTY/ICHTY, €CIIH OH HE CMOT OTBETUTh
MPaBUJILHO HA 33JIaHHBIN BOMPOC, THOO HE OTBEYAIl HA BOMPOCH! M HE yUYaCTBOBAN B UX
00CYyKIECHUH.

HOI[FOTOBK& n BLICTyHJ'IeHI/Ie C JOKJIaJaMu
Tembt 0151 10020MOBKU OOKIAO08
no meme «lIpocpammmno-annapammuoe obecneyeHue UHGOPMayUOHHOU Oe30NACHOCTNUY

AHanu3 poCCHIICKOTO PBIHKA CPEICTB obecriedeHrsi HHPOPMAIIMOHHOW 0€30TTaCHOCTH
JIOKQJIbHBIX, KOPIIOPATUBHBIX U OECIIPOBOHBIX CETEH.

AHanus 3apy0eKHOT0 pbIHKa CPECTB o0ecrieueHns: HH(POpMallMOHHON O6e30MmacHoCTH O
JIOKAJIBbHBIX, KOpHOpaTI/IBHI)IX 158 6eCHpOBO)IHBIX CeTeﬁ.

CpenctBa obecnieuennsi HHGOPMAIIMOHHON O€30MaCHOCTH MPOBOAHBIX CETEH OOIIEro J0CTyIIa,
METOJIOJIOTHS U aHAJIU3 MPUMEHICMBIX PEIICHH.

Cpencta obecriedeHust ”HPOPMAIIMOHHOM 0€30MacHOCTH 0aHKOB JTAaHHBIX.
Ncnons3oBanue DI miia obecniedeHust 3amuThl HHOOPMAIIMK TTPH UCTIOJIB30BAHUU CUCTEMBI
ANEKTPOHHOTO JOKYMEHTO000pOTA.



6.

Nudopmannonnas cucreMa MOHUTOPUHTA U KOOPIMHALIUU JIEATETLHOCTH COTPYTHUKOB
MH(OPMALIMOHHO-TEXHUYECKOTO OTAeNa.

Temwt 01151 N0O20MOBKU OOKNAO08
no meme « OpeanuzayuonHoe ynpasieHue UHYUOeHmamu UH@GOpMaAyuoHHOU 6e30NaACHOCbIO)

KommiekcHas 3amuTa nHGOpMauy NpeAnpHUsITHS, OpraHU3aIHH.

KomriekcHoe obecriederre nHOOPMAMOHHON OS30ITACHOCTH P PEATH3AIUH YTPO3bI
IIOMBITKY JOCTYIIA B YAAICHHYIO CUCTEMY

Konnenus moauTuKy 0€30MacHOCTH U CHCTEM KOHTPOJIS JOCTYTA JUIS JIOKATBHBIX
BBIYHCIIUTENIBHBIX CETEM.

Mogenb crucTeMbl yIpaBiieHusI HHHOPMAIIMOHHOMN 0€301MacCHOCTHIO B YCIIOBUSIX
HEOMpeAeIeHHOCTH BO3ICHCTBHS

OpI‘aHI/ISaI_II/HI 3alIUThI HCpCOHaJIBHLIX JAHHBIX B OpF aHu3alnunu

Opranu3zanus TpoOTUBOICHUCTBUS yrpo3aM 0€30MacHOCTH IePCOHANIa OPTaHU3AIIHH.
OCHOBHI)IG HaHpaBHeHI/IH, HpI/IHIII/IHbI U METObI O6CCH€‘ICHI/I$I HHq)OpMaHHOHHOﬁ
0e30macHOCTH

Kpurepun oueHuBasi 10KJIa10B U BbICTYIJICHU:
OILIEHKAa «OMIUYHO» BBICTABIAETCS CTYACHTY, €CJIH JOKIAJ MOJHOCThIO PAaCKpHIBAET TEMY,
CTPYKTypa JOKJaJa JIOTMYHO BBICTPOCHA, OOYYAIOIIUICS XOpOIIO OpPUEHTUPYETCS B
MaTepuaie M TEKCT AOKIajga, B OCHOBHOM, pacCKa3biBaeT (a HE YHUTAeT), OTBEUaeT Ha
AOMOJHUTCIBHBIC BOIIPOCHI; COIIPOBOXKAAKOIIAA JOKJIAJ MPC3CHTALIUA BBIIIOJIHCHA B
COOTBETCTBUU C Tpe6OBaHI/I$IMI/I H JOMOJIHACT AOKJIAad, JOKIAAYHK YJIOKHIICA B PETJIAMCHT,
TEKCT JA0KJIana 0)OPMIICH B COOTBETCTBHHU C TPEOOBAHUSIMH;
OIICHKA «XOpOUi0» BBICTABIACTCS CTYICHTY, €CIH JOKJIAJ] B IIEJIOM PAcCKpPBIBAET TEMY, HO
OCTalOTCS HE OCBEILEHHBIE CTOPOHBI BOMPOCHI, HE Ha BCE JOIMOJHUTENIBHBIE BOIPOCHI
00y4aromuicss MOXKET J1aTh OTBET; CTPYKTYpa JOKJIa/Aa JIOTUYHO BBICTPOEHA, TEKCT JOKJIaaa
oOyJaromuiics, B OCHOBHOM, DPacCKa3blBaeT (2 HE YHUTAET); MPE3EHTAIlMs BBHIMOJTHEHA B
COOTBETCTBUU C TPeOOBAaHUSAMHU, HO €CTh PsiJi 3aMEUaHUi MO ee OPOPMIICHHUIO, JOKJIAT U
Mpe3eHTalNs JOIIOIHAIOT APYT ApyTa, JOKIAIYHUK YI0XKUIICI B PETJIaMEHT;
OIICHKA «Y008/1emE8opumeibHo» BBICTaBISETCS CTYIEHTY, €CJIM €r0 JOKJIaJ HE PACKpbIBACT
TCMY B IIOCTaTO‘-IHOI\/JI MCpPE, HC OTBCYACT HA AOMNOJHHUTCIBHLIC BOIIPOCHI; K Oq)OpMJICHI/II/I
JOKJIaJla MHOTO 3aMEYaHWi; MpEe3CHTAIMs BBIOJHEHA HE IO TPeOOBaHUSAM, TOKJIAL
nyOnupyeT mpe3eHTaltio, a He JIONOJHSET €€, CTYICHT He YKJIaJbIBAaeTCsl B PETJIAMEHT WU
Hao0opoT;
OLIEHKA «HeYy008/1emE8opUmeibHoy BBICTABISETCS CTYIEHTY, €CIIA JTOKJIAJl OTCYTCTBYET WU
JOKJIaJT COBCEM HE pAacKpbIBaeT TeMy, He o(opMmIieH MO TpPeOOBaHUSAM; OTCYTCTBYET
MPE3CHTAINS WU MPE3CHTAIUS HE COOTBETCTBYET 00Jiee TOJIOBUHBI TPEOOBAHHSIM.

IIpakTnueckue padéoTsl

IIpakmuueckoe 3a0anue no meme « MHaceHepHO-mexHuyecKoe obecneyenue 3auumol
ungopmayuuy

I/IHI[I/IBI/II[yaJ'II)HI)IC 3aaaHusl COCTOAT M3 JBYX ‘I&CTGﬁ, B3aUMOCBA3aHHBIX OPYyr' C Apyrom

mo o0BekTy 3anuThl HpopManmu. OOBEKT HEOOXOIUMO HMCCIIENOBATh TaKUM 00pa3oM, 4TOOBI

MOJKHO OBIIIO IPUMEHUTE BCC OCHOBHBLIC JJICMCHTHI 3alllUThI I/IH(bOpMaHI/II/I, T.C. OIpEaCIAa

MCCTOIIOJIOXKCHNEC, BHCIIHUC W BHYTPCHHHUC XAPAKTCPUCTHUKH C YUYCTOM CCTCCTBCHHBIX



coObiTuii. OIHaKO YTOYHEHHUE XapaKTEePUCTUK HE JOJHKHO MPUBOAUTH K a0COIOTHOM
KOHKpeTH3aIuu 00beKTa, T.K. B 3TOM CiTy4yae OyJeT 3aTpyIHeH aHalIn3 00bEKTa.

Ilepsoe 3a0anue

Jlnisi BBINOJIHEHHUS IEPBOM 4acTH HEOOXOAMMO MJisi BHIOPAHHOTO ONPEIEICHHOTO 00bEKTa
3alUThl MHPOpPMALKUU HEOOXOAMMO OMHMCaTh OOBEKT 3aIUTHI, MPOBECTH aHAJIHU3 3AILUIICHHOCTH
00beKTa 3alUThl HH()OPMALINY 110 CIEAYIOIIUM pa3/ienam:

BUJIbI yTPO3;

XapakTep MPOUCXOXKICHUS yTPo3;

KJIaCChI KaHAJIOB HECAHKIIMOHUPOBAHHOTO TOJTYYCHUST HHPOPMALINH;
WCTOYHUKH TIOSIBIICHHS yTPO3;

NPUYMHBI HAPYIICHUS IEJIOCTHOCTH MH(OPMAIIHH;

NOTCHLIUATLHO BO3MOYKHBIC 3JI0YMBIIICHHBIX JICHCTBHIA;

Nk LD =

OIPEICJIUTH KJIACC 3aIUTHl HH(POPMAIUH.

Bmopoe 3a0anue
J1J1st BEITIOJTHEHUS BTOPOTO 3a/IaHUS TIPEUIOKUTH aHATTU3 YBEIIMUCHHS 3aIIUIEHHOCTH 00BEKTa
3alIMTHl MHPOPMAIIUH TIO CIEAYIONIMM pa3JieaM:

OMpEAETUTh TPEOOBaHH K 3aIIUTe HH(OpMAINY;

KJIaCCU(PHUIUPOBATH ABTOMAaTH3UPOBAHHYIO CUCTEMY;

OIpEeNeNIUTh (PAKTOPBI, BIUSIOIINE HAa TpeOyeMblil YpOBEHb 3aIUThl HH(pOpMaIuy;
BBIOpATh WK pa3paboTaTh CIIOCOOBI M CPEACTBA 3aLIUTHI HH(OPMAIIHH;
MOCTPOUTH APXUTEKTYPY CUCTEM 3aLIUTHI HH()OPMAIIHH;

SANRANE N e

chopMyIUpPOBaTh PEKOMEH/IAIMH 110 YBEIMYCHHUIO YPOBHS 3aIUIICHHOCTH.

HaumenoBanue o6bekTa 3auThl HHGOPMALIUU:

OAMHOYHO CTOALINI KOMIIbIOTEP B OyXTajaTepuu.
Cepsep.

[TouToBsIii cepBep.

Beb-ceprep.

KommnsrorepHnas cetp AkaneMuu.

OnHopaHroBas JokaiabHas ceTh 0€3 Bbixoaa B IHTepHeT.
OnHopaHroBas JIOKaJIbHasl CETh C BbIXOJIOM B MHTEpHET.
Cerb C BBIJICTICHHBIM cepBepoM 0e3 Bbixojaa B IHTepHeT.
CeTb C BBIJICTIEHHBIM CEPBEPOM C BbIX0Ja B MIHTEpHET.

= 0 © NN kW=

0. TenedonHnas 6a3a naHHBIX (coaepxaliasi U UHPOPMALIUIO OTPAHUYEHHOTO NOJIb30BAHNS) B
TBEP/IOM KONMH U Ha 3JIEKTPOHHBIX HOCUTEIISIX.

11. Tenedonnas cetp.

12. CpencrtBa TeneKOMMYHUKAIUH (paaroTeneoHbl, MOOUIbHBIC TeNe()OHBI).

13. baHkoBckue onepanuu (BHECEHHUE JIEHET Ha CUET U CHATHE).

14. Omnepanuu ¢ 6aHKOBCKUMH IUIACTUKOBBIMHU KapTOUYKaMH.

15. KoMmmbroTep, XpaHsamui KOHGUISHITHATBLHY0 HHOOPMAITUIO O COTPYTHUKAX MPEITPHUSITHS.

16. KommnbroTep, XpaHsamuii KOHGUICHINATEHYIO HHPOPMAIIHIO O pa3padoTKax MpearnpHusITHs.

17. Marepuaisl 11 cIy>ke0HOTO MOJIb30BAHUS HA TBEP/IBIX HOCUTENSIX B TPOU3BOJICTBE.

18. Matepuainsl A5 CIIy>K€OHOTO MMOJIb30BaHMsI HA TBEPABIX HOCUTENAX Ha 3aKPHITOM

MIPEANPUATHH.
19. Marepuainsl 1715 city>k€0HOTO MOJIb30BAHMSI HAa TBEPIIX HOCUTENSX B apXUBE.
20. Marepuaisl 111 CIIy>K€OHOTO MOJIb30BAHUS HA TBEPJIBIX HOCUTENSIX B HAJIOTOBOM MHCIIEKIIHH.



21. KoMHara ajig neperoBopoB IO CAEIKAM Ha OXPaHIEMON TEPPUTOPHH.

22. KoMHara 1jig neperoBopoB Mo CAEIKaM Ha HEOXPAHSEMOW TEPPUTOPHH.

23. CseneHus Ui CPECTB MAacCOBOM MH(pOpMAIMHU, [IEH3Ypa Ha pa3IMYHbIX HOCUTEIIAX
uHpopmanuu (TBepaas Komnwus, GoTorpaduu, FIEKTPOHHBIE HOCUTENH U JP.).

24. CyneGHble MaTepuabl (TBEpaask KOMuUs).

25. IMacnoprtaslii cton POB/I.

26. Marepuainsl 1o BiaieibliaM aBTOMOOMIIEH (TBepaas konus, pororpaduu, 3JIeKTPOHHBIE
HOCHUTEJH H JIp.).

27. Marepuaiibl 10 HEABHKUMOCTH (TBepas Konusi, pororpaduu, 3JeKTPOHHBIE HOCUTEIH U Jp.).

28. CseneHus 110 TOTAJIUTAPHBIM CEKTaM M JPYTUM OOIECTBEHHO-BPEIHBIM OPraHU3aLUAM.

29. CseneHus 110 00LIECTBEHHO-II0IE3HBIM OpraHu3alMaM (KpacHbId KPeCT U Ap.).

30. [lapTuiiHble CIUCKU U PYKOBOJSIINE JOKYMEHTHI.

Kpurtepuu onenuBas:

®  OIICHKA «OMJIUYHOY BBICTABISIETCS] CTYAEHTY, €CIIU 3aJJaHUC BBINIOJHEHO B IOJHOM 00BEME,
CTYJIGHT XOPOIIIO OPHUEHTHUPYETCS B TEXHOJOTHU Pa3pabOTKH HHKEHEPHO-TEXHUUYECKOTO
oOecrneyeHus 3aluThl HHHOPMALINK;

®  OIIEHKA «XOpOUi0o» BBICTABIIETCS CTYICHTY, €CIM OH BBINIOJIHWI 33JaHUE TOYTH B MOJTHOM
o0beMe, JOMyCKaeT HEeOOJbIINE «IPOEKTHO-TEXHOJOTHYECKHE)» OIMMOKM B pa3paboTke
MH)KEHEPHO-TEXHUYECKOT0 o0ecneueHus 3aluThl HH(popMaiumy;

® OLEHKA «Y008NIeMmBOPUMENbHO» BBICTABISACTCS CTYIEHTY, €CIIM OH BBIIOJHHUI IIE€PBOE
3aJ]aHHE;

® OIECHKA «HEYy0081emEOpUMenbHO» BBICTABISIETCS CTYIEHTY, €CIM OH BBIIOJHII MEHee
TIOJIOBUHBI TIEPBOTO 3a/IaHHSL.

3. OIEHOYHBbIE MATEPHAJIbI (CPEACTBA) JJIA IMPOBEJIEHUSA
MMPOMEXYTOYHOM ATTECTAIIAU 110 JUCHUILINHE

OLIEHKA 3HAHUI, YMEHUI 1 HABBIKOB OBYYAIOIINXCS
10 PE3YJIbTATAM BBIITIOJJHEHUS KYPCOBOI PABOThI

Heabo KypcoBoil paboThl Mo MHYOPMAIMOHHOW OE30MACHOCTH SIBISETCS CHUCTEMaTH3AIus,
3aKpeIUICHUE U YIIyOJIeHHEe TEOPETUISCKUX 3HAHHUM CTYICHTOB O METOJIOJIOTHH U METOJIUKE ayuTa
UHPOPMAITMOHHOKH 0€30MacHOCTH Ha TPEANPUATHN, ONPEICICHUS WCXOMHBIX JJAaHHBIX IS
MIPOSKTUPOBAHUS CUCTEMBI 3aIMTHI HHPOPMAIIMH U COOCTBCHHO MPOCKTUPOBAHUS CHUCTEM 3alTUTHI
UHPOpPMAILIMK, a TAaKXKE BBIPA0OTKAa Y HHUX HABBIKOB PEIHICHUS MPAKTHUECKUX 33734 IO 3aluTe
nHdopMaIuu.

3aganne Ha KypcoByH palOoTy: s BBIOPaHHOW MPEIMETHOW o0nacTu (TpeAnpHsTHs,
OpraHM3aliKi) MPOBECTH aHAIM3 3alIMIIEHHOCTH OOBEKTa 3alUThl WHGOPMALMU TO PSIAY
KpUTepueB (BUIABI  yTpo3; XapakTep MPOUCXOKACHUS YTPoO3; KJIaCChl  KaHAJIOB
HECAHKI[MOHUPOBAHHOTO TMONYYCHHs] WH(POPMAIMK;  HCTOYHHKHU TOSIBICHUS YTPO3; TPUUUHBI
HApYIICHUS IEJIOCTHOCTH WH(GOPMAIIUH; MOTCHIIMAIHLHO BO3MOXKHBIC 3JIOYMBINUICHHBIX JICHCTBUN;
OTIPEICITUTE KJIacC 3aIIUThl HH(POPMAIHH) U TIPEUIOKUTh KOMITIEKC MEPOTIPHUSITHIA JUTS YBETHUCHUS
3aIAIIEHHOCTH 00BEKTA.

IIpuMepHbIii epeyeHb TeM KYPCOBOii padoThI

1. Marepuainsl 1j1s1 cy>ke0HOTO MOJIb30BaHUS HA TBEP/IBIX HOCUTENSIX HA 3aKPBITOM
NPEINPUATHH.

2. Marepuainsl a5 ci1y>keOHOT0 MMO0JIb30BaHUS Ha TBEPABIX HOCUTENSAX B ApPXUBE.

3. Marepuaisl 11 CiIy’K€0HOTO MOJIb30BAHUS HA TBEPJIBIX HOCUTENSIX B HAJIOTOBOM MHCIIEKIIUH.



KomHuara 1151 meperoBopoB 1Mo CAeIKaM Ha OXpaHsSeMON TEPPUTOPHH.

e

KomHaTa a71s1 meperoBopoB 1o ceiaKaM Ha HEOXpaHIeMOH TePPUTOPHH.

6. CaeneHus A CpPEICTB MacCOBOM MH(OpMANNK, IEH3Ypa HAa PAa3TMYHBIX HOCHTEISX
uHpopmanuu (TBepaas Komnwus, GoTorpaduu, FIEKTPOHHBIE HOCUTENH U JP.).

7. CyneOHble MaTepuabl (TBEpaask KOMuUs).

o

[TacnoptHsii cton POB/I.
9. Martepuaisl 1o BiaenblaM aBToMoOmIeH (TBepaas konus, poTorpaduu, FIeKTPOHHBIE
HOCHUTEJH H JIp.).
10. Marepuaisl 1o HeIBUXKUMOCTHU (TBepast Komnus, pororpaduu, 3MeKTPOHHbIE HOCUTENH U Ap.).
11. CeneHust 10 TOTAIUTAPHBIM CEKTaM U JPYTUM OOLECTBEHHO-BPEIHBIM OPraHU3ALUAIM.
12. Csenenus 1o 00LIECTBEHHO-II0JE3HBIM OpraHu3aluaM (KpacHbI KPecT U Ip.).
13. IlapTuitHble CIUCKU U PYKOBOJSALINE JOKYMEHTHI.
CTpyKTypa KypCcoBOii padoThl
TUTYJIbHBIN JIUCT;
COJEpKAHUE;
BBeJieHuE (2 cT1p.);
OCHOBHAsl 4acTh;
3akmoueHue (3 crp.);
CIMCOK MCII0JIb30BaHHBIX HCTOYHUKOB;
NPUIOKEHUS (110 TEKCTY U3JI0kKEHUs pabOThl 0053aTENBbHO JODKHBI OBITh CCBUIKU Ha

Nk LD -

HOMeEpa MPUITOKEHHI )

OLIEHKA 3HAHUU 110 PE3VJIbTATAM BBIIIOJTHEHU S KYPCOBOI PABOThI
IIpumepHbIe BONPOCHI HA 3alIUTE KYPCOBOii padoThI

YK-8 Cnocoben co3maBaTth W TOIAEPKUBATh B MOBCEIHEBHOM XU3HM W B MPOdecCHOHATHLHOMN
NESITEIbHOCTH O€30MAacHbIe YCIOBHS KU3HEACSITENbHOCTA NJIsl COXPAHEHHsI MPUPOIHON CpPEIbI,
o0ecCreYeHnsT YCTOMYMBOTO Pa3BHUTHS OOINECTBA, B TOM YHCIIC NPHU yrpo3e U BO3HUKHOBEHUU
Ype3BBIYANHBIX CUTYAIMi U BOCHHBIX KOH(DIUKTOB
YK-8.3. - O6ecnieunBaeT mMepcoHANbHYI0 WH()OPMAITMOHHYIO O€30MacHOCTh B ITUGPOBOM Cperne, B
TOM YHUCJIE CPeICTBaMU KpunTorpaduu
OO0yuamommiicsi 3HaeT: HOPMATHBHO-TIPABOBBIE OCHOBBI HMH(GOPMAIIMOHHOW OE30MacHOCTH B
Poccmiickoit  denepauuu, a TakkKe MEXKIYHAPOIHBIE U  OTCUYECTBEHHBIE  CTaHIAPTHI,
periaMeHTHpYIONHe  MPO(YEeCCHOHANBHYIO  JIEATEIBHOCTh B 00JIaCTH  MH(DOPMAIIMOHHOM
0€30MacHOCTH
OreHKa JOCTHKCHHS 00YJarOIIMMCS 3aINIAHUPOBAHHOTO Pe3yiIbTaTa 00YUICHHS OCYIIECTBIISICTCS BO
BpeMs 3aIIUTHI KypCcOBOW pabOThI U OTBETOB Ha BOIIPOCHI:

1. Tlepeuncnute Bce pecypchl, Ha KOTOPBIX MOXKET XPAHUTHCA LEHHas s KOMIaHHH

uHbopMaIusa? OTJAENbI, K KOTOPBIM OTHOCSTCS peCypchi?

IIK-1 Cnoco0eH BBISBIATh WH(MOPMAIMOHHBIE TOTPEOHOCTH TMOJB30BATENEH M COCTABISTH
TEXHUYECKOE 3aJJaHue Ha pa3paboTKy HHOOPMAITMOHHOW CUCTEMBI
MK-1.1. TIpoBoguT oOcienOBaHNE OPTaHU3ANMMA, BBISBISET HHPOPMAIMOHHBIE MOTPEOHOCTH

NI0JIB30BATENEH, HCIIONB3YS IU(POBBIE MHCTPYMEHTHI M 00JIauHbIe PELIeHHUs A1l cOopa TaHHBIX
O0yuarwmuiicst 3HaeT: TpeOoBaHUs 0€30MaCHOCTH K MHPOPMAIITMOHHBIM CHCTEMaM
OreHKa TOCTIKEHUS 00YJarOIUMCS 3aIJITAHUPOBAHHOTO Pe3yJIbTaTa O0YUYCHHUS OCYIIECTBIISIETCS BO
BpEMsI 3alUTHI KYPCOBOW PaOOTHI M OTBETOB Ha BOMPOCHI:

1. B kakux Om3Hec-mpoleccax KOMIIaHUH 00pabdaTbiBaeTcs nHGpopManus?

IIK-1 CnocobeH BBISBIATE HHOOPMAIOHHBIE TTOTPEOHOCTH TIONB30BATENEd M COCTABIATH
TEXHUYECKOE 3aJlaHie Ha pa3paboTKy MH()OPMAIIMOHHON CHCTEMbI
IIK-1.2. CocTaBinsieT TEXHUYECKOE 33/1aHUe Ha pa3paboTKy HHPOPMALMOHHOW CUCTEMBI



OOyuammuiicsi 3HaeT: MPOrpPaMMHO-AIIIAPATHOE, OPraHU3alMOHHOE, HHKEHEPHO-TEXHUYECKOE
obecrieueHne 3alMThl HHOOPMAITUH.
OreHKa JOCTHKCHHS 00YYarOIIMMCS 3aIJITAaHUPOBAHHOTO PE3yJIbTaTa 00yUEHHUS OCYIIECTBIISACTCS BO
BpEMsI 3alUThI KyPCOBOW PabOThI U OTBETOB Ha BOMPOCHI:
1. KakoBbI rpymnimsl MOJIb30BaTeNCH, UMEIOIIUX JOCTY K IICHHON HH(pOopMaIun?
2. Kaxkue TpeOoBaHuUs K CpeACTBaM 3aIIUTHI HHPOPMALIUU MOXKHO MPEABIBUTH [ BEIOPaHHOM
BaMH IMIPEeIMETHOM 0bmacTu?

ITK-3 Criocoben pa3zpabarbiBaTh UHPOPMALIMOHHBIE CUCTEMBI
IIK-3.3. ObecneunBaeTr MHPOPMALMOHHYIO OE30MACHOCTh pa3pabaThiBaeMbIX WH(POPMALMOHHBIX

CHCTEM, B TOM YHCII€ OOLIEIOCTYITHBIMUA CPEACTBAMU MOHUTOPUHIA U BBISBICHUS MOTEHIIMATBHBIX
UH(POPMALMOHHBIX YTPO3
Oo0yuarommuiicss 3HaeT: crocoObl W MeToAbl obecrneueHus HH()OPMAIMOHHONW Oe30MacHOCTH B
KOMITBIOTEPHBIX CETSX, YAAJCHHBIE Yrpo3bl M aTaKW, OCHOBBI KPHUNTOTPA()UIECKON 3aIIUTHI
uHbOpMalnK, CIOcOO0bl YIPaBIEHUS UHIMIEHTaMU HHPOPMAIIMOHHOM 0€3011aCHOCTH.
OneHka JOCTHXKEHUS 00y4aroIUMCs 3allJIJaHUPOBAHHOTO pe3yibTaTa 00y4eHUs OCYIECTBIISAETCS BO
BpeMs 3alUThl KypcOBOW pabOThI U OTBETOB Ha BOIPOCHI:
1. Kakue pucku/MHGOpMalMOHHBIE YTpO3bl ObUIM BBISABIEHBI NpH aHaimu3e pecypco UT-
UHPPACTPYKTYpPHI?
2. Kaxkume cpencrtBa 3amuThl MH(POpPMALMM MpeuiaraeTe Bbl Ui BBIOpAaHHON TNpeIMETHOMN
obmactu?

ITK-4 Crioco6eH ynpaBiisiTh NpoLEecCaMU CO31aHUsI HH(OPMAIIMOHHBIX CUCTEM

IIK-4.2. IlpumeHsier akTyalbHble HOPMAaTHBHBIE JOKYMEHTbl W CTaHAApThl IpU CO3JaHUU
UHQOPMALIMOHHBIX CHUCTEM, HCHONb3Yysl OOIIEAOCTYIIHbIE CIIPABOYHO-NPABOBBIE CUCTEMBI U
npodeccronaabHble 0a3bl JaHHBIX ceprl UT

OO0yuaommiicas 3HaeT: HOPMAaTHBHO-IIPABOBbIE OCHOBBI HH(OPMALMOHHON 0€30IacHOCTH B
Poccuiickoit denepanyu; MexIyHApOJHBIE M OTEUYECTBEHHbIE CTAHAAPTHI, PEraMEeHTUPYIOIINE
po(heCcCHOHANBFHYIO IeATEIHHOCTh B 001acTH HHGOPMAITMOHHON 06€30MacHOCTH
OrneHka JOCTH)KEHUS 00YJaroIUMCs 3aIJIAaHUPOBAHHOTO Pe3yiIbTaTa 00YUYEeHHUs OCYIIECTBIISETCS BO
BpEMs 3alIUTHI KypCOBOW PabOTHI M OTBETOB Ha BOMPOCHI:

1. Kaxkas nundopmanus siBasieTcs IEHHOH /17151 BBIOpaHHOM opranu3zauun?

2. Kakue HOpMaTUBHBIE JOKyMEHTBI/CTAaHAAPTHl Bbl AHAJIM3UPOBAIU JUISL  BBINOJIHEHUS

KypcoBo# paboTsl? KakoBbl OCHOBHBIE MTOJIOKEHHSI HEKOTOPBIX U3 HUX?

IIK-5 Cnoco6en obecnieunBaTh KauecTBO pa3pabOTKH HH(OPMAILIMOHHBIX CUCTEM

ITK-5.2 [IpoBoauT OLIEHKY PUCKOB paOOThl HUH(POPMALIMOHHBIX CUCTEM B YCIOBUSAX LU(pOBU3aLUU
Ou3Heca ¥ MPUMEHEHHsI CKBO3HBIX IIM(POBBIX M OTPACIIEBBIX TEXHOIOTUI

OOyuarommiicst 3HaeT: BO3MOKHBIE PUCKH, BOSHUKAIOLIUE MTPU padoTe ¢ MHPOPMAIIMOHHBIMU

CHCTEMaMH B OpTaHU3aIluU
OmeHka TOCTIKEHHST 00YJaOIIUMCS 3aIUTAaHUPOBAHHOTO pe3yiIbTaTa 00yYEeHHUS OCYIIECTBISIETCS BO
BPEMSI 3alUTHI KypCOBOW paOOTHI ¥ OTBETOB HA BOIPOCHI:
1. Kakue moacucteMmbl Bbl BbLAEISETe B MHTEIPUPOBaHHOM apxurektype cucreM Wb s
BBIOpaHHOW IpeaMeTHON o0nacTu?
2. Ilepeuncnute ymepO A KaXIOro BUAA IIEHHOM MH(pOpMAIMU MO TPeM BHIAM YIpo3:
BHEIIIHUE, BHYTPEHHNE, KOMOMHUPOBAaHHBIE.

OLIEHKA YMEHMUI 1 HABBIKOB
10 PE3YJIbTATAM BBIIIOJTHEHWS KYPCOBOM PABOThI



YK-8 Cnocoben co3maBaTth W TOIIEPKUBATh B IMOBCEIHEBHOM KU3HH W B MPOdecCHOHATHHOMN
NESTEIbHOCTH O€30MAacHbIe YCIOBHS KU3HEACSITENFHOCTA IJIsl COXpPAHEHHsI MPUPOIHON CpPEe.bl,
o0OecrieyeHnss YCTOMUMBOTO pa3BUTUS OOILECTBA, B TOM YHCIIE NPU yrpo3e U BO3HUKHOBEHUU
Ype3BBIYANHBIX CUTYAIMid 1 BOCHHBIX KOH(DIUKTOB

YK-8.3. - O6ecnieunBaeT nmepcoHANbHYI0 WH()OPMAITMOHHYIO O€30MacHOCTh B ITUGPOBOM Cperne, B
TOM YHUCJIE CPeICTBaMU KpunTorpaduu

Oo0yuawmuiics  yMmeer:  pa3pabarpiBaTh  MOJMUTHKY  HH(POPMAIMOHHONW  0€30MacHOCTH
MPOrpPaMMHBIX IPOAYKTOB U OPTaHU3AIIMIA C OTIOPOM HA HOPMATUBHO-TIPABOBBIE TOKYMEHTHI
OOyuamommiicsi BJajeeT: HaBbBIKAMH JOKYMCHTHUPOBAaHWS HWHIUICHTOB H  IPOIIECCOB

nH(OpPMAITMOHHON 0€30MMaCHOCTH.

OneHka JOCTIKEHHsI OOyYaronuMcsl 3alJIJaHUPOBAHHOTO PE3yJIbTaTa OOYyYEHHs] OCYIIECTBIISCTCS
[0 pe3yJibTaTaM BBHINIOJHEHHS pasliena KypcoBoil paboThl: rimaBa 1 OCHOBHOH 4YacTu (B 4acTu
OMHCaHus OOIIEH XapaKTEepPUCTUKHU MPEANPUSTHS/OpraHU3aIiK, MPEANPOCKTHOrO 00CIeI0BaHuUs
CUCTeMBl 3alUThl WHGOpPMAlMKM BCEH KOMIAHWUU (€CiIM TpeanpusThue HeOONbIIoe) WIn
uHpOpMaIlMOHHOKH  OezomacHocTd  oTAenbHBIX  WMT-cuctem  (cereid mepenaym  JTaHHBIX,
BBIYUCIIUTENBHBIX CUCTEM M CUCTEM XpaHEHUs JaHHBIX, U JIp.) IJIsl KPYITHON KOMIIAaHUH)

IIK-1 CrnocobeH BbIABIATH HH(GOPMAIMOHHBIE TMOTPEOHOCTH TOJB30BaTENIed M COCTaBIAThH
TEXHUYECKOE 33JJaHHE Ha pa3padoTKy HHPOPMAIIMOHHON CHCTEMBbI
IIK-1.1. IIpoBoauT oOcnenoBaHHE OpraHMU3aLUM, BBIABISET WHGOPMAIMOHHbIE IOTPEOHOCTH

H0JIb30BATENEH, HCIIONB3YS IM(POBbIE HHCTPYMEHTHI M 00J1auHble pelIeHus A1 cOopa TaHHBIX
OOyuawmuiics ymeeT: TPOBOAWUTH aHAINW3 TPEAMETHONH 00JacTH U BBISBIATH  YIPO3BI
UH(POPMALMOHHON O€30MIaCHOCTH

OO0yuawmuiicss BJaJeeT: HAaBBIKAMH TPOBEICHUS ayauTa HH()OpPMAIMOHHOW O€30MacHOCTH W
aHaJn3a pUCKOB MH(POPMAIIMOHHOM 6€30TTaCHOCTH.

OneHka IOCTHMXKEHUs OOydarolIMMCsl 3aIIAHMPOBAHHOIO pe3yjbTaTra O0y4YeHMs OCYLIECTBISETCS
[0 pe3ysibTaTaM BBIIIOJHEHUs pasjiesla KypcoBOW paboThl: riaBa 1 OCHOBHOHM vacTu (B yacTu
onucaHusl OOLIed XapaKTepUCTHKH IMPeNnpUsATHS/OpraHu3aliy, OPeANpPOEeKTHOro 00CiIe10BaHus
CHUCTEMBl 3allUThl HH(pOpPMAIMM BCe KOMIAHUM (€CiAM MpeAnpHusTHe HeOONbLIoe) WIN
uHpoOpMallMOHHOK  OezomacHocTd  oTAenbHBIX WT-cuctem  (cereil mepenauym  JTaHHBIX,
BBIUHCIUTEIBHBIX CUCTEM U CUCTEM XPAaHEHUS JAHHBIX, U JIp.) Ul KPYIHONH KOMIIaHUH)

IIK-1 CrnocobeH BbIABIAT, HHGOPMALMOHHBIE MOTPEOHOCTH TMOJIb30BATEIEM U COCTaBIATH
TEXHUYECKOE 3a/laHKie Ha pa3paboTKy MH()OPMAIIMOHHON CHCTEMbI
IMK-1.2. CocTaBisieT TEXHHUECKOE 3a/1aHNE Ha pa3pabOTKy HHPOPMAIIMOHHON CUCTEMBI

Oo0yuawmuiicsi ymeer: pa3padaTbiBaTh KOHIICITYaJbHOE pEIICHHWE MO OOCCTICUCHHMIO 3alUThI
uHbopMaluu B pa3pabaTbiBa€MbIX CUCTEMAX.

OOyuaromuiicst BiajgeeT: HaBbIKaMu 0(OPMIICHHS JOKYMEHTOB Ha pa3paboTKy MHGOpMalMOHHON
CHCTEMBI B 4aCTH MH(OPMAIIMOHHON 0€30IaCHOCTH B COOTBETCTBHHM C TPEOOBAHHUSIMHU.

Onenka JOCTHKEHUs1 00ydarOIMIMMCSl 3aIIAaHWPOBAHHOTO pe3yjbTaTta O0Oy4YeHHs OCYLIECTBISETCS
10 pe3yjbTaTaM BBIIIOJHEHUs pa3/iena KypcoBOW paboThl: riaBa | OCHOBHOW YacTu (B 4acTu
ONMCaHM OOIIeH XapaKTepUCTHKH IPEINpPUATHS/OpraHU3aIiH, TPEANPOCKTHOTO 00CIeI0BaHUS
CHUCTEMBbI 3aluThl HWHMOpPMAIMKM BCeW KOMIAHUM (€CIM TpEanpHusITHE HEOOIbIIOe) WIH
nHpopmanoHHol  Oe3omacHocTH  otAenbHbIX  UT-cuctem  (ceteil  mepenaun  JaHHBIX,
BBIUMCIUTENBHBIX CUCTEM U CUCTEM XPaHEHUs JaHHBIX, U JIP.) UL KPYITHOH KOMIaHHUH)

IIK-3 Criocoben pa3zpabarbiBaTh HHPOPMAIIMOHHBIE CUCTEMBI
IIK-3.3. ObecrieunBaeT WHGOPMAMOHHYIO OE30MACHOCTh pa3padaThIBAEMBIX WH(GOPMAITMOHHBIX

CHCTEM, B TOM YUCJIC 06HIGJIOCTYHHBIMI/I Cp€acTBaMu MOHUTOPUHI'A U BBIABJICHUSA ITOTCHIHUAJIBHBIX
WH()OPMAITMOHHBIX YTPO3



O0yuawmuiicss  yMeeT: omnpenensiTh W OOOCHOBBIBaTH  OPTaHH3AIMOHHO-TEXHUYECKHE
MEPONPUSTHS T10 3a1uTe HHOPMAIUU B HTHPOPMAITMOHHBIX CUCTEMAaX

OOyuaromuiicss BJaJgeeT: HaBBIKAMU HCIOJIb30BAaHUS HMHCTPYMEHTAIbHBIX CPEACTB 3allUTHI
uHboOpMalMu B Xo0Jie MPOPECCHOHATBHON NeATEeIbHOCTH, HABBIKAMU YIIPABJICHUS WHIUACHTAMU
UH(POPMALIMOHHOM 0€30M1aCHOCTH

Onenka OCTHKEHUsT OOydalOIMIMMCSl 3aIUIAHWPOBAHHOTO pe3yjbTaTta OOy4YeHHs OCYIIECTBISETCS
IO pe3yJibTaTaM BBINIOJHEHHUs pa3/iesia KypcoBOi pabOThI: IJ1aBa 2 OCHOBHOM YacTH, MOCBSIIEHHON
POEKTHPOBAHUIO APXUTEKTYPBI CUCTEMBI HH(POPMAIIMOHHOHN 0€301acHOCTH.

IIK-4 CniocoGeH ynpaBiaTh OpoueccaMu Co3AaHusl HHPOPMAITMOHHBIX CUCTEM

IIK-4.2. IlpumeHser akTyallbHble HOPMATHUBHbBIE JIOKYMEHTbl M CTaHJApThl MpPU CO3JaHUU
UH(QOPMALIMOHHBIX CHCTEM, HCHOJNb3Yysl OOIIEAOCTYIIHbBIE CIIPABOYHO-NPABOBBIE CUCTEMbI U
npogeccuoHanbHble 6a3bl aHHBIX cpepbl UT

OOyuaomuiicss  ymeer:  paspabarbiBaTh  MOJUTUKY  HHGOpManMOHHOW  Oe30macHOCTH
IIPOrPaMMHBIX IIPOAYKTOB M OPTaHU3aLUI C OIIOPOM HA HOPMATUBHO-IIPABOBBIE JOKYMEHTHI
OoOyuawommiicss  BJajJeeT: HABBIKAMU  JOKYMEHTUPOBAHHUS  HHIIMJICHTOB M  IPOILIECCOB
UH(POPMALMOHHON O€30MTaCHOCTH

Onenka JocTHXEeHHUST 00ydarolMMCS 3allJIaHUPOBAHHOTO pe3yJbTaTa OOy4YEHHUS! OCYIIECTBIISETCS
[0 pe3yibTaTaM BBIIIOJHEHUS pa3jiesia KypcoBO pabOThl: BBeACHHUE (B KOTOPOM OOOCHOBBIBAETCS
aKTyaJbHOCTh BBIOpDAHHON TEMBbI), TJIaBa | OCHOBHOW YacTH — B KOTOPOH paccMaTpHUBAIOTCS
TEOPETUYECKHE acleKThl obecrieueHuss WHGOPMAIMOHHON ©€30MacHOCTH Ui  BBHIOpAHHOM
peIMEeTHONW 00iacT, 0OOCHOBBIBAETCS AKTYaJbHOCTh CIEAOBAHUSA TeM WJIM MHBIM CTaHIapTaM
oOecrieyeHHss MHPOPMALIMOHHOM O€30MacCHOCTH IS HEee.

IIK-5 CriocoGeH obecrnieunBaTh KaueCTBO pa3paboTKH MHPOPMAITUOHHBIX CUCTEM

ITK-5.2 [IpoBoaHT OIIEHKY PUCKOB pabOThl HH(POPMAIIMOHHBIX CHCTEM B YCIOBUSX LU(POBU3ALIUU
Ou3Heca ¥ MPUMEHEHHsI CKBO3HBIX IIU(POBBIX M OTPACIIEBBIX TEXHOIOTHI

OOyuaromuiicss ymeeT: MPUMEHITh IU(PPOBbIE M OTPACIEBbIE TEXHOJOTHH JJsi IMPOBEICHUS
aHaJM3a PUCKOB pabOThl HHPOPMAIIMOHHBIX CUCTEM

O0yuarommiics BjIajieeT: HaBbIKaMM aHAJIN3a PUCKOB pabOThl HH)OPMAITMOHHBIX CUCTEM.

Onenka IOCTHKEHUsT OOydalOIMIMMCSl 3aIIAaHWPOBAHHOTO pe3yjbTaTta OOy4YeHHs OCYLIECTBISECTCS
10 pe3yjbTaTaM BBIIIOJHEHUs pa3/iena KypcoBOW paloThl: riaBa | OCHOBHOW 4YacTu (B 4acTu
aHaM3a BO3MOXXHBIX PHCKOB, BO3ZHUKAIONIMX HA NPEANPHUATHS/OpPTraHU3alWHU, IMPEINPOSKTHOTO
o0cieoBaHUSl CUCTEMBbI 3alUThl MHPOpPMALMU BCe KOMIAHUM (€ciid MpeAnpusTue HeOOoJbLIOE)
nin  uHbopMarmoHHoOW Oe3omacHocTH OTACHbHBIX WT-cuctem (ceredd mepenavyw JTaHHBIX,
BBIUMCIUTENBHBIX CUCTEM U CUCTEM XPaHEHUs JaHHBIX, U JIP.) UL KPYITHOH KOMIIaHHUH )

OLIEHKA 3HAHUI, YMEHUI 1 HABBIKOB OBYUAIOIINUXCS HA 3AUETE
OLIEHKA 3HAHUI OBYYUAIOIINXCS HA 3AUETE
Cnucok BONPOCOB /151 OATOTOBKH K 3a4eTy

YK-8 CnocoGeH co3naBaTh U MOJNACPKUBATH B MOBCEAHEBHOW >KM3HM M B NMPO(ECCHOHATBLHOU
NESITEIbHOCTH O€30IMacHbIe YCIOBHS KU3HEACSITENbHOCTA JJIsl COXpPaHEHHs] MPUPOJHON Cpe.bl,
o0ecrieyeHnss yCTOMYMBOTO pa3BHTHS OOIIECTBAa, B TOM YHCIE MPU YIpo3e M BO3HUKHOBEHHU
Ype3BhIYANHBIX CUTYAIMil © BOEHHBIX KOH(JIUKTOB

YK-8.3. - ObecrieunBaeT nepcoHAIBHYI0 HH)OPMAIIMOHHYIO 0€30MacHOCTh B IU(GPOBOH cpene, B
TOM YHUCJIE€ CPeICTBaMU KpunTorpaduu

OOyuamomuiicsi 3HAaeT: HOPMATHBHO-TIPABOBBIE OCHOBBI HMH()OPMAIIMOHHOW O€30MacHOCTH B
Poccmiickoit  denepaunu, a TakkKe MEXKIYHApOJIHBIE U  OTEUYECTBEHHBIE  CTaHIAPTHI,
periaMeHTHpyIoImue  MpopEeCcCHOHANBHYI0 — JIEATENIbHOCTE B OOJacTH  MH(POPMALMOHHOM
0€30MacHOCTH

1. OO6mas momensb nporecca HapyIeHus (PU3NIeCKO IIEIIOCTHOCTH HHPOPMAITHIH.



2. CTpyKTypupOBaHHas CXe€Ma TOTCHIIMAIBHO BO3MOXHBIX 3JIOYMBIIUICHHBIX JIEUCTBUI B
ABTOMAaTHU3UPOBAHHBIX CHCTEMaX 00paOOTKH JaHHBIX.

MeTtoponorndeckue moxo/Ibl K OI[CHKE YSI3BUMOCTH HH(DOPMAITHH.

Moenb 3aIUThl CUCTEMBI C TIOJIHBIM MEPEKPBITHEM.

PexoMeHganuu 1o UCmonb30BaHUIO MOJIENIECH OIIEHKH YS3BUMOCTH MH(POPMAIUH.

S kW

JlonyuieHus B MOJIEIISX OLICHKH YSI3BUMOCTH WH(pOpPMAIIHH.

IIK-1 CnocobeH BBISBIATE HHOOPMAIOHHBIE TOTPEOHOCTH TIOJNB30BATENEd M COCTABIATH
TEXHUYECKOE 3aJaHKe Ha pa3paboTKy HHGOPMAIIMOHHON CHCTEMBI
IK-1.1. TIpoBomut oOCiIeIOBaHNE OPTAaHU3ANMNA, BBISBISCT HHPOPMAIMOHHBIE TOTPEOHOCTH

M0JIB30BATENCH, UCTIOIB3Ys U(PPOBBIE MHCTPYMEHTHI M 00JIa4HbIe PEIICHUS 1711 cOOpa JaHHBIX

Ooyuaromuiicst 3HaeT: TpeOOBaHUs 0€30MMaCHOCTH K MH(POPMAIIMOHHBIM CUCTEMAaM.

Ounenka qocTukeHHus: 00ydarOUIMMCs 3allJJaHUPOBAHHOIO pe3yjbTaTta 00yUeHHs OCYLIECTBISETCS

0 pe3yJbTaTaM €ro y4acTusi B YCTHBIX OIIPOCax M OTBETA Ha 3ayeTe.

1. Metozs! onpeneneHus TpeOOBaHUHN K 3aIIUTE UH(DOPMALIHH.

2. ®@akrTopsl, 0O0yClIaBIMBAIOIIME KOHKpPETHbIe TpeOOBaHMA K 3alluTe, OOYCIOBJICHHBIC
cnenn(pUKoil aBTOMAaTU3NPOBAHHON 00pabOTKH HH(POPMAITUH.

3. Knaccuduxanus tpedoBaHu K CpeICTBaM 3alIUThl HHPOPMALUK.

4. TpeboBaHus K 3aIIMTE, ONIPEAEIsiEMbIE CTPYKTYPOH aBTOMATU3UPOBAHHON CUCTEMBI 00pabOTKH
TTAHHBIX.

5. TpeGoBanus Kk 3amuTe, 00yCIaBIMBaeMbIe BHIOM 3alIAIIAEMON HHGOPMAITIH.

6. TpeGoanusi, o0yciaBIuBaeMble, B3aUMOJCHCTBHEM IMOJIb30BATENs] C KOMIUIEKCOM CPEICTB
aBTOMaTH3allUu.

7. Crangapt CILIA «Kputepun olleHKH TapaHTHPOBAHO 3AIIMIICHHBIX BBIYMCIUTEIBHBIX CHCTEM
B uHTepecax Munuctepcrsa 000ponsl CIIIA». OcHOBHBIE MTOJIOKEHHUS.

IIK-1 CnocoOeH BBIABIATh HHPOPMAIMOHHBIE TOTPEOHOCTH TIOJB30BATEIEH M COCTaBIATH
TEXHUYECKOE 3a/laHie Ha pa3paboTKy HH(POPMAITMOHHON CHCTEMBI
IIK-1.2. CocTaBiseT TEXHHUECKOE 3a/1aHNE Ha pa3pabOTKy HHPOPMAIIMOHHON CUCTEMBI

OO0yuawommiicss 3HaeT: IPOrpaMMHO-aINIapaTHOE, OPraHU3aLUOHHOE, WHXEHEPHO-TEXHUUYECKOe
o0ecreyeHue 3aIuThl UHPOPMALIUH.
Ounenka qocTHKeHUs] 00yJalOUIMMCs 3aIlJIaAHUPOBAHHOTO pe3yJibTaTta 00yUYeHHs OCYLIECTBISETCS
10 pe3yJIbTaTaM €ro y4acTHs B YCTHBIX OIIPOCaxX U OTBETA Ha 3a4ETe.
1. PyxoBogsmem nokymeHnte I'ocrexxomuccuu Poccun «Knaccudukanus aBToMaTU3UPOBAaHHBIX
cCUCTeM U TpeOoBaHMI! 10 3amuTe nHOpMaLuny, BeIMyieHHOM B 1992 rony. Yacts 1.
2. Kiacchl 3allMIIEHHOCTH CPEACTB BBIYMCIMTEIBHONH TEXHUKH OT HECAaHKLMOHHPOBAHHOIO
JOCTyIa.
3. Uro aBnsercs npeamerom Hayku Kpunrtorpadus
4. TlepBas nmpakTHuecKas pealu3anus KpunTorpaguu ¢ OTKPHITHIM KIIHOYOM
5. Hcnonb3oBaHue B KpUNTOrpaduu MOAETH OTKPBITOTO TEKCTa, YUYHUTHIBAIOLIUE 3aBUCUMOCTh
OyKB TEKCTa OT MPEBIAYIINX OYKB.
6. B uem cocrouT mpuHuunuaibHoe orTinuue HoBoro crtanaapra 'OCT P 34.10 — 2001 nHa
anroput™ ¢popmuposanus u nposepku DL ot ctaporo 'OCT P 34.10 — 1994.
7. Ocnosuoit npunaun Keproddca.
8. Uro moHMMaeTCs Mo KpUNTOrpahuuecKuM IPOTOKOIOM
9. B uem cocrout kpunrorpaduyeckas 3aadya o0ecrneyeHus s [HeJOCTHOCTH.
10. MeToap! ¢ 1enbto o0ecneueHust ayTeHTHPUKaun
11. Mepsi 6e3onacHocTu B KoHTEeKCcTe [SO 27001
12. D peKTHBHOCTH MPUMEHSAEMBIX METOIOB 00eCTIeYeHHs OE30ITaCHOCTH



13. AAMUHUCTPATUBHBI ypOBEHb 3allUThl HMH(pOpManMH. 3afauyd pa3iUYHbIX YpOBHEH
yIIpaBJICHUS B PEIICHUH 3a7a4u oOecriedeHus] H(HOPMAITMOHHOM 0€30MacCHOCTH.

14. TlpouenypHblii  ypoBeHb oOecredeHuss 0e30macHOCTH. ABTOpH3allds II0JIb30BaTEeIe B
MH(OPMALIMOHHON CUCTEME.

IIK-3 Cnioco6eH pa3pabaTbiBaTh HHPOPMALIMOHHBIE CUCTEMBI
IK-3.3. OGecnieunBaer WHOOPMAIMOHHYIO O€30MAaCHOCTh pa3padaThiBaeMbIX HH(POPMAIIMOHHBIX

CHCTEM, B TOM 4HCJIe OOLIEIOCTYTHBIMU CPEACTBAMU MOHUTOPUHIA U BBISBICHUS MOTEHIHUATbHBIX
UH(POPMALIMOHHBIX YIPO3

OO0yuawommiicss 3HaeT: crocoObl U MeToAbl olecreueHus HH(OPMAIMOHHONW 0e30MacHOCTH B
KOMIIBIOTEPHBIX CETSX, YAAJCHHbIE YIrpo3bl M aTaKH, OCHOBBI KPHUNTOrpauyecKOd 3alluThl
UH(POPMALIUH, CTIOCOOBI YIPaBICHUS HHIUACHTAMH HH(OPMAIIMOHHON 0€301MacHOCTH.

Ounenka q0cTHKeHUs] 00yJaIONIMMCS 3aIlJIAHUPOBAHHOTO pPe3yJIbTaTa 00yUYSHHS OCYHIECTBIISETCS
10 pe3yJIbTaTaM ero y4acTus B YCTHBIX OIPOCaX U OTBETA HA 3a4eTe

Crpareruu 3amuThl THPOPMAIINH.

Crioco0bl 1 cpecTBa 3anuThl HHPOpPMAIUH.

CrniocoObl «aOCOMOTHON CUCTEMBI 3AIIUTHD.

ApXUTEKTypa cucTeM 3aiiuThl HHPopmanuu. TpedoBaHus.

OO011eMeT0/10IOTHUECKUX MTPUHIIUIIOB aPXUTEKTYPhl CUCTEMBI 3aLIUTHI HH()OPMALIHH.
[TocTpoeHne cpeacTB 3auIUThl HH(POPMAIIHH.

Snapo cucTeMsbl 3alUTHI.

CeMupyOexxHast MOJCITb 3aIUTHI.

[Iponenypa ynpasnenus nHPOPMaITMOHHOM 6€30MaCHOCTH

YcTpaHeHne NpUYrH U OCIEeACTBUI COOBITHS, €T0 paccieI0BaHNe

e~ BN U e

— O

HpeBeHTI/IBHHe MCPbI, UBMCHCHHA CTAHAAPTOB U JIMKBUIAIUA HOCJ'IeI[CTBI/Iﬁ

IIK-4 Crioco6eH ynpaBiaTh NpoueccaMu Co3AaHus HHPOPMAITMOHHBIX CUCTEM

IIK-4.2. IlpumeHsieT akTyajabHble HOPMATHMBHBIE JOKYMEHTBl M CTAHAAPTHI NPH CO3/IaHHUH
UHQOPMALIMOHHBIX CHCTEM, HCHONb3Yys OOIIEAOCTYIIHBIE CIIPABOYHO-NPABOBBIE CUCTEMbI U
npodeccuoHanbHble 6a3bl TaHHBIX chepbl UT

OO0yuawommiicas 3HaeT: HOPMATHBHO-IIPABOBbIE OCHOBBI HH(OPMALMOHHON O0€30MacCHOCTH B
Poccuiickoii @enepannu; MexXIyHAPOAHBIE U OTEUYECTBEHHBIE CTAaHAAPTHI, PETIAMEHTUPYIOLIUE
po(heCcCHOHANIBHYIO IeATEIHHOCTh B 001acTH HH(GOPMAIIMOHHON OE€30MMaCHOCTH.

OneHka qoCTHKeHUs] 00yYarolUMCs 3aIlUIaHMPOBAHHOTO pe3yJibTaTa 00yueHUs! OCYLIECTBIISETCS
IO pe3yJIbTaTaM €ro y4acTHs B YCTHBIX OIpOCax M OTBETA Ha 3a4eTe.

1. B gem 3akimroyaeTcss OCHOBHAs IIpruirHa IMpeaoCTaBICHUA CJ'Iy>K6 [1OJIL30BaTEIIAM ?

D

IToueMy cucTeMBbl, K KOTOPBIM OCYILECTBIISETCS JOCTYIl U3 BHEIIHEN CPEbl, HE MOTYT
I10JIb30BATHCSA MOJIHBIM JIOBEPUEM?

[Touemy npotokon ICMP sBnsieTcss BaXHbIM KOMIIOHEHTOM CETU?

CKOJBKHMM BHYTPEHHUM CHCTEMaM paszperaercs ucnonb3zoBatb NTP B nuntepnere?
MosxHo u paccMaTpuBath nctosb3oBanue SSH kak peanusanuo VPN?

[Touemy nons3oBatensckue VPN TpeOytoT cTporoii ayTeHTUPUKAIIN?

MoskeT 1 mmdpoBaHue TOJTHOCTHIO 3AIIMTHTH JIAHHBIE, TIepeaBaembie yepe3 VPN.

C yeM HE0OXOAMMO KOMOMHHPOBATH MOJUTHKY, YTOOBI 00ecteunTh 6e3omacHocTh VPN?
SIBnisileTCs TN OAMH M3 TUIIOB MEXCETEBBIX 3KpAaHOB Oosiee Oe30MacHbIM, HEXEIH APyroi?

= 0 XN on kW

0. Yrto mMexxceTeBOM SKpaH MPUKIATHOTO YPOBHS MO YMOTYAHHUIO JIENAeT C BHYTPEHHUMHU
aapecamu’?
11. B 4eM CXOICTBO MEKCETEBOr0 dKpaHa ¢ (puimbTpanueil makeToB U MapuipyTuzaropa?



12.

13.
14.

15.
16.
17.

18.
19.
20.
21.

22.
23.
24.

25.
26.
27.
28.
29.

30.
31.

32.
33.

[TonsiTre yrpo3sl 6€30MaCHOCTH KOMITBIOTEPHOM cucTeMbl. MEeTObI «B37I0Ma» KOMITbIOTEPHBIX
CHCTEM.

3amyra KOMIBIOTEPHOM CUCTEMBI OT «B3JI0May. IIporpaMMHBbIe 3aKIaiKH.

Metoabl yHUUTOXEHHUS HHPOPMALIUU, XPAaHUMON Ha SHEPrOHE3aBUCUMBIX HOCUTENSAX. Y POBHU
CTETNIEHEW HAJIe)KHOCTH.

3ammra nporpaMMHoro odecnieueHus. [IpeBeHTHBHBIC MEPHI 3AIIUTHI.

3amurTa nporpaMMHoOro obecrneueHus. CpeacTBa COOCTBEHHON 3aIIUTHI.

3amuTa nporpaMmHoro odecrneueHusi. CpeacTBa 3alUThl B COCTaBE BBIYMCIUTEILHON
CUCTEMBI.

3ammra nporpaMMHoro odecneuenus. CpencTsa 3alUThl C 3aIpOCOM HHPOPMALIUU.

3amura nporpaMMHoro obdecrnieueHus. CpecTBa aKTUBHOM 3alUTHI.

3amura nporpaMMHoro odecrneyerus. CpeacTBa MacCUBHOM 3allUThI.

TexHosnorus 3ammTel HHGOPMAIMKA HAa OCHOBE: 3JIEKTPOHHBIX KIIOUEH, cMapT-KapT,
MEPCOHATBHBIX UICHTHU(PHUKATOPOB.

IIpuHIUIIBI ¥ METOIBI CO3/IAHMS 3ALIUILICHHOW ONIEPALMOHHON CUCTEMBI.

Hemu u cpenctra 3amuTsl nHGopMaruy. TunuaabIi HA00P QYHKIIMOHAIBHBIX MTOJICUCTEM.
OcHOBHbIE NPUHIUIIBI OpraHu3anuu 3amuTsl vHGopmanuu ot HCJL u obecnieuenus ee
KOH(UIEHIINATbHOCTH.

Mogenb 3aIuThl CUCTEMBI C TIOJIHBIM EPEKPBITUEM.

PexomeHanmu o UCoNb30BaHUIO MOJETIEH OLIEHKH YSI3BUMOCTH HH(pOpPMAIHH.

JlonyuieHus B MOJIENSAX OLIEHKH YSI3BUMOCTH HH(pOpPMAIIHH.

Mertoab! onpezeneHus TpeOoBaHui K 3auTe HHPOPMAaLIUK.

dakTtopsbl, 00ycIaBIMBaIOLIEe KOHKPETHBIE TPEOOBaHMS K 3aIUTE, 00YCIOBICHHBIE
cnenn(UKoil aBTOMAaTU3NPOBAHHON 00pabOTKM HH(POPMAITUH.

Knaccudukanus tpeboBaHmii K cpeacTBaM 3alluThl HHHOPMALINH.

TpebGoBanus K 3amuTe, ONMPELIsIEMbIe CTPYKTYPOH aBTOMAaTU3UPOBAHHON CUCTEMBI 00pabOTKHI
JAHHBIX.

TpeboBanus k 3amure, 00ycinaBIuBaeMble BUOM 3allMIIaeMOi HH(OpMAILIHH.

TpeboBanusi, o0ycnaBiuBaeMble, B3aUMOAECHCTBUEM MOJIb30BATENS ¢ KOMIJIEKCOM CPEZCTB
aBTOMATH3ALUH.

IIK-5 Cnoco6en obecnieunBaTh KaueCTBO pa3paboTKH HH(OPMAIIMOHHBIX CUCTEM

ITK-5.2 ITpoBOIUT OLIEHKY PUCKOB paOOThl MH(POPMAITMOHHBIX CUCTEM B YCIOBHAX IU(PPOBHU3AIUN
Ou3HEeca U MPUMEHEHUS CKBO3HBIX IIU(PPOBBIX M OTPACIEBBIX TEXHOJIOTUN

OO0yuamwmuiicsi 3HaeT: BO3MOXKHBIE PHCKH, BO3HHUKAWOIIME NpU paboTe ¢ MHGOPMAITMOHHBIMU

CUCTEMAMU B OpraHu3alu.

Ouemca JOCTHKECHUSA 06y11a101111/1Mc;1 3aIJIaHUPOBAHHOT'O PE3YyJIbTaTa O6y‘IeHI/I$I OCYHICCTBIISAACTCA

I10 pe3yJibTaTaM €ro y4aCTH B YCTHBIX OIIPOCAaX U OTBETA HA 3a4YCTC.

A SR R I

10.

1.

AHanus puckoB

[MonuTrka nHMOPMAITMOHHON 6€30MacCHOCTH

Konunenmus nadopmanmonHoi 6e30nacHOCTH

Hoctyn B undopmainmonusie cuctemsl. [lomutruka gocryna. ®usnyeckuii J1OCTYII.

[TocTpoenue cetn. Y naneHHsId JOCTYIIL.

WHiuneHTsl. AKTUBBL, 4TO TpeOyeTcs 3aIlUTUTh.

Mepni 6e3omacHocTy B koHTekcTe ISO 27001

D¢ hekTuBHOCTH NPUMEHSIEMBIX METO/I0B OOecIieueHus: 0€30MacHOCTH

AJIMUHUCTpAaTHBHBIM  ypOBeHb 3aIIWThl WHpoOpManMU. 3afayd  pPa3IUYHBIX  YPOBHEH
yIpaBJICHUs B PEIICHUH 33aun o0ecriedeHns: HHPOPMAaMOHHONW O€30MaCHOCTH.
[IponienypHblii  ypoBeHb oOecmeueHHs] 0e30macHOCTH. ABTOpH3alMs IOJb30BaTENe B
MH(OPMALIMOHHON CUCTEME.

[TonsTre nHIMAEHTA HH(OPMALIMOHHON OE30MMaCHOCTH



12. Mecto ympaBieHus HHIUACHTaMHU B o011ell cucteMe HHPOPMAIMOHHOM 0e301acHOCTH
13. OcobenHocTH ynpaBiaeHUs: COOBITUIMU O€30MaCHOCTH

OLIEHKA YMEHUI 1 HABBIKOB OBYYAIOIUXCS HA 3AUYETE

YK-8 CnocoGeH co3naBaTh U MONACPKUBATH B MOBCEAHEBHOM >KM3HM M B NMPO(ECCHOHATBHOU
JEATEIIFHOCTH O€30MacHbIe YCIOBHUS JKU3HENCSATEIBHOCTH JUISI COXPAaHEHHS HPUPOIHON Cpenbl,
o0ecrieyeHuss yCTOMYMBOTO pa3BUTUS OOIIECTBAa, B TOM YHUCIE NPU YIrpo3e U BO3HUKHOBEHHUU
YpEe3BBIYANHBIX CUTYallUi U BOCHHBIX KOH(IUKTOB

YK-8.3. - ObecneunBaeT nepcoHaNbHyI0 MHPOPMALMOHHYIO O6e30macHOCTh B IIU(pOBOii cpexe, B
TOM YHCIIE CPEJCTBAMH KPHUIITOrpahun

Oo0yuarwmmuiicss ymeeT: pa3padarbIBaTh NOJUTUKY HH(POPMAITMOHHON O€30MIaCHOCTH
IPOTPAaMMHBIX ITPOAYKTOB M OPTaHU3ALUII C ONOPOI HA HOPMATUBHO-TIPABOBBIE IOKYMEHTHI
OOyuawmmiica  BJajeeT: HaBbIKAMH  JOKYMEHTHPOBAaHUS  HMHLMJCHTOB M  IPOLECCOB

MH(POPMALMOHHON 0€30MacHOCTH.

OneHnka qoCTHKeHUsI 00yJarolMMCs 3aIUIaHMPOBAHHOTO pe3yJibTaTa 00yUeHUs! OCYLIECTBIISETCS
10 Pe3yJIbTaTaM BBIIOJIHEHUS TPAKTUUYECKOIO 3a/IaHUs:

Tunosoe 3amanue: Haiimu mecmononodceHue «mposauckuxy npocpamm. Ouucmums Haubolee
VA38UMbLE PA30ebl CUCIEMHO20 peecmpa om 3anuceli «MpOsHCKUXY NPOSPAMM.

TunoBoe 3amanue: Boccmanosumv 3apadicenuvie ¢havinivl Jouucmums uUx Ccooepricumoe om
MAKpOBUPYCO8), BKIIOUUMb 3AUUNTY OM UPYCOS.

IIK-1 CnocobeH BBISBIATE HHGDOPMAIOHHBIE TOTPEOHOCTH TIOJNB30BAaTENEd M COCTABIATH
TEXHUYECKOE 33J]aHKe Ha pa3paboTKy HHGOPMAIIMOHHON CHCTEMBI
IK-1.1. TIpoBoguT oOcCienOBaHNE OPTaHU3ANMNA, BBISBISET HHPOPMAIMOHHBIE TOTPEOHOCTH

MOJIB30BATENCH, UCTIONB3YS U(PPOBBIE MHCTPYMEHTHI M O0JIa4HbIE PEIICHUs 711 cOopa JaHHBIX
OOyuarommiicss yMmeeT: TPOBOAUTh AaHAJIU3 TNPEIMETHOM O00JIACTU U BBISBISTH  yTPO3bI
nH(OpPMAITMOHHOM 0€30MMaCHOCTH.

OOyuarommuiicst BjajeeT: HABbIKAMH aHaIN3a HHPOPMAIIMOHHBIX PUCKOB.

OueHka QOCTH:KeHUsI 00yJaromMUMCs 3alUIaHUPOBAHHOTO pe3yJibTaTa 00yueHUsl OCYIIECTBISACTCS
M0 Pe3yJIbTaTaM BBIIMOJHEHUS MTPAKTUUYECKOTO 3aJaHusl.

TunoBoe 3amaHue: npogecmu NOUCK YAIBUMOCEL 8 NPEONIOHCEHHOU SUPMYANbHOU Cemu H00bIMU
U3BECMHbIMU U OOCMYNHbIMU CPeOCmEamu, CHOpMUposams omuem ¢ NPeoloNCeHUAMU NO UX
nPeOynpedcOenuio u/un TUKeUOayuuU.

IIK-1 CnocobeH BbISBIATE HMH(OPMAIMOHHBIE IMOTPEOHOCTH TOJIb30BaTENIed M COCTaBIAThH
TEXHUYECKOE 33JaHHE Ha pa3paboTKy HHPOPMALIMOHHON CHCTEMBbI
IIK-1.2. CocTaBnsieT TeXHUYECKOE 3a/laHie Ha pa3paboTKy HHPOPMALMOHHOW CUCTEMBI

OO0yuawommiicss ymeeT: pa3zpaOaThiBaTh KOHIENTYyaJbHOE pEIIEHHE MO O00ECIEeYECHUIO 3allUThI
UH(POpPMALIUU B pa3pabaThIBAEMBbIX CUCTEMAX.

Oo0yuarmuiics BJjajgeeT: HaBBIKAMH 0POPMIICHHS JTOKYMEHTOB Ha pa3paboTKy HH(OpMAIMOHHON
CUCTEMBI B 4YaCTU UH(POPMAIITMOHHOMN 0€3011aCHOCTH B COOTBETCTBUU C TPEOOBAHUSMHU.

OueHka JoCTHKeHUsI 00yJarolUMCs 3aIlUIaHMPOBAHHOTO pe3yJibTaTa 00yueHUs! OCYLIECTBIISETCS
10 pe3yJbTaTaM BBIIOJIHEHUS MPAKTUUYECKOTO 3alaHHs.

TumnoBoe 3amaHue: Hacmpoums wupposanue 3a0aHHOU OUPEKMOPULU CPeOCMEaMu ONepPayuUoOHHOU
cucmembl, NPOOEMOHCMPUPOBAMb HEOOCMYNHOCb UHGOPMAYUU CIOPOHHUM JTUYAM.

IIK-3 Cnioco6eH pa3pabaTbiBaTh HHPOPMALIMOHHBIE CUCTEMBI



IK-3.3. OGecnieunBaer WHOOPMAIMOHHYIO O€30MAaCHOCTh pa3padaThiBaeMbIX HH(POPMAIIMOHHBIX
CHCTEM, B TOM YHCJIe OOIIEIOCTYITHBIMHA CPEACTBAMU MOHUTOPUHTA U BBISBICHHS TOTEHIIMATBHBIX
UH(POPMAIMOHHBIX YTPO3

OOyualommiicss  ymeeT: oOmpeneisiTh W OOOCHOBBIBATH  OPraHU3AIMOHHO-TEXHUYECKHE
MEPOTPHSTHS 110 3aIKUTe HHPOPMAIIMK B NTHPOPMAITMOHHBIX CUCTEMAX.

OO0yuawmmiicss BJaJeeT: HaBbIKAMU MHCIOJIb30BAHUA HMHCTPYMEHTAJBHBIX CPEACTB 3aIlUTHI
uHpopmanmu B XxoAe NPO(ECCHOHATBHONW NEATEIBHOCTH W YNPABICHUS HHIMICHTaAMHU
UH(POPMALIMOHHOM 6€30MacHOCTH.

Tunosoe 3amanue: paspabomams cxemy 3awumsl 00pPA308amMeNbHOU OP2AHU3AYUU OM NOMepU

ungopmayuu u NIAH MEPONPUAMUL OP2AHUZAYUOHHO20, MEXHOIOSUYECKO20 U NPOCPAMMHO20
xapakmepa.

TumnoBoe 3a1aHue: 8 NPEOIONHCEHHOU BUPMYATILHOL CeMU BbINOJIHUMb HACMPOUKY YPOBHEl 00CMYNa
Ol PA3HbIX NoAb308amenell (MeHeddcepvl, onepamopwvl, aomunucmpamopwl). Pacnpeoenenue
B03MOACHOCIEU MENCOY POJIAAMU BBINOJIHUMb CAMOCMOAMENbHO.

IIK-4 Crioco6eH ynpaBisiTh MPOLECCAMU CO31aHUs HH(OPMAIIMOHHBIX CUCTEM

IIK-4.2. IlpumeHser akTyallbHble HOPMATHBHBIE JIOKYMEHTbl M CTaHJApThl MpPU CO3JaHUU
UH(QOPMALIMOHHBIX CHUCTEM, HCHONb3Yysl OOIIEAOCTYIIHbIE CIIPABOYHO-NPABOBBIE CUCTEMbI U
npogeccuoHanbHble 6a3bl TaHHBIX cpepbl UT

OO0yuaromuiicst ymeeT: pa3pabaTeiBaTh MOMUTUKY HHGOPMAITMOHHON O6€30MacHOCTH
MPOrPaMMHBIX IPOAYKTOB U OPTaHU3AILNIN C OTIOPOI Ha HOPMATUBHO-TIPABOBBIE JOKYMEHTHI.
OOyuamomuiicssi  BJajJeeT: HaBbIKAMH JOKYMEHTHUPOBAaHUS HHIUICHTOB H  IPOIECCOB
UH(POPMALMOHHON 6€30MacHOCTH.

OuneHka q0cTHKeHUs] 00yJalONIMMCS 3aIlJIAHUPOBAHHOTO Pe3yJIbTaTa O0yUYeHHS OCYIIECTBIISIETCS
IO pe3yJIbTaTaM BBIMIOJTHCHHS MTPAKTUICCKUX PadoT.

TumnoBoe 3amaHUE: BbINOIHUMb HACMPOUKY Opanomayspa Windows onsa 3awumel yOaneHHO2O0
docmyna.

IIK-5 Cnoco6en obecnieunBaTh KaueCTBO pa3pabOTKH HH(OPMAIIMOHHBIX CUCTEM

ITK-5.2 [IpoBoaUT OIIEHKY PUCKOB paOOThl HH(POPMALIMOHHBIX CUCTEM B YCIOBUAX LU(pOBU3aLIUU
Ou3Heca ¥ MPUMEHEHHsI CKBO3HBIX IIU(POBBIX M OTPACIIEBBIX TEXHOIOTUH

O0yuarwmuiicst ymeeT: MPUMEHSTh NU(POBBIE U OTPACIEBBIE TEXHOJIOTUH TSI TPOBEACHUS

aHaJM3a PUCKOB PaObOTh HHGOPMAIIMOHHBIX CUCTEM.

Oo0yuarwmuiicst BjiajieeT: HABBIKAMH aHAJIN3a PUCKOB pabOThl HHOOPMAITMOHHBIX CUCTEM.

OmneHka T0CTHKEHHsI 00yYaIONIMMCS 3aIlJIAHUPOBAHHOTO Pe3yJibTaTa 00yUYeHHS OCYIIECTBIISICTCS
M0 Pe3yJIbTaTaM BBIMOJHEHUS MTPAKTUYECKUX PadoT.

4. METOAUYECKHUE MATEPHAIJIBI, OINIPEAEJIAIOHINE IMPOLEAYPBI
OILIEHOBAHUSA 3HAHWM, YMEHUH Y HABBIKOB, XAPAKTEPHA3YIOIINUX DTAIIbBI
®OPMHUPOBAHUA KOMIIETEHIIAM

KPUTEPUHN OLIEHVBAHU S COOPMHUPOBAHHOCTH KOMIIETEHILIMIM



[Inanupyemslie
Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JOCTHKCHUS
3aJJaHHOTO
YPOBHS
OCBOEHUS
KOMITCTEHITHH)

Kpurepun onieHHBaHMsI pe3yIbTaTOB 00YUEHUS

YK-8 CnocoGeH co3naBaTh M MOJNJEPKUBATh B MOBCEAHEBHOM >KM3HM M B MPO(eCcCHOHATBLHOU
JESITEIbHOCTH O€301MacHbIe YCIOBHS KU3HEACSITENbHOCTH NJIsi COXpaHEHHs] MPHUPOIHOM Cpelbl,
o0ecrieyeHns yCTOMYMBOTO pa3BUTUs OOIIECTBAa, B TOM YHUCIE NpPU YIpo3e U BO3HUKHOBEHHUHU

Ype3BbIYAHBIX CUTYaIil 1 BOEHHBIX KOH(JIUKTOB

YK-8.3. - ObecneunBaeT nepcoHaNbHYI0 MHPOPMALMOHHYIO O6e30macHOCTh B IIU(POBOI cpexe, B

TOM YHCJIC CPEACTBAMHU KpUnTorpaduu
3HaTh:! He 3naer ®parmenrapusie | O0mue, HO He Cdopmuposan | ChopmupoBaHH
- HOPMaTUBHO- 3HAHUS O CTPYKTYpHpOBa | HbIE, HO ble
IIPaBOBBIE HOPMAaTUBHO- HHBIC 3HAHUS O | COZeprKaIine CHCTEMAaTU3UPO
OCHOBBI TIPaBOBBIX HOPMaTHBHO- OTJIENbHbIE BaHHBIE
nHpOPMAIIO OCHOBax MIPaBOBBIX npoOebl MIPOYHBIE
HHOH UHPOPMAIIMOHH | OCHOBAxX 3HaHUS O 3HAHUS O
0e30macHOCTH ol WH(OPMAIIMOHH | HOPMAaTUBHO- | HOPMAaTHUBHO-
B Poccuiickon Oe3omacHOCTH B | OH IIPaBOBBIX MIPaBOBBIX
®denepanuu; Poccuiickoit 0€30IIaCHOCTH B | OCHOBAax OCHOBax
- MEKIYHapOIH denepanuy, Poccuiickoit nHpOpMaIoH | WH(OOPMAITMOHH
bIC U MexayHapoaHsl | Dexepanuu, HOM on
OTEYECTBEHHBI X MEXIyHapoIHbl | Oe3omacHOCTH | 0€30MacHOCTH B
€ CTaHJIapThl, OTEYECTBEHHBIX | X U B Poccuiickoii | Poccuiickoi
perJamMeHTupy CTaHaaprax, otedecTBeHHBIX | Pexnepanuu, ®denepanuu,
OlIHE permaMeHTupyro | cTaHaaprax, MEXIYHApOIH | MEXIyHapOIHBI
npodeccuona LIUX pErIaMeHTUupyIo | bIX U XU
JBHYIO npodecCHoHANb | IUX OTEYECTBEHHBI | OTEUECTBEHHBIX
NEeSITETbHOCTh HYIO npodeccuoHaNb | X CTaHAApTaxX, | cTaHIapTax,
B obJyiacTn JESITENbHOCTh B | HYIO peraMeHTupy | perjaMeHTHpY
nH(pOpMAINO obnactu JEeSITETFHOCTh B | FOIINX FOTINX
HHOMU nH(GOPMAIMOHH | o0acTu npodeccronan | mpodeccuoHaNb
0e30macHOCTH oif WHGOPMALMOHH | BHYIO HYIO
0e30macHOCTH ol JESITENbHOCTh | AEATENBHOCTH B
0e30macHOCTH B o0yacTu obnacTu
MHPOpPMaMOH | MHQOPMALMOHH
HOM o
Oe3omacHOCTH | 6€30mMacHOCTH
YMerTsb: He ymeer YactuuHO B nenom B nenom YcenemHo
- pa3pabaTbIBaT OCBOCHHBIE OCBOCHHBIE, HO | chopMHupoBaH | cPOPMUPOBAHH
b TIOJIUTHKY YMEHUs HE HBIE U BIE,
HHPOPMAIHO pa3pabaTeiBaTh | MOJKPEIUIIEMBIE | CAMOCTOSITENb | CAMOCTOSATENLH
HHOH MOJUTUKY 3HAaHUSIMH U HO 0 U OCO3HAHHO
0e30macHOCTH MH(QOPMAIIMOHH | CAMOCTOSATEJILHO | BBIIIOJHIEMBIE | BBIIOJIHSAEMBIC
MPOTPaMMHBIX oif CTBIO , HO HE BCera | yMEHUs
MIPOAYKTOB U 0e3onacHOCTH BBITIOJTHEHUS WHTEJUIEKTyal | pa3pabaThiBaTh
OpraHu3zanun HPOrpaMMHBIX YMEHHUS BHO MOJIUTUKY
C OIOpOH Ha MIPOTYKTOB U pa3pabaTeiBaTh | 000CHOBaHHBIC | MHGOPMAIMOHH
HOPMAaTHUBHO- OpraHu3alul ¢ | MOJIUTHUKY YMEHHUS ol
MIPaBOBBIE OIOpoOH Ha nHGOPMaIMOHH | pa3pabareiBaT | 6€30MaCHOCTH
JOKYMEHTBI HOPMAaTUBHO- ol b TIOJIUTHKY IIPOTrpaMMHBIX
MIpaBOBbIE 0e30macHOCTH WH(OPMAIOH | MPOAYKTOB H
JOKYMEHTBI MPOTrPaMMHBIX HOU OpraHusalui c
MIPOAYKTOB U Oe3omacHOCTH | OMOpOil Ha
OpraHM3ali C | IPOTPAMMHBIX | HOPMAaTHBHO-
OIIOpOH Ha IPOYKTOB U [IPaBOBBIE
HOPMAaTUBHO- OpTaHU3alui ¢ | JOKYMEHTHI




[Inanupyemelie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JIOCTHKCHHUS 1 ) 3 4 5
3aJJaHHOTO
YPOBHS
OCBOEHUS
KOMITCTEHITHH)
IIPaBOBbIC OIopoii Ha
JIOKYMEHTBI HOPMaTHBHO-
MIPaBOBbIC
JIOKYMEHTBI
Bnanets: He Bnageet ®parmentapHo | B nemom Cdopmupoan | YcmeurHo
- HaBBIKAMHU chopmupoBaHH | chOopMUPOBAHH | HBIE, HO HE chopmupoBaHH
JIOKYMEHTHPO bIC HABBIKU bI€, HO YCTOHYUBHIC B | BIE,
BaHUS JIOKYMEHTHPOBA | BBIMOJIHSAEMbBIC CJIOKHBIX YCTONYHUBEIE,
WHITUICHTOB H HUS Ha CUTYaIUsIX TEXHOJIOTHYECK
MPOIIECCOB HHIUICHTOB U 3JIEMEHTApPHOM | HaBBIKH U TPaMOTHO
HHPOPMAIHO MPOIECCOB YPOBHE HAaBBIKU | JTOKYMEHTHPOB | BBITIOIHSICMEBIC
HHOU WH(POPMAIIOHH | IOKYMEHTHpPOBA | aHUS HaBBIKH
0e301macHOCTH oif HUSA WHITUIGHTOB U | TOKYMEHTHPOBA
0e3omacHOCTH WHIUICHTOB H MPOIIECCOB HUSA
MPOIIECCOB MH(OPMAITMOH | WHIUJACHTOB H
WH(OPMAITMOHH | HOM MPOIIECCOB
oi Oe3onacHoCcTH | MHGOPMALIMOHH
0e30macHOCTH oit
0e3o1macHOCTH

IK-1 CrocobeH BHIABIATE HHPOPMAITMOHHBIC TMOTPEOHOCTH TOIL30BATEICH W COCTaBIATH TEXHUYECKOE
3aJjaHne Ha pa3paboTKy WHPOPMATMOHHON CUCTEMBI

IK-1.1. IlpoBoaut oOciemgoBaHWE OpraHW3alMid, BbUBISET HH(POPMAIMOHHbIE MOTPEOHOCTH
I0JIb30BaTelIeH, UCTIONB3YsI LU(POBBIC HHCTPYMEHTHI U 00JIauHbIe pelleHus A1 cOopa JaHHBIX
3HaTh: He 3naer ®parmenrapusie | O0mue, HO He Cdopmuposan | ChopmupoBaHH
-Tpe0oBaHus 3HAHUS O CTPYKTYypUpOBa | HbIE, HO ble
0e30macHOCTH K TpeOOBaHMUIX HHBIC 3HaHUS O | coIeprKarine CHCTEMAaTU3UPO
UHPOPMAIOHH 0e30macHOCTH K | TpeOOBaHUSX OTJICTbHBIE BaHHBIC
BIM CHCTEMaM WHPOPMAMOHH | 0€30MacHOCTH K | MpOOeIb MIPOYHbIE
BIM CHCTEMaM WHGOPMALMOHH | 3HAHHSA O 3HAHUS O
BIM CHCTEMaM TpeOOBAHUIX TpeOOBaHUAX
Oe3omacHoCcTH | 0€30MacHOCTH K
K HHPOPMAILIOHH
MH(QOPMAIMOH | BIM CHCTEMaM
HBIM CHCTEMaM
YMmeTh: He ymeer YacTtnuHO B neyioM | B LIEJIOM | Y CIIEIIHO
- IPOBOJUTH OCBOCHHBIC OCBOCHHBIC, HO | chopmupoBaH | cHOPMHPOBAHH
aHaIM3 YMEHUs HE HBIE u | ble,
npeAMETHOMH MPOBOJIUTH MOJIKpETIiEMbIE | CAMOCTOSTENb | CAMOCTOSITENbH
obnactu u aHan3 3HAaHUSIMU U | HO 0 M OCO3HaHHO
BBISIBIIATD peaMEeTHOR CaMOCTOSITEIBHO | BBINIOJIHSIEMbBIE | BBIIOJIHAEMbIE
YTPO3BI obnactu U CTBIO , HO HE Bcerja | yMeHHs
HHPOPMAITOHH BBISIBIISITD BBITIOJTHEHHUS WHTEJUIEKTYal | MPOBOAUTH
ol YTPO3BI YMEHHUS BHO aHaJIN3
0e30macHOCTH; WH(GOPMAIOHH | POBOAMTH 000CHOBaHHBIE | TPEIMETHOM
oif aHau3 YMEHHUS obmactu u
Oe3omacHOCTH; | IPEAMETHOM MIPOBOJIUTH BBISIBIISITD
obmactu U | aHaIn3 YTPO3bI
BBISIBIISITD peaMeTHON WHPOPMAIIMOHH
yIPO3bI obyacTtu u | ot
WHGOPMAITHOHH | BEIABIIATH 0e30MacHOCTH;
ol YIpO3bl
Oe3onacHocTH; | HH(OPMAIMOH
HOI




[Inanupyemsie Kpurepuu onieHHBaHUsI pe3yIbTaTOB O0YUYEHUs
Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JOCTHKCHUS
3aJJaHHOTO ! 2 3 4 >
YPOBHS
OCBOCHHUS
KOMITCTEHITHH)
0e30MacHOCTH,
Bnaners: He Bnageer @®parmenrapao | B nenoM | Chopmuposan | YcmemHo
- HaBBIKAMH chopmupoBaHH | chopMupoBaHH | HBIE, HO HE | chOPMHPOBAHH
aHam3a bIe HaBBIKU | BlE, HO | yCTOWYMBBIE B | BI€,
HHPOPMAITOHH MPOBEICHHS BBINOJTHSIEMBIC CJIO’KHBIX YCTOMYMBEIE,
BIX PHUCKOB ayaura Ha CUTyaLusixX TEXHOJIOTHYECK
UHQOPMAIOHH | DJIEMEHTAPHOM | HaBBIKK 17§ IpaMOTHO
ol YPOBHE HAaBBIKU | MPOBEACHUS BBITIOJTHSIEMBIE
0e30nacHOCTH U | MPOBEACHUS ayaura HaBBIKU
aHa3a PHUCKOB | ayauTa WH(OPMAIIMOH | TIPOBEACHUS
MHQOPMaMOHH | HHPOPMAIIMOHH | HOU ayauTa
oM oM Oe3onacHoCTH | MHGOPMATMOHH
6e3onacHoCTH 0e30macHOCTH H | U aHanu3a | oi
aHaJM3a PUCKOB | PHCKOB 0e301acHOCTH U
nHpopMaLMOHH | HHPOPMAIIMOH | aHAJM3a PUCKOB
oM HOM MH()OPMAIOHH
6e30macHOCTH Oe3omacHoCTH | Oif
0e30macHOCTH

MK-1 CnocoOeH BBISBISATh MHPOPMAIMOHHBIE MOTPEOHOCTH TOIB30BATEICH M COCTaBIATh TEXHUYECKOE
3a/IaHue Ha pa3paboTKy HHPOPMAITMOHHOW CHCTEMBI
IMK-1.2. CocTaBisieT TEXHUYECKOE 3aJjaHKe Ha pa3paboTKy WH(GOPMAIIMOHHOW CUCTEMBI

3HaTh: He 3naer Oparmenrtapusl | O0mue, HO He Cdopmuposan | ChopmupoBaHH
MIPOrpaMMHO- € 3HaHU O CTPYKTYpUpOBa | HBIE, HO ble
anrmaparHoe, pOrpaMMHO- HHBIC 3HAHUS O | COJIEpIKAIUE | CHCTEMAaTH3HPO
OpTraHN3alOHH anmapaTHOM, MPOTrpaMMHO- OTAETIbHBIC BaHHBIC
0€, UH)KEHEPHO- OpraHM3alMOHH | alMapaTHOM, MIPOOEITBI MIPOYHBIE
TEXHHYECKOE OM, MH)KEHEPHO- | OpPTraHW3aIlliOHH | 3HAHHA O 3HAHUA O
obecrieueHune TEXHUYECKOM OM, HHXKCHEPHO- | IPOTPaMMHO- | ITPOTPaMMHO-
3aLIUTHI o0ecrieueHuH TEXHUYECKOM anmnaparHoM, anmnaparHoM,
uHpOpMAaIIH 3aIUTHI obecrnieueHUN OpPTraHM3alMOH | OpPraHU3aIMOHH
UHpOpMaITH 3aIIHUTHI HOM, oM,
nHpOpMaIH HWHKEHEPHO- HWHXEHEPHO-
TEXHUYECKOM | TEXHUYIECKOM
obecrieueHun | oOecrieYeHUH
3aIIUTHI 3alIUTHI
nHboOpMau | HHPOpMAIUU
Ymersn: He ymeer YactuuHo B nenom B nienom YcnenHo
pa3pabaTbiBaTh OCBOCHHBIC OCBOCHHBIE, HO | chopMmupoBaH | cHOPMHPOBAHH
KOHIIETITYaJIEHO YMEHUS HE HBIE U bl€,
€ pelieHue 1o pa3pabaThiBaTh | TOAKPEIUISiEMblE | CAMOCTOSTENb | CAMOCTOSITENHH
obecreYeHu o KOHIICNITYaJIbHO | 3HAHUSAMH U HO 0 ¥ OCO3HaHHO
3alIUTHI € peleHue 1o CaMOCTOSITEIBHO | BBHITIOJIHSIEMBIEC | BBHIMOJIHSIEMBIC
uHpOpMAIINH B obecrnieueHuIo CTBIO , HO HE BCerzia | YMEHUS
pa3pabaTsiBaeM 3aIUTHI BBITIOJTHEHHSA WHTEIUIEKTYan | pa3pabaThIBaTh
BIX CUCTEMax UHQOpPMANU B | YMCHHS BHO KOHIICTITYJIbHO
paspabateiBaeM | pa3paOaTbiBaTh | 0OOCHOBAaHHBI | € pelIeHHE MO
BIX CHCTEMax KOHIENTYaJIbHO | € YMEHUS obecrnieueHNIo
€ pelIeHue no pa3pabaTeIBaT | 3aIUTHI
o0ecreyeHuIo b nHPOpPMaLUH B
3aIUTHI KOHIENTYaIbH | pa3pabaTbiBacM
WHPOPMAITUK B | O€ pellieHHe BIX CHCTEMaX
pa3pabaTheiBaeM | 1O

bIX CUCTEMAX

00eCIIeYeHNIO




[Inanupyemslie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JOCTHKCHUS | ) 3 4 5
3aJJaHHOTO
YPOBHS
OCBOCHHS
KOMITCTEHITHH)
3aLIUTHI
nH(pOpMaIIH
B
pa3pabaTbiBae
MBIX CHCTEMax
Baanersn: He Bnaneer ®parmentapio | B nenom ChopmupoBan | YcmemnrHo
HaBBIKAMH chopMupoBaHH | cOPMHUpPOBAHH | HBIE, HO HE chopMUpOBaHH
odopmienus bI€ HABBIKU b€, HO YCTOWYHBEIE B | BI€,
JIOKYMEHTOB Ha odopmiieHus BBIMOJTHSICMBIC CIIOKHBIX YCTOWYMBEIE,
pa3paboTKy JIOKYMCHTOB Ha | Ha CUTYyalUsIX TEXHOJOTHYECK
UHQOPMaIOHH pa3paboTKy JIIEMEHTAPHOM | HaBBIKH U TPaMOTHO
Ol CUCTEMBI B MH()OPMALIOHH | YPOBHE HaBBIKH | OOPMIJICHHS | BBINOJHSAEMBIC
4acTu Olf CHCTEMBI B oopmitenus JOKYMEHTOB HaBBIKH
UHQOPMaIOHH 4acTu JOKYMEHTOB Ha | Ha pa3paboTKy | odopMIeHHUs
oit MHQOPMAIOHH | pa3paboTKy WHPOPMAIIMOH | JOKYMEHTOB Ha
0e301acHOCTH B oif WH(OPMAITMOHH | HOW CHCTEMBI | pa3paboTKy
COOTBETCTBHHU C 0e30I1aCHOCTH B | O CHCTEMBI B B YaCTH HHPOPMAIOHH
TpeOOBaHUAMU COOTBETCTBHU C | YaCTH WHPOPMAIIMOH | O CUCTEMBI B
TpeOoBaHUSIMU | UHPOPMAIIMOHH | HOU YacTH
ot Oe3omacHoCTH | WH(OPMAITMOHH
0e30macHOCTH B | B ol
COOTBETCTBHU C | COOTBETCTBHM | O€30MACHOCTHU B
TpeOOBaHUAMH | C COOTBETCTBHHU C
TpeOOBAHMSIMHU | TPEOOBAHMSIMHU

MK-3 CriocobeH pa3padaTsiBaTh HHHOPMALUOHHBIE CUCTEMBI
IIK-3.3. ObecneunBaer MHYOPMALMOHHYIO 0€30MIACHOCTh pa3paldaThIBaeMbIX HH(OPMALMOHHBIX CHUCTEM, B
TOM YHCJIe OOIIETOCTYIHBIMU CPEICTBAMH MOHUTOPUHTA M BBISBICHHS MOTCHIUAIBHBIX HH()OPMAIIMOHHBIX

yrpo3

3HaTh: He 3naer Oparmenrtapusl | OOmue, HO He Cdopmuposan | ChopmupoBaHH

CIOCOOBI U € 3HaHus 0 CTPYKTYpHUpPOBa | HBIE, HO 3
METO/IBI criocobax u HHBIC 3HAHUS O | COJIEpIKAIIUE | CHUCTEMAaTH3HPO
obecrieueHust MeTo/1ax crocobax u OTJETIbHBIC BaHHbIC
nHpOPMAIIO obecrieueHust MeTo/ax pooebl MIPOYHBIC
HHOI nH()OPMAITMOHH | oOecTeueHus 3HAHUSA O 3HAHMA O
0e30macHOCTH ol WHPOPMAIMOHH | crocobax u crocobax u
B Oe3omacHOCTU B | OH MeTo/ax MeTozax
KOMITBIOTEPH KOMITBIOTEPHBIX | Oe3omacHOCTH B | obOecrieueHUsT | oOecreueHus
BIX CETSIX, cersx, o0 KOMITBIOTEPHBIX | HHGOPMALMOH | HHPOPMAIMOHH
yIlaJIeHHbIE yAaJTeHHBIX ceTsix, 00 HOU ol
YIPO3bl U yrposax u yIaIEeHHBIX Oe3onacHocTH | 0E€30MaCHOCTH B
aTaKH, aTakax, OCHOBax | yrposax u B KOMITBIOTEPHBIX
OCHOBBI Kpunrorpaguyue | arakax, OCHOBaX | KOMIIBIOTEPHBI | CETSX, 00
Kpunrorpapu CKOM 3aIlINTHI Kkpunrorpaguue | X cersix, 00 yIaIeHHBIX
YeCKOU nHOpMaIIH, CKOM 3aIUThI YJaJE€HHBIX yrpo3ax u
3aIIUTHI criocobax WHPOPMAIHH, yrpo3ax u aTakax,
WHPOPMAIHH, yIpaBJICHUS crocobax aTakax, OCHOBAax
CIIOCO0BI MHIWJCHTaMH yIpaBJICHUS OCHOBAax Kpunrorpagpuyie
yIpaBJICHUS WHQOPMAIOHH | WHIUJICHTAMHU Kpunrorpadud | CKOW 3alIAThI
WHIMJCHTAMH ol WHPOPMAIIMOHH | €CKOM 3aluThl | HHpOpPMAaLWH,
nH(pOpPMAIHO Oe3omacHOCTH o nHpopMaImy, | crocodax
HHOI 0e30macHOCTH criocobax YIIpaBIICHUS
0e30macHOCTH yIpaBleHAS WHIHACHTAMH

WHIMJACHTAMH | WHPOPMALIMOHH




[Inanupyemelie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

pe3ynbTaThl
o0ydeHus
(Toxazareu
JOCTHKCHUS 1 ) 3 4 5
3aJIaHHOTO
YPOBHS
OCBOEHUS
KOMITCTEHITHH)
UHPOPMAIOH | O
HOM 0e301macHOCTH
0e30macHOCTH
YMeTh: He ymeer YacTtrnuHO B neinom B nieinom Ycnenno
OTIPENIEeIISATh U OCBOCHHBIC OCBOCHHBIC, HO | chopMHupoBaH | cHOPMHPOBAHH
000CHOBEIBAT YMEHHSA HE HBIE U ble,
b OTIPEIEIISATh U MOJIKPEIUIIEMBIC | CAMOCTOSTENh | CAMOCTOSTENLH
OpraHu3alHoH 000CHOBHIBAThH 3HAaHUSIMH U HO 0 ¥ OCO3HAaHHO
HO- OpPraHM3alMOHH | CAMOCTOSITENILHO | BBITIOJNHSEMBIE | BBIMOJHIEMBIC
TEXHUYECKHUE O-TEXHHYECKHE | CTBIO , HO He Bcerja | yMeHHS
MEPOIPUSATHUS MEPOTIPUATHUS BBITIOJTHEHHUS WHTEJUIEKTYall | ONpeNesiTh U
10 3aIlInTe 10 3aIIUTe YMEHHUS BHO 000CHOBBIBAThH
nHpopmaru nHDOpPMAITMH B | OIIPEIEIIATh U 000CHOBaHHBI | OpTaHU3AMMOHH
B UHQOPMAaOHH | 00OCHOBBIBATH € YMEHUS O-TEeXHUYECKHE
UHPOPMAIIO BIX CHCTEMaxX OpPTaHU3alMOHH | ONPENENATh U | MEPONPHUITHS
HHBIX O-TEXHWYeCKHe | 0OOCHOBBIBATH | ITO 3aIIHUTE
crcTeMax MEPOTIPHUSITUS OpraHu3anvoH | uHpopMaIu B
IO 3aluTe HO- HHPOPMAIOHH
nH(MOpMAIUN B | TEXHUYECKHE | BIX CHCTEMAax
WH(OPMAITMOHH | MEPONIPUATHUS
BIX CHCTEMaXx IO 3aIuTe
nHpOpMaIH
B
nH(pOpPMaIMOH
HBIX CUCTEMax
Baanern: He Bnageer @®parmenrapHo | B nemom Cdopmuposan | YcnemHo
- HaBBIKAMH chopmupoBaHH | chopMUpOBaHH | HBIE, HO HE chopMupoBaHH
WCIIOJIb30BaHU bIe HABBIKU b€, HO YCTOWYHBEIE B | BI€,
S WCIIOJIb30BaHMSl | BBINIOJHSIEMBIC CIJIOKHBIX YCTOWYHBEIE,
WHCTPYMEHTA WHCTPYMEHTAIb | Ha CUTYyaIsIX TEXHOJIOTUYECK
JIBHBIX HBIX CPEJICTB JJIEMEHTAPHOM | HaBBIKH U TPaMOTHO
CpeAcTB 3aLIUTHI YPOBHE HAaBBIKH | MCIOJB30BAaHH | BBITIOJHSEMBIE
3aIUTHI WHGOpPMAIK B | HCIIOJIL30BAHUS | o HaBBIKU
HHpOPMAITUH X0JIe WHCTPYMEHTANb | HHCTPYMEHTAJ] | MCIOJIb30BaHHUSI
B XOJIe npodeccHoHallb | HBIX CPEICTB BHBIX CPEICTB | HHCTPYMEHTANb
mpogeccrona HOWU 3aIUTHI 3aIUTHI HBIX CPEJICTB
JTEHOM JesTeNbHOCTH M | mHpOpManuu B | mHGOpPMAUK | 3aIIUTHI
JeATEILHOCTH yIpaBIICHUS xoze B X0JIe nHpOPMAIUH B
; WHIUICHTAMH npodeccuoHans | nmpoeccuoHat | Xxoae
- HaBBIKAMH WH()OPMAITMOHH | HOM bHOH po¢eCCHOHAITH
YIIPaBJICHUS oit JIEATENbHOCTH U | AESTEIBHOCTU | HOM
WHIMJCHTAMH 0e3onacHOCTH yIpaBleHHS u JESITeTbHOCTH U
nH(pOpPMAIHO WHIUICHTAMU yIpaBIeHUs yIpaBIeHHUS
HHOH WHPOPMAIMOHH | MHIIUICHTAMH | WHIUJICHTAMHU
0e30macHOCTH oM WHPOPMAMOH | HHPOPMAOHH
0e30macHOCTH HOM ol
Oe3omacHOCTH | 0€30IacHOCTH

IK-4 CriocobeH ynpaBisiTh MpoleccaMmu co31aHust HHPOPMAITHOHHBIX CHCTEM
IIK-4.2. [IpuMeHsieT akTyaabHbIe HOPMAaTUBHBIE JOKYMEHTHI M CTAaHAAPTHI IPH CO3AaHIH HHPOPMAIHOHHBIX
CHCTEM, UCTIOJb3Ys OOLIEOCTYITHBIE CIIPABOYHO-TIPABOBBIE CHCTEMBI M IPO(hecCHOHaIbHBIE 0a3bl TaHHBIX

cepsr UT
3HaTh: He 3naet Oparmenrapusl | OOmue, HO He Cdopmuposan | ChopmupoBaHH
~-HOpPMaTHBHO- € 3HaHus 0 CTPYKTYpHpOBa | HBIE, HO ble




[Inaaupyemsie Kputepuu olieHMBaHMsI pe3yIbTaTOB 00yUeHUS
pe3ynbTaThl
o0ydeHus
(Toxazareu
JIOCTYDKEHUS 1 ) 3 4 5
3aJIaHHOTO
YPOBHS
OCBOEHUS
KOMITCTEHITHH)
MPaBOBbIC HOPMATHBHO- HHBIC 3HAHUSA O | COIEeprKallue CHUCTEMAaTU3UPO
OCHOBBI MIPaBOBBIX HOPMaTHBHO- OTJIEIIbHBIE BaHHEIE
nH(pOpMAINO OCHOBAax MIPaBOBBIX MIpOOEITBI MPOYHBIE
HHOMU WHGOPMAIMOHH | OCHOBax 3HAHUS O 3HAHHUA O
0e30ImacHOCTH oif “H(OPMAIIMOHH | HOPMAaTHBHO- | HOPMATHUBHO-
B Poccuiickoi 0e30macHOCTH B | O MPaBOBBIX MPaBOBBIX
®denepauuu; Poccuiickoi 0€30MacHOCTH B | OCHOBax OCHOBax
- ®denepanny, Poccuiickoit nH(GOPMAITUOH | MHPOPMAIIMOHH
MEXIYHapOIH MeXAyHapoaHbl | Penepauuu, HOU ol
bl U X U MEXIyHapoIHbl | Oe3omacHOCTH | O€30MacHOCTH B
OTEYECTBECHHBI OTEUECTBEHHBIX | X U B Poccuiickoil | Poccuiickoi
€ CTaHAapTHl, CTaHIapTax, oTredecTBeHHBIX | Denmepanuu, ®denepanum,
perIamMeHTupy pETIaMeHTHPYIO | CTaHJapTax, MEXIyHAPOIH | MEXIYyHAapPOIHBI
folIHe X PETrJIaMEHTUPYIO | BIX U X H
npodeccruona npodeccuoHanb | MUX OTEYECTBEHHBI | OTEUYECTBEHHBIX
THHYIO HYTO npodeccHoHaNb | X CTaHAApTaX, | CTaHAapTax,
NeSITeTbHOCTh NIeSATEeIHHOCTh B | HYIO perJIaMEeHTUPY | PETJIAMEHTHPY
B o0nactu obnactu JESTEILHOCTh B | IOLIUX FOIIUX
nH(pOpPMAINO WH(POPMAIOHH | 00JIACTH npodeccruoHan | mpodeccuoHalb
HHOMU on WH()OPMAITMOHH | BHYIO HYIO
0e30macHOCTH Oe3onmacHOCTH ol JESATSILHOCTh | JCATEIBHOCTH B
0e30macHOCTH B oOnactu obnactu
nHpopMaIon | HHGpOPMAITMOHH
HOU ol
Oe3onacHOCTH | 6€30IaCHOCTH
YMmerh: He ymeer YactrnyHO B ieinom B ieinom VYenenrso
paspabaTsiBaT OCBOEHHBIE OCBOCHHBIC, HO | chopMmupoBaH | cHOPMHPOBAHH
b TIOJIUTHUKY YMCHHS HE HBIC U bIC,
nH(pOpPMAITHO pa3pabaThiBaTh | TOAKPEIUISEMbIE | CAMOCTOSTENb | CAMOCTOSITENHH
HHOU MOJTUTHKY 3HAHUSAMHU U HO 0 ¥ OCO3HAaHHO
0e3omacHOCTH WHGOPMAIIMOHH | CAMOCTOSITECIILHO | BBIIIOJHSICMBIC | BBIMOJIHICMbIC
MPOrPaMMHBIX oif CTBIO , HO HE BCETJa | YMEHHMS
MPOAYKTOB H Oe3omacHOCTH BBITIOJTHEHHS WHTEIUIEKTYan | pa3pabaThiBaTh
OpraHu3aIui MIPOrpaMMHBIX YMEHHUSI BHO MIOJIUTUKY
C OIOpo# Ha MPOYKTOB U pa3pabaTheiBaTh | OOOCHOBAaHHBI | WH(OPMAIIMOHH
HOPMaTHBHO- OpraHM3alui C | TIOJIUTUKY € YMEHUs o
MIPaBOBBIC OTIOpO¥i Ha nHpOpMaIMoHH | pa3pabareiBaT | O€30MaCHOCTH
JIOKYMEHTBI HOPMaTHBHO- oi b TIOJIUTHUKY MIPOrPaMMHBIX
MIPaBOBEIC 0e301acHOCTH “H(OPMAITMOH | IPOAYKTOB H
JIOKYMEHTBI MPOTPaMMHBIX HOU OpraHu3alui c
MPOAYKTOB U 0e30macHOCTH | OMOpoH Ha
OpraHM3alii C | IPOrPaMMHBIX | HOPMATHUBHO-
OTIopoii Ha MIPOAYKTOB U IIPaBOBbIE
HOPMAaTHBHO- OpraHu3alui C | TOKYMEHTBI
IIpaBOBBIE OIOpPOH Ha
JIOKYMEHTBI HOPMaTHUBHO-
MIPaBOBBIE
JIOKYMEHTBI
Baanern: He Bnageet ®parmentapHo | B nenom CdopmupoBan | YcmemnHo
HaBbIKaMH chopMupoBaHH | cOPMHUPOBAHH | HBIE, HO HE chopMUPOBaHH
JIOKYMEHTHPO bIC HABBIKU bI€, HO YCTOHYMBBIC B | BIC,
BaHUs JIOKYMEHTHPOBA | BBIMIOIHSIEMbIS CJIOKHBIX YCTOHYHBEIE,




[Tnanupyemsbie Kputepuu olieHHBaHUsI pPe3yIbTaTOB O0YUYCHUS
Pe3yJIbTaThI
o0ydeHus
(Toxazareu
JOCTUXXCHUS
3aJIaHHOTO ! 2 3 4 >
YPOBHS
OCBOCHHS
KOMITCTEHITHH)
VHIU/ICHTOB H HUS Ha CUTYyaIUsIX TEXHOJIOTUYECK
MPOIIECCOB WHIIUJICHTOB U JJIEMEHTAPHOM | HABBIKH U TPAMOTHO
nH(pOpMAINO IIPOLIECCOB YPOBHE HAaBBIKA | JOKYMEHTHPOB | BBIIIOJIHSIEMBIE
HHOH WHQOPMAIOHH | IOKYMEHTHPOBa | aHHSA HAaBBIKH
0e30MacHOCTH o HUS WHIMJCHTOB U | JOKYMEHTHPOBA
Oe3omacHoCTH WHIUJICHTOB U MPOIIECCOB HUS
MPOLIECCOB “H(OPMAIIMOH | UHIIMJCHTOB U
WH(OPMAIIUOHH | HOWM IIPOIIECCOB
ot Oe3omacHOCTH | WH(DOPMAITMOHH
0e30macHOCTH ot
0e30IacHOCTH

MK-5 Criocoben obecrieunBaTh Ka4eCTBO pa3paboTKi HH()OPMAIMOHHBIX CHCTEM
IIK-5.2 IIpoBOAHT OIEHKY PHCKOB paOOTH HHGOPMAIIMOHHBIX CUCTEM B YCIOBHAX MU(PpoBU3aK OU3HECA
1 IIPUMCHCHUSA CKBO3HBIX I_[I/Id)pOBI)IX 1 OTpacCJICBBIX TEXHOJIOTHI

3HaTh: He 3naer Oparmenrtapusl | O0wmue, HO He Cdopmupoan | ChopmupoBaHH
BO3MOXHBIE € 3HaHus 0 CTPYKTYpHUpPOBa | HBIE, HO 3
PHCKH, BO3MOKHBIX HHBIC 3HAHUS O | CONEpKalllhe | CHCTEMaTH3HPO
BO3HUKAIOIIHE pHUCKaXx, BO3MO>KHBIX OTJENIbHbIE BaHHbIE
npu padote ¢ BO3HUKAIOLINX pHUCKax, pooenbl MIPOYHBIE
nH(popMaImo pH pabote ¢ BO3HHUKAIOIINX 3HAHUSA O 3HAHUA O
HHBIMU WHQOpPMaMOHH | TIpu paboTe ¢ BO3MO>KHBIX crocobax u
CHUCTEMaMHU B BIMU CUCTEMaMH | HHQOPMALMOHH | PUCKaX, BO3MOYHBIX
OpraHu3anuu B BIMU CHCTEMaMH | BO3HUKAIOIINX | PUCKaX,
opraHuzanuu/mp | B pu paboTe ¢ | BO3HUKAIOIINX
eANIPUATUH opraHu3auuu/np | HPOPMAIMOH | MpU paboTe ¢
eANPUATHH HBIMHU nHGOPMALIOHH
CHUCTEMaMU B | bIMHU
OpraHu3anuu/ | CHCTEMaMH B
OPENPUITUN | OpraHU3alMN/T
peANpUATHH
YMeTh: He ymeer YactuuHo B nieinom B nieinom VYcenenrno
MIPUMEHATh OCBOEHHBIE OCBOCHHBIE, HO | chopMmHupoBaH | cHOPMHPOBAHH
nudpoBbIe U YMEHUS HE HBIC U bl€,
oTpacieBble HIPUMEHATh MOJKPEIUIIEMBIE | CAMOCTOSATENb | CAMOCTOSATENIbH
TEXHOJIOTUH IUQpOBEIE U 3HAHUSAMU U HO 0 U OCO3HAHHO
TUISL OTpaciieBbIe CaMOCTOSTEIbHO | BBIMOIHAEMBIE | BBITOJHAEMBIC
MIPOBEIEHUS TEXHOJIOTHH AJISL | CTHIO , HO He Bcerga | yMeHHs
aHanmm3a MIPOBEACHUS BBITIOJTHEHUS WHTEIJIeKTyal | pa3pabaThIBaTh
PHUCKOB aHaJIN3a PUCKOB | YMEHMS BHO MPUMEHSTh
paboTsI paboTsl MIPUMEHSATH 000CHOBaHHBI | U(POBHIE U
nH(pOpMAaIo WH(POPMAIMOHH | H(POBBIE U € YMCHMUS OTpacjeBble
HHBIX CHCTEM BIX CHCTEM oTpacieBble MIPUMEHATh TEXHOJIOTUH
TEXHOJIOTHHU A7 | HH(POBBIC U IS
IIPOBEEHUS OTpacieBble IIPOBEACHUS
aHaJln3a PUCKOB | TEXHOJIOTHUHU aHaJln3a PUCKOB
paboTshI TUTST paboThI
WH()OPMAITMOHH | TTPOBEICHUS nH(pOPMAITHOHH
BIX CHCTEM aHamm3a BIX CHCTEM
PHUCKOB
paboThI
nH(pOpMaIMoH
HBIX CHCTEM
Baagern: He Bnageet dparMeHTapHO B nenom ChopmupoBan | YcmenHo




[Inaaupyemsie Kputepuu olieHMBaHMsI pe3yIbTaTOB 00yUeHUS
Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JOCTHKCHUS ) 3 4 5
3aJJaHHOTO
YpOBHS
OCBOEHUS
KOMITCTEHITHH)
HaBBIKaMH chopMupOBaHH | cOPMHUPOBAHH | HBIE, HO HE chopMUpOBaHH
aHanm3a bI€ HABBIKU ble, HO YCTOWYHBBIE B | BI€,
PHCKOB aHaJn3a PUCKOB | BBIMIOJTHSIEMBIC CJIOKHBIX YCTOWYHBEIE,
paboThI paboThI Ha CUTYyaLusIX TEXHOJIOTHYECK
nH(pOpPMAINO WH(GOPMAIIOHH | SJIEMEHTAapPHOM | HaBBIKU Y TPAaMOTHO
HHBIX CHCTEM BIX CHCTEM YpOBHE HAaBBIKMA | aHAIH3a BBITIOTHSIEMBIE
aHaJu3a PUCKOB | PHCKOB HABBIKH
paboThI paboThI aHaJln3a PUCKOB
nHpopMarmoHH | HHGOPMAIMOH | PabOTHI
BIX CUCTEM HBIX CUCTEM HHPOPMAIOHH
BIX CUCTEM

[IPOLIEAYPA ITPOBEJEHU S ITPOMEXYTOUYHON ATTECTALIUU U KPUTEPUN
OLEHKU PE3YJIbTATOB OBYUEHUA 110 JUCHUIUIMHE

JUis  KOHTpOJIE yCBOEHHSI OOYYAaroIIMMHCS JaHHOW JUCHUIUIMHBI Y4Y€OHBIM IUIAHOM
IPEelyCMOTPEHBI 3a4eT U KypcoBas padoTa.

OTMeTKa «3aYTeH0» BBICTABISETCS O0yYaroleMycsi, KOTOPbIH MoKa3ajl cOpMUPOBAHHBIE
HOPMaTUBHO-IIPABOBBIX nH(GOPMaLMOHHON

CUCTEMATU3UPOBAHHBIC OCHOBaAx

6e3omacHoct B Poccuiickoit d)ez[epam/ll/l; MCKAYHAPOAHBIX W OTCYCCTBCHHBLIX CTaHAApPTaX,

3HaHUA 0

pErIaMeHTUPYIOUMX  NMPO(EeCCHOHAIBHYI0  JEATENIbHOCTh B 00JacTM  MH(OpMaIMOHHON
0e30macHOCTH; TpeOOBaHUAX O0€30MacHOCTH K HMH()OPMAIMOHHBIM CHCTEMaM; 3HAHUE IOHATHUS
MH(POPMALMOHHON OE30MaCHOCTH, €€ COCTAaBJIAIONINE W YPOBHU 0O0€CHEueHUs; BBITIOJIHUI BCE
MMPAKTUYCCKUC pa6OTBI Ha OTMCTKY HC MCHEC YCM «YIJOBJICTBOPUTCIILHO.

OTMeTKa «He 3a4YTEHO0)» BBHICTABISIETCS 00YyJaromeMycsi, KOTOPBIH MMeeT (pparMeHTapHbIE
3HaHUA yqe6H0r0 Marepuraia, HC BbBIIIOJIHHII B IIOJTHOM o0BeMe IMPAKTUYCCKHUE pa6OTI)I.

OTMeTKa 3a KypcOBYIO paboOTy € YYEeTOM €€ COAEp)KaHWsS M €€ 3alluThl CTYICHTY
BBICTABIISICTCS 10 MATHOAIUIBHON CHCTEME.

OTMeTKa «OTJMYHOY» BBICTABISCTCS MPH YCIOBHUH, YTO:

- paboTa BBINIOJHEHAa CaMOCTOATENIBHO, HOCUT TBOPUECKUHN XapakTep, cobpaH, 0000IIeH, U
NpOaHaJU3UpPOBaH OOJNBIIONH 00bEM HOPMATHBHBIX IPABOBBIX AaKTOB, Y4YE€OHOH JHMTEpaTyphl,
CTaTUCTHUYECKOW MH(GOpPMAIMK U JPYTUX MPAKTUUECKUX MATEPUATIOB, O3BOJIHMBIIUI BCECTOPOHHE
HN3YUUTh TEMY U CACIIATh apTYMCHTUPOBAHHLIC BHIBOJAbI U ITPAKTUYCCKHUE PCKOMCHIAIINH

- B TeopeTquCKOﬁ qacTu pa60TBI MPUBCACHBI MHCHUSA PA3JIMYHBIX aBTOPOB, ABJIAIOLINUXCSA
9KCTIEPTaMH B PACCMaTPHUBAEMOM 00IacTH, OTpakeHa MUCKYCCHS M BBICKa3aHO MHEHHE aBTOpa IO
HCCIIeyeMOMY BOIIPOCY;

- B PAaKTUYECKOM YacTu pabOThI BHINOIHEHBI PACYEThI, CHOPMYIHPOBAHBI BHIBOJIBI, @ TAKKE
pEKOMEHIAINY 7S TAHHOM OpraHu3aiuu; -

MOJIHOCTBIO COOTBCTCTBYCT TPCGOBaHI/ISIM, NpEABABIACMBIM K COACPIKAHUIO U O(bOpMJIeHI/IIO
KypPCOBBIX padoT;

- Ha 3alIMTe OCBEIIEHBI BCE BOMPOCH HCCIEIOBAHHUS, OTBETHI CTYJEHTa Ha BOIPOCHI
HpO(beCCI/IOHaJ'II)HO T'paMOTHBI, HCYCPIBIBAIOIINUEC, TMOAKPCIUIAOTCA ITOJOXCHUAMU HOPMATHUBHO-
IPaBOBBIX aKTOB, BBIBOJIAMH M pacdeTaMH, OTPa)KEHHBIMHU B padore.

OTMeTKa «XOPOII0)» CTABUTCS, €CIIH:




- pa0oTa BBIMOJIHEHA CaMOCTOSITEIbHO, HOCUT TBOPYECKUH XapakrTep, coOpaH, 0000uIeH, U
IPOAHATU3UPOBAH JIOCTATOYHBIH OOBEM HOPMATHBHBIX NPABOBBIX aKTOB, y4eOHOH JHTEpaTyphl,
CTaTHUCTUYECKONH MH(MOPMALMH U IPYTUX MPAKTHYECKUX MATEPHAIOB, MO3BOJIMBIINK JTOCTATOYHO
NOJIHO M3YYWUTh TE€MYy, HO HE MO BCEM acleKTaM HCCIeIyeMOW TEeMbl CIIeNIaHbl BBIBOJBI U
000CHOBAHBI IPAKTHYECKUE PEKOMEHIALINY;

- TeMa pabOThI pacKpbITa, OJHAKO BBIBOJBI U PEKOMEHJIAIIMH HE BCETa OPUTHHATIBHBI H/HITH
HE MMEIOT MPAKTUYECKON 3HAYMMOCTH, €CThb HETOYHOCTH NMPU OCBEUICHWH OTAEIHHBIX BOIPOCOB
TEMBI;

- B TEOPETHYECKOW YaCTH PabOTHI MPUBEICHBI MHEHHS OTICIBHBIX CIIEIIHATNCTOB, HO HE
OTpakeHa JUCKYCCHS M HE BBICKa3aHO MHEHHE aBTOPA MO HCCIEAYEeMOMY BOIIPOCY;

- B IIPAKTHYECKON YacTH pabOThl BHIMOJIHEHBI PacyEThl, HAITUCAHBI BHIBOJBI, B KOTOPHIX HE
JIOCTaTOYHO TOJIHO UJIM HE TOYHO OTpa’kKeHbl 0COOEHHOCTH paccMaTpuBaeMoro kaHaia 30 yTeuku, a
TaKXe JTaHbl CIIMIIKOM 000O0IIeHHbBIE PEKOMEHIAIIMH aBTOpa PAOOTHI MO JTAbHEHIIEH ONTUMHU3AUN
paboThI OpraHu3aIuy;

- €CTh OTACIbHBIC HEJJOCTATKH B OOPMIICHHH PabOTHI,

- Ha 3alIUTE OCBEIICHbI BCE BOMPOCHI UCCIIEOBAHM, OTBEThI CTY/I€HTa Ha BOIPOCH! ObUIH
HEMOJIHBIE U HEJOCTATOYHO MOAKPEIIICHBI MOJI0KEHUSIMHA HOPMAaTUBHO-TIPABOBBIX aKTOB, BHIBOJAAMHU
U pacueTaMM, OTPAKECHHBIMU B paboTe.

OTMeTKa «y10BJIeTBOPUTEIbHO» CTAaBUTCS, KOTJa:

- paboTa BBINOJHEHA CaMOCTOSATENIBHO, HO HOCHUT TOBEPXHOCTHBIH Xapakrep, coOpaH,
0000111eH, U TPOAHAJIM3UPOBAH HEOONBLION 00bEM HOPMATUBHBIX IPABOBBIX AaKTOB, Y4eOHOMU
JUTEPATyphl, CTATUCTUYECKON HH(OpPMAIMM M APYTHX MPAKTHUYECKHX MaTepHalIOB, KOTOPHIH HE
MIO3BOJIHJI TIOJTHO U3YYHUTh TEMY, BEIBOJIBI M MPAKTHUECKUE PEKOMEHIAINU HE BCeria 000CHOBAHBI;

- Tema paboThl pacKpbITa YaCTUYHO, BBHIBOJBI M PEKOMEHAAIMU OECCUCTEMHBI U HE UMEIOT
MPaKTUYECKOW 3HAYMMOCTH, €CTh CYIIECTBEHHbIE HEJOCTATKU IPU OCBELIEHUU IIOYTH BCEX
BOIIPOCOB TEMBI;

- B TEOPETUYECKOH uyacTH pabOThl HE OTPAKEHO MHEHHE CIELHUAIUCTOB, HE OTpakeHa
JUCKYCCHsI U HE BBICKa3aHO MHEHHUE aBTOpa I10 UCCIIELyEMOMY BOIIPOCY;

- B IPAKTUYECKOIl yacTu pabOThl BBHIOJHEHBI PAacuéThl ¢ OUIMOKAMU, HAITMCAHbBI CIUIIKOM
o0Imye BBIBOJIBI, B KOTOPBIX HE OTPAa)KEHBI OCOOCHHOCTH paccMaTpHUBAaEMOro KaHajla yTEeUYKH, a
TaK)K€ aBTOPOM HE JaHbl pEKOMEHAAINHU Ul OpraHU3aluy;

- €CTb CYIIIECTBEHHbIE HEJOCTATKU B 0OPMIIEHUH PabOThI;

- Ha 3allUTe OCBEMICHBI HEKOTOPHIC BOMPOCHI HCCIICAOBAHUS, CTYACHT HCIIBITHIBAI
3aTPyAHEHUS PH OTBETAX HA BOMPOCHIL.

OTMeTKa «Hey0BJIeTBOPUTEIBHOY» CTABUTCS, €CIIH:

- colepaHue pabOTBl HE pACKPbIBAET TEMY, BOIPOCHI H3JIOKEHBI OCCCUCTEMHO U
MOBEPXHOCTHO, HET aHaJM3a MPAaKTUYECKOr0 MaTepHalia, OCHOBHBIC MOJIOKEHHS M PEKOMCHIAINU
HE UMEIOT 00OCHOBAHMUS;

- paboTa He OpUTrMHalIbHA, OCHOBAaHA I1a KOMIWJISLUY My OJIMKALUM 110 TEME;

- paboTa HECBOEBPEMEHHO IMIPEJACTABICHA, HE B IOJHOM OOBEME IO COACPIKAHUIO U
0(hOPMJICHHIO COOTBETCTBYET IPEABSIBIACMBIM TPCOOBAHHSM;

- Ha 3allUTe CTYAEHT IMOKa3aJl MOBEPXHOCTHBIC 3HAHMS 0 HUCCICIYEMOM TeMe, OTCYTCTBUE
IpEICTaBICHUH 00 aKTyalIbHBIX MPOOJIEMax 1Mo TeMe paboThl, HE OTBETHJI Ha 3aJaHHBIC BOIIPOCHI.



5. IMATHOCTUYECKHWE 3AJIAHUSI JIJIsI OIIEHKA 3HAHUM, YMEHUI, HABBIKOB,
XAPAKTEPU3YIOHUX YPOBEHb CPOPMHUPOBAHHOCTH KOMITETEHIIUI

Komnerennusi YK-8 Cnocoben co3maBaTh W TMOJACP)KHMBATh B TOBCEIHEBHOW JKM3HHM H B
npo(hecCHOHANBFHOM JEATeTbHOCTH Oe30MacHble YCIOBUS JKU3HENEATEIbHOCTH U COXpPaHEHUs
PUPOJIHON cpenibl, 0OecreyeHs] YCTOMYMBOTO pa3BUTHs OOIIECTBa, B TOM YHCIIe TPU yrpo3e U
BO3HUKHOBEHUU YPE3BBIYAMHBIX CUTYallUi ¥ BOCHHBIX KOH()JIHKTOB.

OOyuamomuiicsi 3HAaeT: HOPMATHBHO-TIPABOBHIE OCHOBBHI HMH()OPMAIIMOHHOW 0€30MacHOCTH B
Poccniickoit @enepannn; MeXIyHAPOAHBIE M OTEUYECTBEHHBIE CTaHAAPTHI, PETIAMEHTUPYIOLIUE
poeCCHOHANIBHYIO IEATETLHOCTH B 00J1aCTH WH()OPMAITMOHHOM 0€30MacHOCTH.

Oo0yuawmuiicss  ymeer:  paspabaTeiBaTh  MOJUTUKY  HMHGOPMAIMOHHOW  0€30mMacHOCTH
IPOrpaMMHBIX IPOAYKTOB U OPTaHU3ALIUNA C ONOPOI HA HOPMATUBHO-IIPABOBBIE JOKYMEHTHI.
OOyuamommiicss  BJajieeT: HaBbIKAMH  JIOKYMEHTUPOBAHMS ~ HMHIMJIEHTOB U  IPOILIECCOB
UH(POPMALIMOHHOM 6€30MacHOCTH.

3AJJAHUA 3AKPBITOI'O TUITA

3ananme 1. CriaM, KOTOPBIN UMEET IIeTTh OMOPOYHTH Ty WIN HHYIO (UPMY, KOMITAHUIO,
HOJIMTHYECKOTO KaHuaTa

a) YEepHBIN Muap

0) bumHT

B) HUTEPUICKUE TUCbMA
r) HCTOYHHUK CIIyXOB

1) IIyCTHIE IUCbMA
Ortser: a.

3apanme 2. 3amuta nHpopmanuu. ObecrieueHrne HHGOPMAITMOHHON 0€30MMaCHOCTH B OpPTaHHU3aIUH.
OCHOBHBIE TEPMHUHBI U OTIPEJICTICHUSI.

a) I'OCT P 50922-2006

0) I'OCT P UICO/MDK 27001-2021

B) I'OCT P 53114-2008

r) I'OCT P 50.1.056-2005

OTtBerT: B.

3ananme 3. KonpuneHmanbHOCTh HH(OPMALIMHU - 3TO €€ CBOICTBO. ..

a) ObITh W3BECTHOM TOJIBKO JOMYIIEHHBIM M MPOIICIIIAM TPOBEPKY (aBTOPH30BAHHBIM)
CyObEKTaM CHUCTEMbI, a ISl OCTaJbHBIX CYOBEKTOB CHUCTEMbI 3Ta HMHGpOpMalus 0JDKHA ObITh
HEU3BECTHOMN

0) ObITh HEU3MEHHOW B CEMAaHTMYECKOM CMbIciI€ Mpu (YHKIMOHMPOBAHUU CHCTEMBl B
YCJIOBHSX CIIy4alHBIX WIN IPEAHAMEPEHHBIX MCKAKEHUN UJIU Pa3pyLIAOIUX BO3ACHCTBUN

B) OBbITh JOCTYIHOW JJIs1 aBTOPU30BAHHBIX 3aKOHHBIX CYOBEKTOB CUCTEMbI, TOTOBHOCTb CIIYKO
K 00CITy’>KHBaHUIO 3aIIPOCOB

Ortser: a.

3ananmne 4. llenocTHOCTh MHPOPMAIIMH - ITO €€ CBOKCTBO...

a) OBITh M3BECTHOW TOJILKO JOMYIICHHBIM M MPOILISAIIUM TPOBEPKY (aBTOPU30BAHHBIM)
CyOBEeKTaM CHCTEMBI, a IS OCTAIBHBIX CYOBEKTOB CHCTEMBI 3Ta WH(OpMAaIUs J0HKHA OBITH
HEU3BECTHOMN

0) OBITh HEU3MEHHOM B CEMAaHTHYECKOM CMbICIAE MpU (YHKIIMOHUPOBAHUU CHCTEMBI B
YCJIOBHSIX CIIy4alHBIX WIN IIPEAHAMEPEHHBIX UCKAKEHUN UIIU Pa3pyLIAOIUX BO3ACHCTBUN

B) OBITH JOCTYITHOM /11 aBTOPU30BAHHBIX 3aKOHHBIX CYOBEKTOB CHCTEMBI, TOTOBHOCTH CITY>KO
K 00CITy’)KHBaHUIO 3aIIPOCOB

OTser: 0.

3ananme 5. JloctynmHOoCTh HH(OpPMAIUH - 3TO €€ CBOMCTBO. ..



a) ObITh M3BECTHOM TOJIBKO JOMYIIEHHBIM M MPOLIEAIIUM HPOBEPKY (ABTOPU30BAHHBIM)
CyObEeKTaM CHCTEMbI, a ISl OCTaJIbHBIX CYOBEKTOB CHUCTEMbI 3Ta WH(pOpMalus J0JKHA OBITh
HENU3BECTHOMN

0) ObITh HEW3MEHHOW B CEMAaHTHMYECKOM CMbIciIe TNpU (YHKIMOHHUPOBAHUU CHCTEMBI B
YCIIOBMSIX CIIyYalHBIX WX NTPEAHAMEPEHHBIX MCKAKEHNUN WU Pa3pyLIAOINX BO3ACHCTBAN

B) OBITH JOCTYITHOW JJIs1 aBTOPU30BAHHBIX 3aKOHHBIX CYOBEKTOB CUCTEMbI, TOTOBHOCTb CIIY:KO
K 00CITy>KHBaHUIO 3aIIPOCOB

OrtBer: B.

3apanme 6. LlemocTHOCTh MHPOPMALIMKM MOXKHO TOPA3ACITUTH HA:

a) AyTEHTHUYECKYIO
0) JnHaMuueckyro
B) [TapabGonuyeckyro
r) Cratudeckyio
OTtBeT: 0, T.

3apanme 7. UupopManust OrpaHHuEHHOTO JOCTYIIA KJIaCCUPUITUPYETCS Ha:

a) IIpuBaTHyO

0) CexpeTHy10

B) 3aKpbITYIO

r) Kon¢unennuansnyto
OTtBeT: 0, T.

3aganue 8. Ha oOmenoctynnyro HHQOpMAIMIO HE pacCIpOCTPaHAETCsl IPUHLIUIT

a) JlocTynHOCTH HH(bOpMaun

0) Kon¢unenuuansHoct nHpopmanun
B) IlenocTHOCTH MHPOPMALIUU

r) Her BepHOTrO BapnanTa orBeTa
Ortser: 0.

3ananme 9. HeBepHoe yTBepkIeHUE. .

a) WNudopmanronHas 6€30MaCHOCTbh CKPBIBAET OOIETOCTYITHbIE JaHHbIE

0) VY KOHPUACHIINATHHBIX TAHHBIX €CTh YPOBHU KOH(MHUICHIIMATEHOCTH

B) VY CeKpeTHBIX JaHHBIX €CTh YPOBHU CEKPETHOCTH

r) NupopmanronHas 6e3o0nacHOCTh 00ecneunBaeT JOCTYIHOCTh OOIIEIOCTYHBIX TaHHBIX
OrtBer: a.

3aganue 10. 3amuTa nHGOPMAIIHHA - 3TO IEATEITHHOCTH TI0 IPEIOTBPAIICHHIO. . .

a) HEKOHTPOJIMPYEMOTO PACIPOCTPAHEHUs 3aIlMIIaeMO HMHpOpMalMK OT €€ pas3IiIalleHus,
HecaHKmoHupoBaHHoro gocryna (HCJ) k 3amuimaemMoil ”HGoOpMauy U MOJy4eHus 3alluiiaeMon
UH(POPMALIUY 3I0YMBIIUIEHHUKAMU

0) HECAHKIIMOHUPOBAHHOTO JOBEACHUS 3alluInaeMold MH()OpPMAIUK 0 HEKOHTPOIUPYEMOTO
KOJINYECTBA MoTydaTesiell nHpopMauu
B) MOJIyYeHHsT 3aIIMIIaeMO WH(POPMALUU 3aHMHTEPECOBAHHBIM CYOBEKTOM C HapyIICHHEM

YCTaHOBJICHHBIX MPABOBBIMU JIOKYMEHTaMU HJIM COOCTBEHHHKOM JIHOO BIajenblieM HH(OpMauu
IIPaB WJIU TPABUJI IOCTYIIA K 3alUIIIaeMON HHPOpMAIHH

r) YTEUKU 3aluiiaeMoil MHGpOpMalMM, HECAaHKIMOHUPOBAHHBIX U HENpeJIHAMEPEHHbIX
BO3/ICHCTBHI Ha 3aIIMIIAEMYI0 HH(OPMAIIHIO
OrtBer: 1.

3AJJAHUA OTKPBITOI'O TUITA

3aganue 1. Kax Ha3piBasiack nepasi B Mupe mudpoBaiibHas MainHa?
OtBeT: DOHUrMa

3aganue 2. Yro Obuto pazpaboTaHO, 4TOOBI TIOMOYb CTpPaHAM W MX MPABUTEIHCTBAM MOCTPOUTH
3aKOHO/IaTEIILCTBO IO 3aIUTE MEPCOHATBHBIX JAaHHBIX MTOX0XUM 00pazomM?
OtBet: OECD



3ananme 3. Cnam pacnpocTpaHseT HOJielbHble COOOIIEHUsI OT UMEHH OaHKOB MM (PMHAHCOBBIX
KOMITIaHUH, 1IeJIbI0 KOTOPBIX SIBJISIETCSl cOOp JIOTMHOB, MapoJield U MUH-KOAOB Iosb3oBareneil. Kak
9TO Ha3bIBaeTCs?
OrtBeTt: QumMHT

3aganue 4. K xakomy By yrpo3 OTHOCUTCS HEIIPAaBOMEPHBIN JOCTYI K HH(OpMAaLIUU
Ortaer: K yrpozam KoHQHIEHIMATBHOCTH

3apanme 5. Merox mmdpoBaHus, NMpH KOTOPOM €IMHHIBI OTKPHITOIO TEKCTa 3aMEHSIOTCS
3aIM(PPOBAHHBIM TEKCTOM OIPEAEIEHHBIM 00pa30M € IIOMOIIBIO KJI0Ya — 3TO. ..
OtBeT: MeTo OACTAaHOBKH

3azlalme 6. Meton I_I_II/I(I)pOBaHI/IH, IIpU KOTOPOM CHUMBOJIbI I_HI/I(I)pyeMOFO TCKCTa IOCJIICA0BATCIIbHO
CKJIAABIBAKOTCA C CHMBOJIaMU HGKOTOpOfI CIICMAaJIbHOM MOCIeA0BATSIBHOCTH — 3TO. ..
OTtBer: Meton raMMHUpPOBaHUA

3ananme 7. Metoa mudpoBaHus, Ipu KOTOPOM CUMBOJIbI IIH(PYEMOTO TEKCTA NEPECTABIISIOTCS 110
ornpeAenEéHHBIM ITpaBMiIaM BHYTpHU MIHPpyeMoro 0J10ka CUMBOJIOB — 3TO. ..
OtBet: MeTo/ nepecTaHOBKH

3ananme 8. JIn1s1 yero npeaHasHavyeHa 1uQpoBast MoMuch?
OrtBet: [l ayTeHTU(UKALINY JIUIIA, TOMUCABUIETO 3JIEKTPOHHOE COOOIICHHUE.

3apanme 9. Uto Takoe KIIt0Y MPOBEPKHU AJIEKTPOHHON TOATTHCH?

OtBer: Kitou mpoBepkH DSIEKTPOHHOM TMOAMHCH - OSTO YHHUKalbHAs MOCIEAOBATEIHLHOCTh
CUMBOJIOB, OJHO3HAYHO CBSI3aHHAS C KIIOUOM JJICKTPOHHOW TMOMANMCH M TPEAHA3HAYCHHAS IS
NPOBEPKH MOUTMHHOCTH JICKTPOHHOM MOITHCH.

3ananme 10. Uto Takoe cepTudUKAT KIH04a IPOBEPKU AIIEKTPOHHOM MOANUCHU?

OtBet: CepTuduKaT KIH04a MPOBEPKH IIEKTPOHHOU MOJAIMUCH - 3TO AJIEKTPOHHBIA JOKYMEHT WU
JOKYMEHT Ha OyMa)KHOM HOCHTEJE, BbIJAaHHbIE YJOCTOBEPSIOIIMM LIEHTPOM JHOO JOBEPEHHBIM
JMLIOM YJOCTOBEPSIIOILIEro IEHTpa M IOATBEPKAAOIMUE I[PUHAUIEKHOCTh KIIOYa IPOBEPKU
3JIEKTPOHHOMN MOANKCH BJIAJIEbIy CepTU(PHKATA KIH0Ya IPOBEPKU AJIEKTPOHHOMN MOANNUCH

3aganue 11. CobiT otHOcuTCS K paszpaboTke cucreM HHDOPMALMOHHONW O€30MacHOCTH U
porpaMm 0€30MacHOCTH — 3TO. ..
OtBet: OTKPBITHIN CTAaHAAPT, ONMPEISISIOIIMIA ETH KOHTPOISI

3apanne 12. CobiT cocTouT U3 4eThIpEX TOMEHOB, IEPEUUCTUTE UX.
OtBer: [lnanupoBanue u Opranuzauus, [IpuoOperenne u Buenpenuwe, Oxciuryaranus u
ConpoBoxenne, MoauTopuHr U OnieHka

3aganue 13. CobiT pazpabotan Ha ocHOBe cTpyKkTyphl COSO. UTo sSBIsSETCS OCHOBHBIMU IEJISIMU U
3anagamu COSO?

OtBer: COSO OTHOCHUTCS K CTpaTerMuecKoMy ypoBHIO, Torna kak CobiT Oosbliie HampaBiieH Ha
OIEPALMOHHBIN YPOBEHb

3ananme 14. HazoBuTe NpUHIMIBI, HA KOTOPBHIX OCHOBBIBAETCS JESTEIBHOCTh T'OCYJapCTBEHHBIX
OpraHoB I10 obecneuyeHno HHHOpMaIMOHHON 6€30aCHOCTH

OtBer: JledATenbHOCTh TOCYJApCTBEHHBIX OpPraHoOB IO oOecredeHuto HH(OpMaIMoHHON
0€30I1aCHOCTH OCHOBBIBAETCSI HA CIEAYIOIINX PUHLIUIAX:

a) 3aKOHHOCTh OOIIECTBEHHBIX OTHOIIECHHH B HH(OPMAIMOHHON cdepe U TMpaBOBOE
PaBEHCTBO BCEX YYAaCTHUKOB TAaKUX OTHOLICHWH, OCHOBAaHHbIE Ha KOHCTUTYLIMOHHOM IIpaBe
rpaxkiaH CBOOOTHO MCKATh, MOJyYaTh, epeaaBaTh, IPOU3BOAUTH U PACIIPOCTPAHATH WHPOPMALIUIO
J0OBIM 3aKOHHBIM CIIOCOOOM;



0) KOHCTPYKTUBHOE B3aUMOJIEHCTBUE IOCYJAPCTBEHHBIX OPraHOB, OPraHU3AlMi U TpaxkaaH
IpY PELIeHUH 3a/1a4 110 obecneueHno HHHOpMaIIMOHHON 6€3011acHOCTH;

B) coOmomeHue OamaHca MeXAy TOTPEOHOCThIO TpaxkaaH B CBOOOJHOM oOOMEHe
uHpOpMaLuell U OrpaHUYCHUSMH, CBSI3aHHBIMH C HEOOXOIMMOCTBIO 0OecreueHus] HallMOHATbHON
0€301acHOCTH, B TOM 4YHuCiie B HHGOPMAIIMOHHOU cdepe;

I) JOCTaTOYHOCTh CHJI M CpEICTB obecredyeHuss HH(OpMarMOHHONW O0e30MacHOCTH,
ompezenseMas B TOM 4YHCJIE€ [OCPEICTBOM IOCTOSIHHOIO OCYLIECTBICHHUS MOHUTOPHHTA
UH(POPMALIMOHHBIX YIPO3;

N) coOnrofeHue OOIICTIPU3HAHHBIX MPUHIMUIOB M HOPM MEXKIYyHApOJIHOro IIpaBa,
MEXIYHapOAHBIX 10roBopoB Poccuiickon denepanuu, a Takke 3aKOHOAATenbCcTBa Poccuiickon
denepanuu.

3ananme 15. Jlaiite onpeaenenne 3IeKTPOHHON MOAHICH.

OtBet: DieKTpOHHAas MOANUCH - UHPOPMALIUS B JIEKTPOHHOM popme, KOTopas MpHCOSAUHEHA K
JIpyroil “HGOpMAaIK B IEKTPOHHOU (opMe (MoAnuchBaeMoil nH(OpMALIUK) WK UHBIM 00pa3oM
CBi3aHAa ¢ TakoW MHpOpMauuell W KOTOopas MCIOJb3yeTcs I ONpEleNIeHUs —JIHLA,
MO CHIBAIOIIETO WH(OPMAITHIO

Komnerennus IIK-1 CrocobGeH BbIABIATH MH(GOPMAaLMOHHBIE MOTPEOHOCTH IMOJIb30BaTENEH U
COCTaBJIATH TEXHHUECKOE 3aJ]aHNe Ha Pa3padOoTKy HH()OPMAIIMOHHON CHCTEMBI.

Oo0yuaromuiicst 3HaeT: TpeOOBaHMUS 0€30MACHOCTH K MH(GOPMAIIMOHHBIM CHCTEMaM; MPOTrPaMMHO-
anmnapaTHoOe, OpraHU3aIMOHHOE, HHKEHEPHO-TEXHINUECKOe 00ecrieueHre 3alliuThl HHPOpMAaIUH.
OO0yuarommiicss yMeeT: NMPOBOJNUThH aHAJIU3 NPEIMETHOW 00JacTH M BBIABIATH MH()OPMALMOHHBIE
yIpo3bl; pa3pabaThiBaTh KOHLENTYaJlbHOE pEIIeHHE MO OOeCHeueHHIo 3aIluThl WH(pOpMAlUU B
pa3pabaThIBaeMbIX CHCTEMaX.

Oo0yuarommuiics BiajgeeT: HABBIKAMH aHAIM3a HH()OPMAIIMOHHBIX PUCKOB; HABBIKAMHU O0(hOpMIICHHUS
JOKYMEHTOB Ha pa3paboTKy HH()OPMAIIMOHHON CUCTEMBI B YaCTH MH(POPMALMOHHON 0€3011acHOCTH
B COOTBETCTBHH C TPEOOBAHHSIMH.

3AJJAHMA 3AKPBITOI'O TUITA

3ananme 1. [To MexaHU3My 3aLUTHI ... CKAHUPYIOT ONEPALMOHHYIO CUCTEMY, (haliIbl, KOTOPbIE
3aITyCKar0TCs Ha YCTPOMCTBE, a TAK)KE 3arpy30YHBIE CEKTOPHI KECTKUX TUCKOB, U CIIOCOOHBI HE
TOJIbKO OOHAPYKUTh BUPYC, HO U BBUICUUTD 3apakEHHBIN (aiis, yianuB BpeT1OHOCHBIN KO

a) AHTUBUPYCHBIE CKaHEPHI

0) MoHUTOPBI (AaHTUBUPYCHBIE CTOPOKA)
B) PeBuzopsl

T) brokupoBukm

1) [Tonudaru

OTtBert: 1.

3ananmue 2. [Io MexaHn3My 3amuTHI ... paboTarOT B (GOHOBOM PEXHME U 0€3 epephIBOB
OTCIIC)KUBAIOT IPOUCXOAIINE HAa YCTPOUCTBE MPOLIECCHI

a) AHTUBHPYCHBIE CKaHEPHI

0) MoHUTOpPHI (RHTUBUPYCHBIE CTOPOKA)
B) PeBuzopsl

T) briokupoBukm

1) [Tonudarn

OTser: 0.

3ananme 3. [To MexaHU3My 3aIUTHI ... AKTUBUPYIOTCS MOCIIE 3aITyCKa YCTPOICTBA WK TI0 3a1IPOCy
MOJIb30BATENsl U IEPUOJNUECKH MTPOBEPSIOT OMEPATUBHYIO MaMTh U (DaliJIOBYIO CUCTEMY

a) AHTUBHPYCHBIE CKaHEPHI

0) MoHUTOPHI (AHTUBUPYCHBIE CTOPOKA)

B) PeBuzopsl



r) biioxupoBumkn
1) [Tomudaru
Ortser: a.

3aganue 4. [lo MexaHu3My 3alIUTHI ... OOHAPYKUBAIOT U OCTAHABIIMBAIOT BUPYCHI HA paHHEH
CTaIuM Pa3MHOKEHUS, KOTJa T€ 3allMChIBAIOTCS B 3aIPy304HBI CEKTOP KECTKOTO AUCKA
a) AHTHBUPYCHBIE CKaHEPBI

0) MoHUTOPBI (AaHTUBUPYCHBIE CTOPOXKA)
B) PeBuzopsl

T) broxkupoBumku

1) [Tonudaru

OrtBer: 1.

3aganue 5. [lo MexaHuU3My 3aIIUTHI ... 3a[IOMUHAIOT UCXOJJHOE COCTOSIHUE MPUIIOKEHUH U (haitoB
Y KOHTPOJIUPYIOT U3MEHEHHUS B HEM

a) AHTHBHPYCHBIC CKaHEPHI

0) MoOHUTOPBI (AaHTUBUPYCHBIE CTOPOXKA)
B) PeBuzopsl

T) brnoxupoBumku

1) [Tonudaru

OrtBer: B.

3apanne 6. Kakue BUpyChl aKTUBU3UPYIOTCS B CAaMOM Havasie paboThI ¢ ONeparuOHHON CUCTeMOM?

a) 3arpy304YHble BUPYCHI?
0) TPOSIHIIBI

B) 4epBU

Ortser: a.

3aganue 7. Stuxnet — 310

a) TPOSIHCKasl mporpamMmma
0) MaKpOBUPYC

B) MIPOMBIIIJICHHBIH BUPYC
OrtBer: B.

3ananme 8. Texuuueckas 3ammra nHGopManuu. OCHOBHBIE TEPMHUHBI U OTIPEICTICHUS
a) I'OCT P 50922-2006

0) I'OCT P UICO/MDK 27001-2021

B) T'OCT P 53114-2008

T) T'OCT P 50.1.056-2005

OTBeT: T.

3apanue 9. 3amura napopmanru. OCHOBHBIE TEPMUHBI U OMIPEICIICHUS
a) I'OCT P 50922-2006

0) I'OCT P UCO/MD3K 27001-2021

B) I'OCT P 53114-2008

r) I'OCT P 50.1.056-2005

Ortser: a.

3ananne 10. CucteMHBINH aIMUHACTPATOP, PAOOTAIONINI B IITATE OPraHU3AIMH, OTHOCHTCS K

a) aHTPOIIOI€HHBIM UCTOYHHUKAM yIPO3
0) TEXHOTE€HHBIM UCTOYHUKAM yIpO3
B) BHEIITHUM UCTOYHHUKAM yIpo3

T) BHYTPEHHUM HMCTOYHUKAM yIpo3
OTBerT: a.

3AJJAHMA OTKPBITOT'O THUITA

3aganue 1. ComnocraBbre ko1 ['OCTa ¢ ero onucanmueMm



Kon | Onucanue

3amura uHpopmanuu. Odecrnedenrne HHGOPMaITMOHHON

1. | TOCT P 50922-2006 A.| 6e3omacHocTH B opranu3anui. OCHOBHbBIE TEPMHUHBI U
onpeeraeHus
TOCT P ICO/MDK 27001- NudopmanronHas TexHOJIOTUS. MeTOMBI U Cpe/icTBA
2. 2001 B.| o6ecnieuenus 6e3onacHoctu. CUCTEMBI MEHEKMEHTA

nHGOPMAIMOHHON Oe3omacHOCTH. TpeOoBaHMs

Texanueckas 3amuTa nHpopmanuu. OCHOBHBIE TEPMHUHBI
U OIpeleICHUs

3. | TOCT P 53114-2008 C.

3ammra uapopmanu. OCHOBHBIE TEPMUHBI U
OIIpEICIICHUS

4. | I'OCT P 50.1.056-2005 D.

OtBet: 1-D, 2-B, 3-A, 4-C

Bonpoc 2. [laiite kpaTkyro KiacCH(UKAIMIO pUCKaM HH(POPMAIMOHHONW 0€30MacHOCTH,
BO3HHMKAIOIIUM Npu paboTe ¢ HH(POPMALMOHHBIMM CHUCTEMaMU B OpraHU3allMd W HPUBEAUTE
IPUMEPBHI.

OrtBet: Hanpumep, npuBeieM CIeIyONIYI0 KIACCU(UKALIUIO PUCKOB

Crnyqaitapie. OOBEAMHSIOT HENPEABUIACHHBIE COOBITHS, KOTJa MPOUCXOJUT CTEUEHHUE
00CTOATENBCTB, MPUBOJAIIEE K HEOJAroNpusATHBIM NocieACTBUAM. Kak mpaBuiio, 3T0 BHE3AIHBIE,
CJI0KHO POTHO3UPYEMbIE PUCKH Pa3HOTO XapakTepa.

[Ipumepbl — BBIXOA M3 CTPOsS TEXHUYECKOIO O0OpYyIOBaHMSA, Ype3BbIUalHBbIC CHUTYalUH,
nepedou 3JIEeKTPOIHEPTUH, MOBPEXKACHHE KOMMYHUKALMOHHBIX KaHAJIOB, MOJIOMKa OJOKHPYIOIINX
YCTPONCTB, OTPaHUYMBAIOIIUX JOCTYI K HH(POPMAIUH.

CyOnexTrBHBIE. BO3HUKAIOT M3-32 OMMOOK M HETMPaBWIBHBIX JEHCTBHH TEepCcOHANa TPHU
00paboTKe, XpaHEeHUH HH(POPMALIHH.

[Tpumepsl — mpeHeOpeKeHWE BHYTPEHHUMH TPAaBWIAMH U DPETIIAMEHTOM O€30MacHOCTH,
OPUHATBIMH B OpraHu3alu (HapylleHHEe peXuMa TailHbl, HECAaHKIMOHUPOBAHHBIM I0CTYyN K
CBEJICHUSIM, HapyIIeHHe TMpaBHJ TIepenadyd HH()OpMaIU, WCIONb30BaHUE HE3alIHIECHHBIX
UHGOPMAIMOHHBIX KAaHAJIOB).

OObexTBHBIE. BO3HUKAIOT B X0O/€ MPEO0/I0JICHNUS 3I0YMBIIIJICHHUKAMU 3alIUTHBIX CUCTEM U
COITyTCTBYIOILIET0 TEXHUYECKOIO 3aIlIUTHOIO 000PYJOBAHUS.

[Ipumepbl — NPOHUKHOBEHHE B MH(POPMALIMOHHYIO CUCTEMY BPEJOHOCHOTO MPOTrpaMMHOIO
o0ecrieyeHHs, BHEIPEHUS CJEIAIIEro, MIMHOHCKOro O0OpYIOBaHUs, pealu30BaHHbIE OTKa3bl B
00CITy )KBaHUU.

Bonpoc 3. [IpuBeaute npuMepsl CIy4aiiHBIX PUCKOB MHPOPMAITMOHHOHN 0€301acHOCTH
OtBet: CnyuaiiHple PUCKH — 3TO pe3yibTaT (WU MPEANONIOKEHHE O HACTYIUICHHHM COOBITHA) T10
BOJIC Cllydas, HENPEABHICHHOTO COOBITHS, KOTJa MPOUCXOJUT CTCUYCHHUE OOCTOSTEIIBCTB,
npuBOJsIIee K HEOIarompuaTHBIM MociHeAcTBUsIM. Kak mpaBuiio, 3TO BHE3aIHbIE, CII0XHO
MIPOTHO3UPYEMBIE PUCKH PA3HOI'O XapakTepa.

[Ipumepbl — BBIXOJ M3 CTPOS TEXHUYECKOTO OOOpPYAOBaHHUSA, UpE3BbIUAWHBIC CHUTYAIlHH,
niepeOon 3JIEKTPOIHEPTHH, TTOBPEKICHHEC KOMMYHUKAIIMOHHBIX KaHAIOB, IMOJIOMKA OJOKHPYIOIIMX
YCTPOMCTB, OrPaHUUMBAIOIINX JIOCTYI K HHGOpMAIUH.

Bonpoc 4. [Ipusenure npuMepsl CyOBEKTUBHBIX PUCKOB HH(POPMAIIMOHHOM 6€30MacHOCTH
OtBer: CyOBeKTUBHbBIE PUCKH BO3HUKAIOT M3-3a OLIMOOK M HENPaBWIbHBIX JEHCTBUN CyOBEKTa
(mepconana) mpu 00paboTKe, XpaHEHUH HHPOPMAITUH.

[Tpumepsl — mpeHeOpekeHWE BHYTPEHHUMH TNPAaBWIAMH U DPETJIAMEHTOM O€30MacHOCTH,
OPUHATHIMH B OpraHu3alvy (HapylIeHHe peXuMma TaiHbl, HECAaHKIMOHUPOBAHHBIA JOCTYyH K
CBEJICHUSIM, HapylleHHe MpaBUJI TMepenadynd HH()OpMaIluK, WCIOIb30BaHUE HE3aIIMIEHHbBIX
HH()OPMAITMOHHBIX KaHAJIOB).

Bomnpoc 5. [Ipusenure npuMepsl 00BEKTUBHBIX PUCKOB HH(POPMAIIMOHHON 6€30MacHOCTH
OTtBeT: OOBEKTUBHBIE PUCKH BO3HUKAIOT B XOJE MPEOJOJICHUS 3JI0YMBIIIJIEHHUKAMHU 3alUTHBIX
CUCTEM U COMYTCTBYIOIIETO TEXHUYECKOTO 3alIUTHOrO 000y 0BaHUSI.



[Tpumepsl — NMPOHUKHOBEHNE B WH(POPMAIMOHHYIO CUCTEMY BPEIOHOCHOTO MPOTPaMMHOTO
o0ecrieyeHns, BHEIPEHUS CJEIAIIEro, IIMHOHCKOrOo O0OpYIOBaHUs, pealu30BaHHBIE OTKa3bl B
00CITy>KUBAaHUU CEPBUCOB.

Bonpoc 6. Oxapakrepusyite obmenoctynHyo napopmanuio. Kakue tpeOGoBaHUs TTPEABSIBISIOTCS
K Takoi uHpopmanuu?
OtBet: CornacHo 149-®3 k oOmeaocTymHON HHGOPMAIIUH OTHOCATCS OOIIEH3BECTHBIC CBEIICHUS
U uHas uHpopMalus, 0CTyn K KOTOpod He orpanudeH. OOmienoctynHas nHGOpMalus MOXET
HCIIOJB30BATLCS  JTIOOBIMU JULaMHM 110 KX YCMOTPCHHIO IIpH CO6J'IIO)I€HI/II/I YCTaHOBJICHHBIX
denepaabHBIMU 3aKOHaMU OIPAaHUYEHUIl B OTHOLIEHWH DPACHPOCTPAHEHUs TakoW HH(OpPMAalUU.
Opnaxo, obnagaTenb MHPOpPMAIMH, CTaBIIEH OOIIEOCTYIHON MO €ro peleHuto (aBTop), BIpaBe
TpeOOBaTh OT JIMIL, PACIPOCTPAHSIONIMX TaKyi0 HH(POpPMalMIO, yKas3blBaThb ce0s B KayecTBe
UCTOYHHMKA TaKoW MH(}OpMALIUH.

Bwmecte ¢ Tem, ecnu uHdopmarus, pazmemiaemas B popMe OTKPBITHIX JaHHBIX, HE JOJDKHA
COJCPIKATH CBC}IGHI/If/'I, AOCTYII K KOTOPBIM OI'paHUYMUBACTCA B COOTBETCTBUHU C 3aKOHOAATCILCTBOM,
Harpumep, 0 TOCyJapCTBEHHOM TailiHe, O MePCOHANBHBIX IaHHBIX, O OAHKOBCKOM TaiiHe.

Bonpoc 7. IlpuBenure mnpuMepsl OTpaAcieBbIX CTaHIAPTOB oOecrneyeHus HH(OpMaIMOHHON
6e30macHOCTH?

OrtBeT: B cdepe uckyccrBeHHOro uHTEIIeKTa — cemeiictBo ctanaaptoB 'OCT P 59921

B OankoBckoii chepe (kpeauTHble opranuzanun) — cemeictBo crangaptoB 'OCT P 57580, a taxxke
crangaptsl banka Poccuu CTO BP UBBC

B cdepe 3npaBooxpanenus — ['OCT P UCO 27799-2015 (uaeHTHYEH MEKIYHapOJHOMY CTaHAapTy
NCO 27799:2008)

3aganue 8. HazoBure Buabl mHGOpMAIIMU B 3aBUCUMOCTH OT KaTerOpUHU AOCTYTA K HEH.

OtBet: B cooTrBeTcTBUM € 3akoHOAaTenbcTBOM Poccuiickoit ®enepauuu, nHGOpMaLns MOXKET
CBOOOJHO HCIONB30BATHCS JIOOBIM JIMIIOM W TEpenaBaTbCs OJAHUM JUIOM JIPYTOMY JIMILY, €CId
(denepanbHBIMI 3aKOHAMH HE YCTAHOBIICHBI OTPAaHMYCHHS JOCTyHa K MH(POpMaruu 100 WHBIE
TpeOOBaHUS K OPSAAKY €€ MPEIOCTaBICHUS W PACTIPOCTPAHECHHS.

Wudopmanmss B 3aBUCHMOCTH OT KAaTETOPHM JIOCTya K HEH mompas3niensercs Ha
o0Ie1oCTynHy0 HMHpOpMAIMIO, a Takke Ha HHPOpPMAIMIO, IOCTYN K KOTOpPOWM OrpaHHyYeH
denepanbHBIMHU 3aKOHAMU (MH(POPMALIKS OTPAHUYEHHOTO JOCTYIIA).

B 3aBucumocTH OT moOpsAKa MPEeNOCTAaBICHUS WIM PacHpOCTpaHeHUss WHGOpMalUd OHa
noJipa3zensercs Ha:

1) uadpopmaruio, CBOOOIHO paCIPOCTPAHIEMYIO;

2) wuHOpMaLUIO, TPEAOCTABISIEMYI0 IO COTJANICHUIO JIMI, YYacTBYIOIIMX B
COOTBETCTBYIOIIUX OTHOIICHUSX;

3) wuHpOpMAIUMIO, KOTOpas B COOTBETCTBHH C (eIACpATbHBIMU 3aKOHAMH IOJJICKHT
MPEIOCTABICHUIO WM PACIPOCTPAHEHUIO;

4) uadopmanuio, pacrnpocTpaHeHne KoTopoil B Poccuiickoii denepanuu orpaHnYMBaETCS
WM 3aMpeniaeTcs.

Bonpoc 9. [TpuBenure MIPUMEPBI JIOKYMEHTOB, peraaMeHTHPYIOIINX co3JaHHe
ABTOMATH3MPOBAHHBIX (MH()DOPMAIIMOHHBIX) CUCTEM B 3aIIUIIECHHOM HUCIIOHEHUU

OtBer: 'OCT P 51275-2006 3amura wuapopmamuu. OObekT uHbopmaTuzamuu. DaxTophl,
BO3/eiicTBYOMUE Ha nHPOpMarnwio. OOMIHe MOJI0KCHHUS

['OCT P 51583-2014 3amura nadpopmanun. [lopsmok co3gaHus aBTOMAaTH3UPOBAHHBIX CHUCTEM B
3aIUIIEHHOM HCoJHEHUU. OO0IUe MOJ0KEHUS

['OCT P 56103-2014 3ammura uHGOpManmuu. ABTOMATH3HPOBAHHBIE CHCTEMBI B 3alUIIICHHOM
ucnonHeHnu. OpraHu3anus W CoJepkaHue pabdoT MO 3amuUTe OT MPETHAMEPEHHBIX CHIIOBBIX
3JICKTPOMArHUTHBIX BO3AeHCTBUN. OOIIHE MOT0KESHHS

I'OCT P 56115-2014 3ammura wHbOpMaIuu. ABTOMATH3UPOBAHHBIC CHCTEMBI B 3aIHIIEHHOM
ucnotHeHnH. CpelicTBa 3alIMThl OT MPEIHAMEPEHHBIX CHUIIOBBIX 3JIEKTPOMArHUTHBIX BO3/IEHCTBHMA.
OO6mmue TpeboBaHUs U APYyTHE.

Bonpoc 10. IIpeanoxure KOHIETINIO oOecrieueHus: HHPOpMaIMOHHONW 6€30MacHOCTH



Otgert: [IpeqoxumM MUHUMAaTbHBIN

1)Ha TEeppUTOPUIO MPENNPUATUS JOCTYIl OrPaHMYMBAETCS B COOTBETCTBUHM C KaTeropuei
JocTyna rnomenieHus (o0nuii, 00cIyKUBaIOLUi epCOHal, IEPErOBOPHEBIE)

2)IpUHATBL Pl  JOKYMEHTOB, pETJIAMEHTHUPYIOLUIMX paboTy ¢ KOMIIBIOTEPHOM U
OpraHM3aIIMOHHON TEXHUKOM, C paOOTHHUKOB B35Thl 0053aTEIBCTBA O HEPA3TJIAIICHUN

3)Bce BXOJMIIME IOTOKM [JaHHBIX AHAIM3UPYIOTCS AHTUBUPYCHBIMH CpEACTBaMH,
MeKCeTeBbIMU 3KpaHaMu HoBoro nokosienuss (NGFW) u T

4)1u1 TOATBEPKACHUU aBTOPCTBA U LIEJOCTHOCTH MEPeaBaeMbIX COOOIIEHUH HIIEKTPOHHOM
MOYTHI UCIOJIb3YETCS 3JIEKTPOHHAsS MOIIUCH

5)Bech UCXOASLIMI TpaduK aHANTU3MPYETCS HAa HAJIMYME BO3MOXHOM KOH(UIEHIMANIbHON
uHpopMaluu cucreMamu kiacca DLP

6)pe3epBHOE KOMUPOBaHHE JIAHHBIX M PE3EPBUPOBAHME TEXHUKU XPAHEHHUS U OOpabOTKH
JAHHBIX

7)UCTOUHUKHA COOBITMH OINEPAalMOHHOW CHCTEMBbl M CpPEICTB 3aIlUThl HH(POpPMALUU
nojkioueHsl kK SIEM

Bonpoc 11. /laiite nonsitue yrpo3sl HHGOpMALIMOHHONW O€30MaCHOCTH

OtBer: VYrpo3sl HHGOPMAMOHHON OE30MAaCHOCTH — 3TO MPOLECCH, KOTOPbIE TEOPETUYECKU
CHOCOOHEI HaBpCIUTh KOMIIAHWH HJIKW IIPOU3BOACTBY, a4 TAKIKEC PACCCKPCTUTH KOH(i)I/II[eHIII/IaJ'II)HI)IC
naHHble. B ciydae peanuzanuu yrpo3sl MH(QOpPMAIMOHHOW O€30MacHOCTM HAHOCAT KOMIAHWUU
MaTepuanbHblil ymiep6. Camu yrpo3sl MOTYT ObITh MNPSMBIMH WM KOCBEHHBIMHM, a CIIHCOK
HNOTEHIMAJIbHBIX OMACHOCTEH COCTOMT M3 COTEH MO3ULMid. UTOObI BBIOpATh CTPATETrHIO 3allUThI
JaHHBIX W COCTaBHUTb NCPCUCHDb Tp€60BaHI/H\/'I K CHUCTEMC 3alluThl, AOCTATOYHO O3HAKOMUTBLCA C
HanOoJiee pacpoCTpaHEHHBIMHU BUJJAaMH yTPO3 HHPOPMALIUH.

Bonpoc 12. TIpuBeaute npumep kiaccupuKauu yrpo3 nHHOpMalnOHHONH 6€30MacHOCTH
OtBet: Yrpo3sl MHGOPMAITMOHHON O€30MacCHOCTH MOTYT KJIACCHU(PHUIIMPOBATH IO CIIEAYIOIIAM
OCHOBaHHSIM

IMPEAHAMEPEHHOCTD

—yrpo3bl yTeukd UHGOpPMAlMU, KOTOPbIE BO3HUKAIOT CIIOHTAHHO H3-32 HEOPEKHOCTH
paboThl COTPYIHUKOB, HAMPUMEP, CIY4YalHOTO pasrialleHus] JaHHBIX, HEMPABHIBHOTO BBOJA
CBEJICHUM, HEKOPPEKTHOT'O UCTOJIb30BAHUS METOJIOB 3aII[UThI;

—yrpo3bl yTeukd WHGOPMALNU, NPEeTHAMEPEHHO pa3paOdOTaHHBIC WM pEaTH30BAHHBIC
3JI0yMBIIIJIEHHUKAMHU.

XAPAKTEP ITPOSIBJIEHU A

—HCKYCCTBEHHO CO3/IaHHBIE YTPO3bl 0€30MaCHOCTH;

—€CTECTBEHHBIC YTPO3bl 0€30MaCHOCTH, KOTOPhIE BO3HUKAIOT U3-32 MIPUPOIHBIX (DAKTOPOB.

ITPUYMHA

—yJajieHue JaHHBIX, OTKa3bl B MPaBUIbHOM (QyHKIMOHUpOBaHUU OC, CAaHKIIMOHUPOBAHHBIC
arnmapaTHbie (OHIBI;

—JIEACTBUE IPUPOAHBIX CTHUXHIA;

—IeATENbHOCTh YEJIOBEKA: MOLIEHHUKA WM UHCAaiepa B KOMIIAHUM, IEUCTBUSL COTPY/IHUKA,
pasrnameHue nHpopMaIuu;

—JIeCTBUE BUPYCOB U JPYIUX HECAHKIMOHHWPOBaHHBIX mporpamMm Ha I[IK uium cepBepax c
uHpOpMaIuei.

AKTHUBHOCTbDb 1 3BABUCHUMOCTbD OT UC(AC)

—yrpo3bl yTeUKkd WHGOPMAIUU TOSIBISIFOTCS TOJIHKO B MOMEHT Tepeayd Wi 00pabOTKU
JIaHHBIX, HAIpUMep, paccbuika BupycHoro I10;

—yTpO3bl PEATU3YIOTCSl HE3aBUCUMO OT aKTUBHOCTH AC, HampuMep, BCKPBIBAIOTCS MTUPPHI U
JIpyTHe pa3HOBUIHOCTH 3aIUTHI.

Bomnpoc 13. IIpennoxure kiaccuPpuKammuo KICTOYHUKOB YIPO3 HHPOPMAIIMOHHON 0€30TIaCHOCTH
OrtBert: VcTouHuKHN yrpo3 HHOOPMAITHOHHBIX CUCTEM
COCTOAHUE NCTOYHUKA YI'PO3bI
—MCTOYHUK HaXOJUTCS HETIOCPEICTBEHHO B caMOi MH(POPMALIMOHHOM CUCTEME;
—MCTOYHHK pacIioyiaraeTcs B Mpejenax BO3AeHCTBUS HHPOPMAIIMOHHON CUCTEMBI;



—MCTOYHHK HAXOJHUTCA 3a TEPUMETPOM JeHCTBHUSI WHGOPMAIIMOHHOW CHUCTEMBI, B TaKOM
Cllyyae JaHHbIE MEPEXBATHIBAIOTCS C IOMOIIbIO CYUTHIBAHUS U3TyUECHUMN.

CTEIIEHb BO3JJEMCTBUS YT'PO3bI HA THOOPMALIMIO

—aKTHBHBIE YTPO3bl, KOTOPHIE HE TOJIBKO BO3ACHCTBYIOT Ha CUCTEMY, HO €LIE U MEHSIOT Psij
€e CBeJICHUH, TAKUMH CBOWCTBaMHU 00J1a/1al0T, HanpuMep, BUpycHoe U BpegoHocHoe [10;

—TIaCCUBHBIC yTPO3bl, KOTOpbIE HE BIMSIOT HAa caMU WH(OPMALMOHHBIE CHCTEMBI, a
HE3aMETHO CUMUTHIBAIOT WHpOpMmaruu. Takwe BUIBI Yrpo3 BO3JICUCTBYIOT Ha CHCTEMYy Ooiiee
JUTUTEIbHOE BpeMmsl, noka Mb-cnenuanucTel KOMIaHUU HE OOHAPYKAT YTEUKHU TaHHBIX.

CIIOCOBb AOCTVIIA

—KaHaJl JOCTyHa SBJISETCS HECAaHKIMOHUPOBAHHBIM, 3aMAaCKHUPOBAHHBIM C MPEANOJaraet
MCIOJIb30BaHue CKPBITHIX TyTel K [10 1 pabotoit ¢ OC B 111X MOIIEHHUKOB,

—KaHaJl JOCTYIa SIBJISIETCS JULEH3UMOHHBIM M CaHKIMOHMPOBAaHHBIM. B Takom ciyuyae B
CHUCTEMYy BBOJST HEMpPaBWJIbHBIC JAaHHBICE W 3aTEM MACKHUPYIOT JEATEIBHOCTH IO ACATEIHHOCTH
PAIOBOrO COTPYJHUKA KOMIIAHUM, HAIPUMEP, MOILICHHUKN HAXOAAT MapOJId K YUYETHBIM 3alUCAM U
MOJIB3YIOTCS CTAHJAPTHBIMH KaHATAMU JIJIS TTOJTyYCHUS JaHHBIX.

MECTO XPAHEHUSA JAHHBIX UC(AC) U CITOCOB I[TPOXOJA YI'PO3bI

—IIPOXO0JI YIPO3 CO CTOPOHBI MPHUKIATHBIX MPOTPAMM, a TAKXKe JOCTYI K CUCTEMHOM YacTH
MECT XpaHEeHUs WH(OpMALINK;

—MPOXOJ K CHEIUaIbHBIM BHEIIHUM HOCHUTENSIM HH(OpMalUM, dYalle BCEro O3HA4aeT
KOIHUPOBAHUE JaHHBIX C )KECTKOTO BHEIIIHETO JINCKA;

—Toyty4eHue nHGOpMAaIUU C TEPMUHAIIOB BO BPEMSI 3aIMCH Ha BUICOKAMEPHI;

—nonyuyeHue HHGpOpMANMM W peanu3alys yrpo3 uepe3 KaHallbl CBS3M, HaIpHUMeEp,
MOJKTIOYEHUE K KaHAJIaM CBSI3U, BBEJICHHE JIOXKHBIX JAHHBIX, MOIU(DHUKAIIUA U TIepeaada JaHHbIX.

Bonpoc 14. Ha kakue cBoiicTBa 6€30MaCHOCTH HHPOPMAITIH MOXKET OBITh HAIPaBJIeHA YIpo3a
OtBer: CBoiicTBa Oe30macHOCTH WHGOPMAIMU — 93TO KOH(PHUIEHIIUAIBHOCTH, LEIOCTHOCTb,
noctynHocTh. ClieoBaTeNIbHO, Ha ATH CBOMCTBA 0€30MaCHOCTH MH(POPMALIMU HAIIPABIIECHBI YTPO3BI

Bomnpoc 15. IIpuseaute npumeps! noacucteM 3amuTsl nHGopmarun MC(AC)
Oter: Hanpumep, pyKOBOASIIMI JTOKYMEHT «ABTOMaTH3UPOBAHHbIE CHUCTEMbI. 3alluTa OT
HECaHKIIMOHUPOBAHHOTO JOCTyMa K MHpopmanuu. Knaccudukamnus aBTOMaTH3UPOBAHHBIX CUCTEM
U TpeOoBaHMs 110 3a1uTe HHpopMauy» (YTBEPKIEHO pelieHreM npezacenarens [ ocynapcTBeHHON
texHudyeckon komuccun npu Ilpesunente Poccuiickoit ®denepanuu ot 30.03.1992), onpenensiet
KaKHe 3alIUTHBIE MOJICUCTEMbI JOJIKHBI ObITh pealin30BaHbl Ha JACHCTBYIOIIUX U MPOCKTHUPYEMbIX
NC(AC) yupexxnaeHuid, OpraHu3alMii W TPEANPHIATHH, oOpadaThiBaronIye KOH(PHUIACHINAIHHYIO
uHdOpMaIHIO.

3allUTHBIE [TOJICUCTEMBI:

—TOJCUCTEMA YIIPABIECHUS 10CTYIIOM

—I0JICUCTEMA PETUCTPALIM U yueTa

—Kpunrorpaduyeckas mojcucreMa

— MoJcUCTEMA 00€CIIEYeHHsI LIETIOCTHOCTH

Komnerenuus IIK-3 Cnocoben pazpabaTsiBaTh MHOOPMAILIMOHHBIE CUCTEMBI.

Oo0yuawmmiicss 3HaeT: crocoObl U MeToAbl obecneueHus MHPOPMAIMOHHONW O€30MacHOCTH B
KOMITBIOTEPHBIX CETSX, YAAJCHHbIE Yrpo3bl M aTaKh, OCHOBBI KPHUNTOTpa(UYEecKON 3aIlUThI
UH(POPMALIUH, CTIOCOOBI YIPaBICHUS HHIUACHTAMH HH(OPMAIIMOHHON 0€301acHOCTH.
O0yuawmuiics  ymeer: OmpeAeniaTh W OOOCHOBBIBATh  OPTaHH3AIMOHHO-TEXHUYECKUE
MEPOTIPHUSTHSI IO 3aIUTe HHPOPMAUK B HHOOPMAITHOHHBIX CHCTEMAaX.

OOyuarommiicss BJIaJeeT: HAaBbIKAMHM MCIIOJIb30BaHUSI WHCTPYMEHTAJIBHBIX CPEACTB 3allUThI
UHPOpPMALMU B XOJA€ NMPO(EeCCHOHANBHON AEATENbHOCTH; HAaBbIKAMH YIPaBJICHUS WHIMJIEHTAMU
uHGOPMAIMOHHON 0€30MaCHOCTH.

3AJJAHUA 3AKPBITOI'O TUITA



3aganue 1. AKTUBHBIN NIepexBaT HHPOPMAIIMH 3TO MEPEXBAT, KOTOPBIN

a) 3aKJII0YAeTCsl B YCTAaHOBKE MOJICIYIINBAIOIIEr0 YCTPOICTBA B annaparypy CpelacTB
00paboTKu HHPOpMaATUN

0) OCHOBAH Ha (PUKCALUU JEKTPOMArHUTHBIX U3JTyUYeHHH, BOSHUKAIOIUX MIPU
(GYHKIIMOHUPOBAHUU CPEJICTB KOMIBIOTEPHON TEXHUKHU U KOMMYHHUKAIIUH

B) HENpaBOMEPHO HCIIOJIB3YET TEXHOJOTHUECKUE OTXO0/1bI HH(OPMAIIMOHHOTO Mpoliecca

T) OCYIIECTBIISAETCS ITyTEM UCMOJIb30BaHMS ONTUYECKON TEXHUKH

) OCYILIECTBIISIETCS] C MOMOIIBIO MOJKIIOUEHUS K TEJIEKOMMYHHUKAIIMOHHOMY 000pY/IOBaHHUIO
KOMITBIOTEPA

OTBeT: 1.

3ananue 2. IlepexBar, KOTOPBIH 3aKIIOYaeTCsl B YCTAHOBKE MOJCTYIIUBAIOIIETO YCTPOWCTBA B
amnmapaTypy CpeacTB 00paboTKu nH(OpMAIY, HA3bIBACTCS

a) aKTUBHBIN IepexBaT
0) NIaCCUBHBIN NIEpEeXBaT
B) ayJuornepexsar

r) BHJICONIEPEXBAT

1) IPOCMOTpP Mycopa
OTser: B.

3ananue 3. IlepexBar, KOTOpBIi OCHOBaH Ha (PUKCALMKU BJIEKTPOMArHUTHBIX W3IYYEHUH,
BO3HHMKAIOIIUX NpU (YHKIMOHUPOBAHUM CPEACTB KOMIBIOTEPHON TEXHUKH M KOMMYHHKAIWH,
Ha3bIBAETCS

a) aKTUBHBIN IepexBaT
0) NaCCUBHBIN NIEpPEXBaT
B) ayJuornepexsar

r) BHJICONIEPEXBAT

) IPOCMOTpP Mycopa
Ortser: 0.

3ananne 4. [lepexBaT, KOTOPHIN OCYIIECTBISAECTCS MyTEM HCIIOJIb30BAHUS ONTUYECKOW TEXHUKH,
Ha3bIBACTCS

a) AKTHBHBIN IepexBar
0) MACCHUBHBIN MEepeXBaT
B) ayauorepexsar

T) BUJICOTIEPEXBAT

) IIPOCMOTP Mycopa
OTser: 1.

3aganue 5. Ilo aKkTHBHOCTM 3aIMTHOIO BO3JCHCTBHS Mepbl MO obecredeHuss 0e30MacHOCTU
UH(POPMALIUY JIeNIAT Ha (HECKOJIBKO BApPUAHTOB OTBETA)

a) MAaCCHBHBIC

0) aAKTHBHBIE

B) IIOJIyIIACCHUBHBIE
T) MOJTyaKTUBHBIC
OTtBeT: a, 0.

3ananme 6. Eciiu pa3nuyHbIM IpymnaM Mnojb30BaTeiel ¢ pa3IMyHbIM YPOBHEM JI0CTyNa Tpedyercs
JOCTyH K OJHOM M TOW e HuH(pOpMaluu, Kakoe W3 YKa3aHHBIX HIDKE JAEWCTBUN Cleqyer
IPEIIPUHSTH PYKOBOJCTBY?

a) CHU3UTh YpOBEHb 0€30MacHOCTH ATOW WHMOpPMAIUU IJIs1 00eCIeYeHusI €€ JOCTYITHOCTH U
y100CTBa UCIIOIB30BaHUS

0) TpebGoBath moANMCAHMS CHELMATBLHOTO pa3pelIeHHs] KaxAbld pa3, KOrjga 4YelOBeKYy
TpeOyeTcs T0CTyM K 3TON HH(OpMaIuu

B) VY aydmuTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(OpMAIUN

r) CHU3UTH YpOBEHb KJIACCH(PUKALNU 3TOM HH(pOpMaUU

OTtBer: B.



3ananme 7. Bam HyXHO KJIacCU(QHUUMPOBATH JaHHBIE MO CTENEHU KOH(puIeHuuanbHOCTU. YUTO
camoe IIaBHOE He0OXO0AUMO MPOAYyMaTh?

a) TUIBI COTPYAHUKOB, KOHTPAreHTOB U KJIMEHTOB, KOTOPhIE OYAYT UMETh TOCTYI K JaHHBIM
0) HEOOXOIUMBIN YPOBEHB JOCTYITHOCTH, IIETOCTHOCTH U KOHPUACHITNATHHOCTH

B) OLICHUTh YPOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

T) yIpaBJIeHUE TOCTYIIOM, KOTOPOE JOJDKHO 3alUIIATh TaHHBIC

OrtBert: 0.

3ananue 8. ®enepanbublit 3akoH "OO0 31EKTPOHHON moAHCH"

a) 149-®3
0) 152-03
B) 63-03
r) 5485-1
OrtBer: B.
3aganue 9. 3akon P® "O rocynapcTBeHHOI Taline"
a) 149-®3
0) 152-@3
B) 63-03
r) 5485-1
OrtBer: 1.

3ananue 10. OenepanbHblii 3akoH "O nepcoHaIbHBIX TaHHBIX"

a) 149-®3
0) 152-®3
B) 63-03
T) 5485-1
OTtBer: 0.

SAJJAHMA OTKPBITOI'O TUITA

3apanme 1. ConocraBbTe HaA3BAaHUE 3aKOHA C €T0 HOMEPOM.

Ne HA3BAHUE
1. 5485-1 Al ®enepanbhblif 3akoH "O06 nHpopMau, HHHOPMAITMOHHBIX
TEXHOJIOTHSIX M O 3anuTe nHpopmarun"
2. 63-03 B. ®depnepanbHbIil 3ak0H "O0 37IEKTPOHHOM ToanucH"
3. 149-@3 C. 3akoH P® "O rocynapctBeHHOH TaiiHe"
4. 152-03 D. ®epnepanbHblil 3ak0H "O MEPCOHABHBIX TAHHBIX"

OtBeT: A-3, B-2, C-1, D4

3aganue 2. TakTHyeckoe MJIaHUPOBAHUE - ITO
OtBet: CpenHecpouHOE IIIaHUPOBAHKE

3ananme 3. YTeukoi nH(OpMAIIMK B CHCTEME Ha3bIBACTCS CUTYAIIMs, XapaKTepu3yemas. ..
OrtBer: Ilorepeil 1aHHBIX B cUCTEME

3ananue 4. K kakuMm BHJIaM Yrpo3 OTHOCUTCS HEJETaJibHOE BHEIPEHHE M UCIOJIb30BaHUE
HEYUYTEHHBIX TpOTrpamMM (UTPOBBIX, OOYYAIOMIMX, TEXHOJOTHMYECKUX U JAp., HE SBISIONINXCS
HEOOXOJAWMBIMH I BBIMIOJHEHUS HAPYIIMTEIEM CBOMX CIY)KEOHBIX OOs3aHHOCTEH) C
HOCJIEAYIOIUM HEOOOCHOBAaHHBIM PAacXOJOBAHUEM pECYpCcoB (3arpyska Ipoleccopa, 3axBaT
OTIepaTUBHOM MaMATH U MaMSITH HA BHEIIHUX HOCUTEISIX)?

OrtBet: K nmpeiHaMepeHHBIM HCKYCCTBEHHBIM YIpo3aM




3ananmne 5. Ilepeunciaute cyObekThl WH(OpPMAIMOHHOW 0€30MacHOCTH (AKTHBHBIE YYaCTHUKH
MIPOLIECCOB)
OTBeT: rocy1apcTBO, 00IIECTBO, TPAKIAHE

3aganue 6. Ilepeuncnure 00BEKTH HH(DOPMANMOHHOW 0€30MACHOCTH (MTACCUBHBIC YYaCTHUKU
MIPOIIECCOB)
OTBeT: UHGOPMAIIMOHHBIE PECypPChl, UHHOPMAIIMOHHBIC U TEIEKOMMYHUKAIIMOHHBIC CUCTEMBI

3apanme 7. Yto oTHOCUTCS K GYHKLHUAM CHCTEMBbI 6€30aCHOCTH?
OTBer: YCTaHOBJICHNE PEIVIAMEHTA, ayAUT CUCTEMBI, BBISIBIICHHE PUCKOB

Bomnpoc 8. [lepeuriciure 0OCHOBHBIE KaHAJIBI YTEUKH HUH(MOpMAIUU
OrtBet: B m1000i1 KOMITAaHUU CYHIECTBYIOT YEThIPE TUIIA KAHAIOB YTEUKU JaHHbIX.

1)AkycTuyeckuii KaHaj, KyJa OTHOCAT BCE cCiydau OOLICHHMS MEXAYy COTPYIAHHMKAMHU,
KOTOpBIE MOTYT JAEIUThCS CiIykeOHOM nHpopmanueil B pabouux mensix. CTOUT ydyecTb CUTYallUH,
KOTJja COTPYJHUKU ¢ Oojiee BBICOKMMHM IpaBaMM JOCTyNa K HH(MOPMALMU HEYasHHO BbBIIAIOT
Ba)KHbIE JaHHbIE IPYTUM paOOTHHUKAM UM KOHKYPEHTaM.

2)DneKTPOMAarHUTHBIM KaHal, MO KOTOPOMY IPOUCXOJIUT XHILEHHE JaHHbIX 3a CYeT
CUMTHIBAHUS AJIEKTPOMArHUTHBIX BOJIH M HAaBOJOK TEXHUYECKUX CpeacTB. BrisBineHue ¢akra
YTEUKH MPOUCXOIUT YXKE IOCJIE TOr0, KaK KOHKYPEHT IOJY4YWJ M UCIOJB30Bajl JIaHHBIE NPOTUB
KoMnaHuu. [l 3amuThl TPUMEHSIOTCS CTaHAAPTHBIE TPUEMBI, KOTOPbIE IOJAJIEPKUBAET
OOJNBIIMHCTBO aBTOMATH3MPOBAHHBIX CHCTEM: SKPAHHPOBAHHE M MCIIOJIBb30BaHHE TI'E€HEPaTOpOB
paznoyacTOTHOIO IIyMa.

3)BusyasibHO-ONTHYECKUN KaHaJ, 10 KOTOPOMY BO3MOYKHO XHUIIEHUE MTPOTOTUIIOB MOJeNei
YCTPOMCTB, COAEp)KaHUE 3aKPHITHIX COBEIIAHUNA M T.A. YTE€UKa BU3yaJIbHOTO THIIA HEBO3MOXHa B
cilydae, eciM MpeaMeT MHTepeca HaXOAUTCS B MOMELEHUH, KOTOPO€e MOJHOCThIO0 U30JUPOBAHO OT
€CTECTBEHHOI'O OCBEIIECHUS.

4)MarepuaibHO-BEIECTBEHHbIM KaHall, MO KOTOPOMY IPOMCXOAMT XHILEHHE KOMUH
JOKYMEHTOB, MOJIEJICH, 3CKU30B B (PU3NUECKOI U 3JIEKTPOHHOU (opMe, a TaKkkKe Kpaka HOCHTEIEH
UHPOPMALUHU ¢ KOHPUICHIIMATBHBIMHI JaHHBIM.

Bonpoc 9. Onummute BUOPOAKyCTHUECKUI KaHa yTeuKd HHPOpMaLuu
OtBer: B BuOpoakycTHUeCcKOM KaHaie yTedyka HHGOpMAIMM TOPOMCXOJUT 33  CYUET
pacnpocTpaHeHUs] 3BYKOBOTO CHTHaja B CTPOMTENBHBIX KOHCTPYKIMSX 3JIaHMs (CTEHaX, MOJax,
NOTOJIKaX), a TakKKe KOMMYHMKAIlMOHHBIX TpyOax. PacmpocTpaHeHume aKyCTHYECKUX BOJIH
NPUBOJUT K BO3HUKHOBEHHMIO BHOpalMM B TBEpABIX M IKUAKUX cpenax. Jlma mepexsara
UH(POPMALIUU HCTIOIB3YIOTCS:
—aKceJIepOMEeTPHI (CIenuaIbHbIC JATYNKH, YIIABINBAIOIINE BUOPALIMOHHBIE KOJIEOAHUs);
—pasinOCTETOCKONBI (YCTPOMCTBA [UIS IEPEXBAaTa CUTHAJIOB, HOCTYIAIOLINX 110 PAJHOKaHAIaM);
—JIa3epHBIC CUCTEMBI yJIaBIMBAaHUS BUOPAIIMU CTEKOI;
—TUPOAaKyCTHUECKHE TpeoOpa3oBaTesid — Ui MepexBara HHPOPMAIUU C TIOMOIIBIO0 CUTHAJIOB,
pPacHpoCTPaHSIONIIMXCS Yepe3 BOAY B TpyOax BOJOCHAOKEHHS M KaHAIU3AIHH.

Bomnpoc 10. I[Ipeamoxkure mpuMep peaau3alvy OPraHU3alMOHHO-TEXHUYECKUX MEPONPHUATHI IO
3amuTe HHQOpMAaIK B HHOOPMAIIMOHHBIX CHCTEMaX

OTtBet: B xauecTtBe MHPOPMAIIMOHHON CHUCTEMBI paCCMOTPUM aBTOMATH3MPOBAHHYIO OAHKOBCKYIO
CHUCTEMY, a 3HAYUT MepPeUeHb MPeaaraéMbIX 3alIUTHBIX MEP JOJIKEH COOTBETCTBOBATH JOKYMEHTY
I'OCT 57580.1-2017. M3-3a TpOMO3AKOCTH 1 O0BEMHOCTH JIOKYMEHTA MEPEHOCUTH Cioj1a He Oyem.

Bomnpoc 11. Uto Takoe >7eKTpOHHAs MTOANUCH U 3a4€M OHA Hy»KHa?

OtBer: OnekrtponHas monmuck (OII) 3TOo Ta ke moAmwWch, YTO W Ha Oymare, TOJIBKO Ha
anekTpoHHOM Hocutene. JIl sBiseTcss aHanoroMm oObIKHOBeHHOM moanucu. HMubopmaius o
BJIAJICNIBLIE COACPIKUTCS Ha CIICIMAIbHOM HOCHTENE MoxoxeM Ha (uemky. C I0puIn4eckoil TOuku
3penusi, DIl OGe3omacHa, Tak Kak OHA TapaHTUPYET, YTO JOKYMEHT MOJIMUCAH KOHKPETHBIM
YEJIOBEKOM WM KoMIMaHuen. biaromaps sTomy, S3JIEKTPOHHYIO TMOAMKHCH HCHOJIB3YIOT MpHU



Pa3IUYHBIX yAAJEHHBIX CHEIKaX, HallpUMep, MpU Mpojake MalluHbl WM KBapTUpbl. Kpome Toro,
HOJMNKUCh MPUTOJUTCA MpU OOMEHEe JOKyMEHTaMM, NpU I[0Jlaue€ HCKa WM KaJoObl B CyI
JUCTAaHIIMOHHO, IPU 0OpaIlleHUH B TOCOPTaHbl, JJIsl CAAYU 3JIEKTPOHHON OTYETHOCTH, JUISl y4acTHs B
Toprax M.T.1. HeCOMHEHHO »3JIEKTPOHHBIH JOKYMEHTOOOOPOT YCKOpsieT paboune MpoIecChHl,
MO3BOJIIET 3aTPAaTUTh MEHBIIE CHJI U SHEPTUU JUIsl JOCTHKEHHUST HEOOXOAMMOIO pe3ysbTara, BEIb
JUIsL 3TOTO HE TpeOyeTcs BBIXOIUTH U3 IOMa MU oduca.

Bonpoc 12. Kakue Buapl OIIII cymecTByOT 1 UeM OHU OTJIMYAIOTCS IPYT OT Apyra?
OTtBeT: Buabl 371€KTpOHHON MOIMHUCH

—IIpocras 3neKTpOHHAs MOJMUCH MOATBEPKAAET (aKT MOATMHHOCTU BiaJenbla. ITOT B
MOJIIMCH, KOTOPBIM Hcmonb3yercs noctossHHO. Hampumep, 3To KoMOMHAIMs KOJOB JIOCTyHa Mpu
BXOZI€ B JIMUHBIA KaOMHET WU C MOMOIIbIO JIOTHH-NIAPOJIb B OHJIAMH-O0aHKE, NOJIYYEHHBIX U3 CMC.
[Ipn nanpHeWIeM HCIOJIB30BAHUM OHA HMMEET IOPUIMYECKYI0 CHUIY M paBHO3HAuYHa OOBIYHOM
noanvcu. Ho ¢ HauMeHbIen CTENEHbIO 3a1UThI.

—Ycunennas HekBaTH(pUIIMPOBaHHAs eKTpoHHas noAanuck wim HOII. B ocHoBHOM Takoii
BUJ| 2JIEKTPOHHOM IOANKCU HCIOJBb3YIOT BO BHYTpeHHeM M BHewmHeM JJIO ¢ KOHTpareHTamH.
VYcunenHas HekBalu(UUMPOBAHHAsA MOJINUCH HE MCIONb3YeTCS MPU Y4YacTUHU B 3IJIEKTPOHHBIX
Toprax. YcuieHHas HekBamuduuuposanHas DL umeer cpenHioro crenensd 3amuThl. C MOMOIIBIO
HEe MO>KHO y3HaTh BHOCHJIMCH JIM U3MEHEHHUSI B IOKYMEHT, U ONPEIEIUTh OANUCAHTA.

—YcuseHHas KBaauduuupoBaHHas 3nekTpoHHas noanuck win KOII — nudposoit ananor
coOcTBeHHOpYuHOM moanucu. Kpanuduuuposannas DI moaxoauT ans yyacTHsi B 3JE€KTPOHHBIX
TOprax M sBJIS€TCd TrapaHTOM opuaudeckod cuibl. C  MOMOUIbIO  KBaTU(HUIIMPOBAHHOU
JEKTPOHHOW TMOANKUCH MOXXHO TMOJYYUTh JOCTyH K HWH(OPMALMOHHBIM TOCYAapCTBEHHBIM
cUcTeMaM M TOJb30BAThCSA MOPTAIOM rocyciayr. UtoObl ee MpHOOpEcTH, HYXKHO OOpaTHTbCA B
yaocroBepsitomuii neHTp (YL) akkpeauroBanasii MunkomcBssu Poccun. anuwni VI nomken
umets JuneH3nio @Cb Poccun u BbIaBaTh COOTBETCTBYIOIIME CEpTUUKATHI MOAMUCEH (CT. 5
3akoHa ot 6 ampensa 2011 r. Ne 63-®3). Bnangenen mnosydaeT 3J€KTPOHHYIO MHOJANUCH B BHJE
OTKPBITOTO UM 3aKpHITOrO KIIOYa, MU CEepTHUPHUKAT MOATBEPXKIAIOUIMNA JMYHOCTh BIajeibla.
3aKpbITHIA KIIIOY HYXEH [ MOJNUCAHMsI JIOKyMEHTOB, a C IIOMOIIBIO OTKPBITOTO KIIOYa
IIPOBEPSETCS MOINCH.

Bonpoc 13. Uto Takoe mudpoBanrue nHbopMaluy, 1 Kakue ecTb COCTaBIAONINE Hdpa
OtBer: lludpoBanne — 3TO COKPHITHE WIM BHIOW3MEHEHHE IAaHHBIX TaKUM 0O0Opa3oM, UYTOOBI
Jpyrue JIOAd HE MOTJM UX NpPOYUTaTh WIM MOHATh. Jlake eciau 37J0yMBIIUICHHHKaM yAAacTCs
YKpacTh 3amn(ppoBaHHY0 HHPOPMALIUIO, OHU HE CMOTYT €€ UCIIOJIb30BaTh, HE pasraiaB Ko/l
udpoBanue UCONB3YIOT BCE: IETU MPHUIAYMBIBAIOT COOCTBEHHBIN SI3bIK, KOTOPBI HHUKTO
KpOME€ HHUX HE IOHMMAET, a B3pOCJIblE IEPENUCHIBAIOTCS B MECCEH/DKEpax: Takas Iepernucka
XpaHuTcs B 3ammdpoBaHHOM Buae. Kpuntorpadus — Hayka o mudpoBaHHM — BBIACNISET TPH
OCHOBHBIX COCTaBJIIONUX MHDpa:

1. OObekT. B coBpeMeHHOM MHpE 3aKOJAMPOBATH MOXKHO TPAKTUYECKHA UYTO YTOJHO:
TEKCT, ayJI10, BUJICO, N300pakeHUs 1 JIFOObIE (ailiibl B TI0OOM 00BEME.
2. Anroput™m. DTO MpaBWiia BHAOW3MEHCHHMS HH()OPMAIHH, KOTOPBIC IMOJYUHSIIOTCS

ornpenenéHHon noruke. [Ipoctoif mpumep anropurma muppoBaHUS — KOTa OYKBBI 3aMEHSIOTCS MX
MOPSAKOBBIM HOMEPOM B alihaBUTE.

[Ipu wcmonp30BaHUM aNTOPUTMA 3aMEHBI OyKB Ha uUX Homep B andaBure BMecTo «K»
mmumercs 12, BMecto «O» — 15, a BMecto «T» — 20

3. Kittou. 3to ko pacmmdpoBku uHGopmanmu. B ciydae ¢ anropuTrMoM, YIoMsHY THIM
BBIIIIE, 3TO OyJeT TabauIa ¢ MOPSIKOBBIMA HOMEpaMu OYKB ajdaBHTa.

Bonpoc 14. Ilepeuncaute cnocoObl 1 METOBI MTU(DPOBAHUS
OtBet: OCHOBHBIC TPH BHJIA MIU(DPOBAHMUS:

1. Cummerpuunoe. Ero cytb B TOM, 4YTO Afsi KOAMPOBAaHUS M PacHIMPPOBKH
WH(POPMAITUU UCTIONB3YETCSI OJMH U TOT K€ OTKPBITBIN KITFOY, IOCTYI K KOTOPOMY MOXKET MOJTy4UTh
1000 Mob30BaTeNb. Takoi cnocod JOCTaTOYHO YSI3BUM C TOUKH 3pEeHHUs 0€30MacCHOCTH JaHHBIX,
MIO3TOMY OH Yallle MpUMEHSETCS He JUIA nepeaayu, a Juist Xxpanenus uHpopmanuu. K npumepy, Ha
CUMMETPUYHOM IMIU(POBAHUM OCHOBAaHO XpPAaHEHHE IMEPEeNHCKH B MECCEHDKepax M Iepeaada
naHHbIX yepe3 HTTP.



2. AcummerpuyHoe. bonee cioxHbli BuA mH(pOBaHUS JaHHBIX, IPU KOTOPOM JUIsS
KOJMPOBaHUS U JEeMIM(PPOBKH HUCHOIB3YIOTCS pa3Hble KIoud. [Ipu 3TOM Kiro4, KOTOPBIA HYKEH
JUISL pasrajplBaHus KOJA, — 3aKPBITHIM, TO €CTh UM BIAJEET TOJBKO HYXHBIM NOJIydaresb. Takoi
BUJ WH(poBaHua WH(POpPMALMK cUMUTAeTCcs Oojiee HAAEKHBIM, M €0 alrOPUTMbI MPUMEHSIOTCS,
HaIpuUMep, B cucTeMe IUPPOBBIX MOANUCEN U OJOKUEHHE.

3. Xem-pyukuust (hash function — mnepememmBanue). OcoOEHHOCTH 3TOTO BHIA
mu@poBaHUs B TOM, YTO OH HE HMMEET OOpaTHOM CHJIbI, TO €CTh XeHI-(PYHKLHIO HEBO3MOXKHO
packoaupoBathk. VcXoaHble AaHHBIE MOXHO IpeoOpa3oBaTh MHJUIMOH Pa3, M pe3yjbTaT BCEr/a
Oyner onauHakoBbiil. OjHaKo, €cliM BHECTHM HW3MEHEHHE B IE€pBOHAuYaJIbHYIO HH(OpPMALUIO,
U3MEHHTCA U Xell-pyHKuus. braronaps 3ToMy CBOWCTBY HCIIOJIb30BaHHE 3TOTO BUA MIM(DpPOBAHUS
yalie BCEro BCTPEYaeTCs MpHU XpaHEHUHU Maposied Ha caitax. Korma monp3oBarens BBOAUT HAOOP
CHUMBOJIOB, CUCTEMA CO3a€T U3 HEro Xeul-(PyHKIUIO U cBepsieTcs ¢ Xell-(QyHKIMeH U3 XpaHUIIUILA
naHHbIX. Ecau oHM coBmaznaroT, mojib30BaTeb MONAAAaeT B IUYHbINA KaOMHET, €CIIM HET — 3HAUYUT, OH
BBEJI HEBEPHBIN 11apOJIb.

Bonpoc 15. Yto npencrasnser co0oil koMopomeTanus Kiroueil 3JeKTpoHHOM noanucu? B kakux
CllydasiX HacTyraer?
Otser: KoMmmpomeranus kirodell MOANMCH — 3TO yTpaTa JOBEpUS K TOMY, YTO KIIIOUYHM MOTYT
oOecnieunTh Oe3zonmacHocTh HH(popManuu. Kommpomeranuss MOXET NPUBECTH K CIEAYIOIIUM
HETaTUBHBIM MOCJIEICTBUSAM:

—yTeuke uHpOpMaIuy;

—TepeBOIy JCHEXKHBIX CPEJCTB ¢ OAHKOBCKUX CUETOB KOMIIAHUU;

—IPEO0CTaBIEHUIO JaHHBIX TPEThEH CTOPOHE, HAIPUMEP, KOHTPATr€HTOB;

—nepeJadye NHCANAEPCKUX TaHHBIX TPEThEN CTOPOHE.

Kommpomeranus HacTynaeT B CIEAYIOLUIUX CIydasix

—OcrTaBieHue B MecTe CBOOOAHOTO JI0CTYTa

—@u3nyeckas yrepst HoCUTelNs nH(popMaluu

—Ilepenaya nHpopmManuy MO OTKPBHITHIM KaHAJIaM CBSI3U

—JloCTyn MOCTOPOHHETO JIULA B MECTO (PU3NYECKOTO0 XPAaHEHHs] HOCUTENS MH(pOpMalnH, K
YCTPONCTBY XpaHEHHUs MH(POPMALMU, BU3YaJIbHBIH OCMOTpP HOCHUTENS MHGOpPMALUU ITOCTOPOHHUM
JWIIOM WJIH TIOJ03pPEHHE, YTO JaHHBIE (AaKThl HWMENW MeCTO (CpaldaThIBaHHE CHUTHATU3AIIH,
noBpexJaeHue yctpoiictB konTposss HCJ[ (cnenkoB mnedareif), MOBpexIeHUE 3aMKOB, B3JIOM
y4€THOM 3amKCH M0JIb30BATENS U T. 11.)

—CKUMMUHT ¥ IIUMMMHT 0aHKOBCKHX KapT

—IlepexBat nadopmaruu BperoHocHbIM [10

—IlepexBat (moacnyuMBanue) 3ByKOBOM HH(OpMALIUN

—IlepexBat kiroua npu pacupeesiCHUN KII04el

—IlepexBaT NOOOYHBIX HJIEKTPOMArHUTHBIX U3Iy4E€HUI U HAaBOJOK

[lepexBat nHGOPMALINHU C FITEKTPUUECKUX KAHAIOB YTECUKH

—Co3HarenbHas nepeaaya HH(GOpMaLMK HOCTOPOHHEMY JIUILY

U Jpyrue, B 3aBUCUMOCTH OT BHJA HOCHTENS 3allWIIaeMoil MHGOpMAIMH U CIIOCOOOB
paboThI C HUM.

Komnerennus IIK-4 Cnocoben ynpasiisiTe IpoLeccaMmy co3JaHusi HHPOPMAIIMOHHBIX CUCTEM.
Oo0yuamomuiicsi 3HaeT: HOPMATHBHO-TIPABOBBIE OCHOBBI HMH(GOPMAIIMOHHOW OE30MacHOCTH B
Poccuiickoit @enepannu; MEXAYHAPOIHBIE M OTEYECTBEHHBIE CTaHAAPThI, PETJIAMEHTUPYIOLINE
npoecCHoHaNBHYIO IeATEIbHOCTh B 001acTH HH(GOPMALIMOHHON OE€30MaCHOCTH.

OO0yuawmmiica  ymeer:  pa3pabaTbiBaTb  IOJUTHKY  WH(POpPMAIMOHHONH  ©Oe30macHOCTH
IIPOrPaMMHBIX IPOAYKTOB ¥ OPTaHU3ALUN C ONIOPON HA HOPMAaTUBHO-IIPABOBBIE JOKYMEHTHI.
OOyuarommiicss  BJajeeT: HaBblKAMM  JIOKYMEHTUPOBAHMsS HMHLIMJIEHTOB M  IPOLIECCOB
UH(POPMALIMOHHON 6€30MacHOCTH.

3AJJAHUA 3AKPBITOI'O TUITA

3ananmne 1. [Ipunnunom naopMamoHHOM 0€30MaCHOCTH SBIISACTCS MPUHIIAI HETOTYIIICHUS



a) PuckoB 6€30macHOCTH CETH, CHCTEMBI

0) HeormnpaBnanHbIx orpaHndeHuil pu paboTe B CETH (cucTeme)
B) [Ipe3ymnumm cekpeTHOCTH

r) [Ipe3ymniyu HEBUHOBHOCTH XaKepa

Ortser: 0.

3ananme 2. [IpyHIMTIOM NOMUTUKY MHPOPMALMOHHONW O€30MIACHOCTH SBISETCS MPUHIHIT

a) [ToHOTO GJIOKMPOBAHMS AOCTYIA TIPH PUCK-CUTYAITUAX

0) YcuneHuss OCHOBHOTO 3B€HA CETH, CUCTEMBI

B) HeBo3M0XHOCTH MUHOBATH 3aIIMTHBIC CPEICTBA CETH (CUCTEMBI)
OTBer: B.

3aganue 3. [IpyHIUIIOM NOTUTHKY UHPOPMAITMOHHOMN 0€30MIaCHOCTH SABJISETCS MPUHIUI

a) VYcuneHnns 3aluIeHHOCTH CaMOT0 HE3aIMILEHHOTO 3BE€Ha CETU (CHUCTEMBI)
0) [Tepexona B 6e30macHOE COCTOSIHHUE PAOOTHI CETH, CUCTEMBI

B) [TomHOTO HOCTYNA MMOJIB30BATENEH KO BCEM pecypcaM CEeTH, CUCTEMBbI
OTser: a.

3ananmue 4. [[pyHIMTIOM NOMUTUKY UHPOPMALTMOHHONW OE30TTACHOCTH SIBIISCTCS MPUHITHIT

a) OnHOYpOBHEBOH 3aIIUTHI CETH, CUCTEMBI

0) Pa3znenenus nocryna (00s13aHHOCTEN, IPUBUIIETUI) KIMEHTaM CETH (CUCTEMBI)
B) COBMECTHMBIX, OJJHOTHUITHBIX TPOTPAMMHO-TEXHHYECKHUX CPEACTB CETH, CHCTEMBI
OrtBert: 0.

3aganue 5. Wudopmanus, KoTopyro cleayeT 3amuiiarth (M0 HOpMaTHUBaM, MpaBWJIaM CETH,
CHUCTEMBbI) Ha3bIBAETCS

a) PermamenTupoBanHOU
0) [IpaBoBoii

B) 3anunaeMon

T) OO6mmenocTymnHoOM
OrtBer: B.

3apanne 6. K mocTopoHHMM JTMIIaM HapyIIUTEISIM HHPOPMAIIMOHHON 0€30TaCHOCTH OTHOCUTCS

a) NpEeJCTaBUTENIM  OpraHu3allvii, B3aMMOACUCTBYIOIIMX IO BOIpocaM oOecredeHus
KU3HEESITEIbHOCTH OpraHu3aluu

6) nepcoHa, 00CIIy>KUBAIOLINIA TEXHUYECKUE CPEICTBA

B) TEXHUYECKUN NIepCcoHall, OOCITYKUBAIOLIHN 3/1aH1e

r) H0JIb30BATENN

) COTPYIHUKHU CITy>KObI 6€30MacHOCTH

e) NpEeCTaBUTENIN KOHKYPHUPYIOIIUX OpraHU3aI1i

x) JIMIIa, HAPYIIMBILIKE MIPOITYCKHON PEXUM

OrtBer: e.

3ananue 7. YBEpEHHOCTH B YCIIEITHOM OOECTICUeHUH 0€301MacHOCTH B KOMIIAaHUH J1I00aBIIsET

a) MOJ1JIEPKKa BBICIIETO PYKOBOJICTBA

0) 3¢ PeKTUBHBIC 3AMUTHBIE MEPHI U METOJIBI UX BHEAPCHUS

B) aKTyaJIbHbIE U aJIeKBATHBIC MOJIUTUKU U TIPOIEAYPHI O€30MaCHOCTH
T) MPOBEICHUE TPEHUHTOB 110 0€30MaCHOCTH ISl BCEX COTPYTHUKOB
OrtBer: a.

3aganue 8. OyHKIMOHAIBHOCTH OE30MACHOCTH OMNPENENSIET OXUAAEMYIO PabOTy MEXaHU3MOB
0€3011aCHOCTH, a TapaHTHU OTIPENIENISIOT

a) Buenpenue ynpapieHuss MeXxaHu3MaMH 0€30IaCHOCTH
0) Knaccudukanuio 1aHHBIX 1OCe BHEIPEHUS MEXaHU3MOB O€30I1aCHOCTH
B) YpoBeHb 1oBepusi, 00ecreunBaeMblii MEXaHU3MOM 0€30I1aCHOCTH

T) CooTHolieHue 3aTpar / BEITOJ



OTtBer: B.

3apanme 9. 3aKITIOUNUTEIBHBIM 3TANOM [TOCTPOCHUS CUCTEMBbI 3AILUTHI SIBISETCS
a) COTIPOBOXICHUE

0) IUIAHUPOBAaHKE

B) aHAJIN3 YA3BUMBIX MECT
T) npojiaxa

OTtBeT: a.

3amanue 10. [ToanTrka 0€30I1aCHOCTH — 3TO

a) [omaroBble HHCTPYKLUH 110 BBITIOJIHEHUIO 3a7a4 0€30IacCHOCTH

0) OO6mue pykoBOsIINE TPeOOBAHUS 110 JOCTHIKEHUIO ONIPEACIICHHOTO YPOBHS 0€30MacHOCTH
B) [[Tnpokue, BEICOKOYPOBHEBBIE 3asIBJICHUS PYKOBOJICTBA

T) JleTanu3npoBaHHBIC IOKYMEHTHI IO 00pabOTKe MHITUJEHTOB 0€30MacCHOCTH

OTger: B.

3AJJAHMA OTKPBITOI'O THUITIA

3apanme 1. Ecin B3rIsiHYTh Ha pPa3HUIy B LeNAX O€30MaCHOCTHM KOMMEPUECKOM M BOEHHOMU
OpraHM3aliM, y KOro ypoBeHb O€3011aCHOCTH BblIIIE?
OTBeT: TOJBKO BOCHHbBIE UMEIOT HACTOALIYIO O€30MaCHOCTb

3apanme 2. Hapymmrens naHpopMannoHHo# 6€30macHOCTH — 3TO. ..

OtBeT: cyOBEKT, OCYIIECTBISIIOMNI MOIb30BaHNe HH(OpMAIMel ¢ HapyIIeHHEeM yCTaHOBJICHHBIX
npaB M MpaBWJ JOCTyna K HHQOpPMAIMH, YCTAHOBJICHHBIX 3aKOHOM W/WIM COOCTBEHHHUKOM
UHPOpPMALIUU

3ananue 3. [Tonp3oBarens (MOTpeOUTENb) HHPOPMAITUHN — ITO. ..
OtBeT: CyOBEKT, OCYNICCTBIISIOMINN TOIh30BaHUE MH(DOpPMAIUEH W PeaTr3yIONIUi TOJTHOMOYHS
pacnopspKeHHsI B IpeieiaX MpaB, YCTAaHOBIEHHBIX 3aKOHOM W/MJTM COOCTBEHHHKOM WH(OpMAaIun

3ananmue 4. [lepeuricaure pa3sHOBUAHOCTH YIpo3 O€30IaCHOCTH CUCTEMBI.
Ortser: [IporpammHbIe, TEXHUYECKHE, OPraHU3ALMOHHBIE, TEXHOJIOIMUECKHUE

Baganme 5. Uro sBiuseTcs Hambojice BaKHBIM IPU pEalM3alldH 3alllMTHBIX MEpP IOJMTHKU
Oe3omacHoCcTHA?
OTBeT: ayauT, aHAIIU3 YSI3BUMOCTEH, PUCK-CUTYaIHH.

3ananme 6. Kak Has3bIBaeTCsl MCTOYHUK YIpo3bl MH(POPMALMOHHOM O€30IacCHOCTH, XapakTep
BO3HHKHOBEHUS KOTOPOTO 00YCIIOBJICH JIEHCTBUSAMH CyOBEKTA.
OTBeT: aHTPONOT€HHBIN UCTOUHUK

3aganue 7. Yrposbl, peainzanus KOTOPBIX HE BiE€YEeT 3a co00il M3MEHEHHE CTPYKTYPhl JaHHBIX,
Ha3bIBAIOTCH. . .
OTBeT: NacCUBHBIC YTPO3bI

3amanue 8. Yrpo3wl, peann3anusi KOTOPBIX MEHSIET CTPYKTYpPy U COJEpkKaHUE KOMITbIOTEPHOU
CUCTEMBI (BHEAPEHUE CIIECIIMATIBHBIX MPOTPAMM ), HA3bIBAIOTCHL. . .
OTBeT: aKTUBHBIE YTPO3BI

3ananmne 9. [To pazmMepaM HaHOCUMOTO yIIepOa yrpo3bl ASNSTCS Ha. ..
OTtBeT: 00111UE, JTOKATbHBIC, YACTHEIC

3ananme 10. CreneHp AOCTYMHOCTH MH(POPMALIUH, IPU KOTOPOH aHTPOIIOTEHHBIN MCTOYHUK yTPo3
UMeeT MOJHBI JOCTYN K TEXHHYECKUM M INPOrpaMMHBIM CpeiCcTBaM O0OpabOTKH 3aluinaeMon
UH(OPMALINH, Ha3bIBACTCA. . .

OTBeT: BbICOKas CTENEHb JOCTYITHOCTU



3ananme 11. CreneHb AOCTYMHOCTH MH(POPMALIUHU, IPU KOTOPOM aHTPOIIOTE€HHBIN HCTOYHUK YTPo3
MMeeT OYeHb OIPAaHMYEHHYI0 BO3MOXKHOCTH JOCTyNHa K TEXHHUYECKUM CPEJICTBAM M IMPOTPaMMaM,
00pabaThIBaIOIIMM 3aIIUIIAEMYI0 HH()OPMAIIHIO, HA3bIBAETCH. ..

OtBeT: HU3Kasl CTENEHb JIOCTYITHOCTH

3aganue 12. COanaHncupoBaHHOE MPUMEHEHUE KaKUX METOJO0B TpedyeT 3p¢eKTuBHas MporpaMma
Oe3omacHoCTHA?
OtBer: TeXHUUECKUX U HETEXHUYECKUX METOIOB

3apnanmne 13. B mporecce BHEIpEeHUS M COMPOBOXKICHUS OE30MaCHOCTH 3aadyeil PyKOBOJICTBA
SIBJISICTCHL. . .

OTBer: noaepxKa, ONpEACIICHUE LIEJIN U TPAaHULL, JeJIeTHPOBAaHUE TTOJTHOMOYHM

Bonpoc 14. Ha3oBure OpraHm3allMOHHYIO OCHOBY CHUCTeMbI oOecrneueHHus HH(OpMaIMOHHON
0€30MacHOCTH

OtBer: CoctaB cucteMbl obecriedeHuss HHGOPMAIMOHHON OE€30MacHOCTH  OmpeaesseTcs
[Ipesunentom Poccuiickoit @enepanuu.

OpraHu3allMOHHYI0 OCHOBY CHUCTeMbl oOecrneueHus HH(pOpMaMoOHHONW 0e30MacHOCTH
cocrapisitor:  Coser ®Denepauun  DenepanbHoro CobOpanuss  Poccuiickoit  denepaunu,
locynapctBennas [Iyma ®enepanbnoro Cobpanusi Poccuiickoit ®denepanuu, [IpaBuTenncTBo
Poccuiickoit ®enepaunn, Coser bezonacnoctu Poccuiickoit denepannu, (enepaabHble OpraHbl
UCTIONHUTENbHOU BracTH, LlenTpanbublii 0ank Poccuiickoit deneparun, BoeHHO-nipoMblIIIeHHAs
komuccus Poccniickoit @enepanuu, MeEKBEIOMCTBEHHBIE OpraHsbl, co3gaBaeMble [Ipe3mpeHTOM
Poccuiickoii ®enepanuun u IIpaBurensctBoMm Poccuiickoii denepanuu, Opraibl UCIOJHUTEIBHON
BiIacTu cyObekToB Poccuiickoii ®enepanuu, opraHbl MECTHOTO CaMOYIPAaBIIEHUS, OpraHbl
CyZeOHOM BIIacTH, MPUHUMAIOLINE B COOTBETCTBUHU C 3aKOHOAATeNbCTBOM Poccuiickoit denepanun
ydacTue B pEUICHHUH 3a/1a4 110 00eCTIeYeHNI0 NH()OPMAIIMOHHON O€30ITaCHOCTH.

Bonpoc 15. Ha3zoBute y4acTHUKOB CUCTEMBI 00ecnieueHNs NH(OPMALIMOHHON OE€301MacCHOCTH
OtBer: VYyacTHUKaMU cHCTEeMbl oOecneueHus HH()OPMAIMOHHOW O€30MacHOCTH  SIBJISIOTCS:
COOCTBEHHUKH OOBEKTOB KPUTHUYECKOH WH(GOPMAIIMOHHONH HH(MPACTPYKTyphl W OpraHU3allHH,
JKCIUTyaTUPYIOUIME Takue OOBEKThl, CpPEACTBA MAacCOBOM HHGPOpPMAlUM U  MAaCCOBBIX
KOMMYHHKAIIMA, OpPraHU3alUu JCHEeKHO-KPEIUTHOH, BATIOTHOW, OAHKOBCKOM W WHBIX cdep
(MHAHCOBOIrO pBIHKA, ONEPATOpPhl CBA3M, ONEPATOPhl MH(POPMALMOHHBIX CHCTEM, OpraHHU3alluy,
OCYLIECTBIISIOLIME JESATENBHOCTh IO CO3JIaHUI0 M BKCIUTyaTallMd HHQMOPMAIIMOHHBIX CHUCTEM U
ceTel CBsI3uW, MO pa3paboTKe, TMPOM3BOJACTBY M IKCIUIyaTallMd CPEACTB  oOecredeHus
WHPOPMAITMOHHOK 0€30MaCHOCTH, 10 OKa3aHHWI0 YCIyT B obnactu obecriedeHuss WHGHOPMAIMOHHON
0€30I1aCHOCTH, OpraHM3allid, OCYILECTBIIAIOLIME OOpa30BaTENbHYIO JEATEIILHOCTh B JIaHHOU
o0acTH, OOIECTBEHHBIE 0OBEAMHEHNSI, HHbIE OPTaHU3alUU U TPaXkJaHe, KOTOPbIE B COOTBETCTBUU
¢ 3aKoHozaTenbcTBOM Poccuiickoit denepanun y4acTBYIOT B PELICHHUU 3ajad MO 00ECledeHUI0
MH(POPMALIMOHHON 0€30MacHOCTH.

Komnetenmus ITK-5 Crioco6eH o0ecrieunBaTh Ka4ecTBO Pa3pabOTKu HHPOPMAITMOHHBIX CUCTEM.
OOyuarommiicss 3HaeT: BO3MOXKHBbIE PHUCKH, BO3HHMKAIOLIUe Npu padoTe ¢ HMH(OPMALMOHHBIMU
CHUCTEMaMH B OpraHU3al1H.

OOyuaromuiicss ymeeT: NpPUMEHSATh UUGPOBBIE W OTpaAcieBble TEXHOJOTHHM JMJIs IMPOBEIEHUs
aHaJIM3a PUCKOB pabOTHI HHPOPMAIIMOHHBIX CUCTEM.

OO0yuarommiics BjIajieeT: HaBbIKaMU aHaJIM3a PUCKOB PabOThl HH(POPMAIIMOHHBIX CHCTEM.

33}]3}[]/[6 1. HaI/IquHII/IM OIMMMCAHUEM KOJIMYCCTBCHHOI'O aHaJIn3a PUCKOB SABJISACTCS

a) AHanu3, OCHOBAHHBIN Ha CIIEHAPUSX, MPEJHA3HAYCHHBIN IS BBISBICHUS PAa3IMYHBIX YIPO3
0e30macHOCTH

0) MeTto/, UCTIONB3YEeMBbIi JIsl TOUHOM OIIEHKH MOTEHIMAIBHBIX TOTEePh, BEPOSTHOCTH MOTEPh
U PUCKOB

B) MCTO,[[, COMNOCTABIISIONINM JEHEKHOE 3HAYCHHUE C KaKIbIM KOMIIOHEHTOM OLICHKH PHUCKOB



r) Meron, 0OCHOBaHHBIN Ha CYXICHUAX U HHTYHULIUH
OTBeT: B.

3aganue 2. [loTeHunanbHas BO3MOXKHOCTb HENPABOMEPHOIO WM CIIy4alHOrO BO3IECHCTBHS Ha
00BEKT 3alUThl, MPUBOASILIAS K TOTEPE WIN pa3rialleHno HHpopmanuu

a) aTaka

0) yrposa

B) ySI3BUMOCTh
OTser: 0.

3aganue 3. Kakas kareropus siBisieTcs HauOosee PUCKOBAHHOM JJIi KOMIIAHUU C TOYKH 3pEHUs
BEPOSITHOI'O HAapyLIEHUs1 0€30aCHOCTH
a) CotpyaHuku

0) Xaxkepbl
B) KontparenTs! (;uia, paboTaromiye mo J0roBopy)
OTser: a.

3azla}me 4. EcTecTBCHHEIC YIpO3bl 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I BbI3BAHBbI

a) JeSATETLHOCTHIO YEIOBEKa

0) omubOkamu npu npoektupoBannn ACOU, ee sneMeHTOB wiu pa3paboTke MpOrpaMMHOTO
obecrieueHus

B) BO3JICHCTBUSIMU OOBEKTHBHBIX (PU3NYECKUX MPOILECCOB WU CTHUXUUHBIX MPUPOTHBIX
SIBIICHHH, HE3aBUCSIIINX OT YSJIOBEKa

T) KOPBICTHBIMU YCTPEMIICHUSIMU 37I0YMBIIITIECHHUKOB

) omMOKaMu Npu ASHCTBUSIX NIEpcoHalIa

OTser: B.

3aganue 5. VckyccTBeHHBIE yTpo3bl 0€30MaCHOCTH HH(OPMAIIMK BHI3BAHbI
a) JeSTETLHOCTHIO YEIOBEKa

0) omunbOkamu npu npoektupoBannn ACOU, ee snemMeHTOB winu pa3paboTke MpOrpaMMHOTO
obecreueHust

B) BO3JICUCTBUAMH OOBEKTUBHBIX (PU3UYECKHX IMPOIECCOB WM CTUXUHHBIX TMPUPOIHBIX
SIBIICHHH, HE3aBUCSIIINX OT YSJIOBEKa

T) KOPBICTHBIMU YCTPEMJICHUSIMH 3710YMBIIIEHHUKOB

) olMOKaMu Npu ACHCTBUSIX IEpCcOHAIa

OTtBert: a.

3aganue 6. K oCHOBHBIM HENpeJHAMEPEHHBIM HCKYCCTBEHHBIM yTpO3aM aBTOMaTU3UPOBAHHON
cucTeMbl 00pabOTKH HH(OPMAITH OTHOCHTCS

a) duznyeckoe pa3pyiieHIe CUCTEMBI ITyTeM B3PbIBa, MOJHKOTa U T.1I.

0) nepexBaT MOOOYHBIX SJIEKTPOMArHUTHBIX, aKyCTHYECKUX U IPYTUX U3TyYSHUH YCTPOUCTB U
JIMHUH CBSA3H

B) U3MEHEHHUE PEKUMOB paOOTHI YCTPOMCTB HITH MPOTpamMMm, 3a0acToBKa, caboTax MepcoHaa,
IMOCTAHOBKA MOIIHBIX aKTUBHBIX ITOMEX M T.II.

T) YTCHHE OCTATOYHON MH(POPMAIH U3 ONIEPATHUBHON MAMSTH U C BHEIITHUX 3aITOMHHAFOIIIAX
YCTPOMCTB

) HEYMBIIIJICHHBIE IEUCTBUS, MPUBOISAIINE K YACTUIYHOMY MJIM TIOJTHOMY OTKa3y CUCTEMbI WU

pa3pyIICHHUIO anapaTHBIX, MPOrPaMMHBIX, HH)OPMAIIMOHHBIX PECYPCOB CHCTEMBI
OTtBer: a.

3aganue 7. HauGonee pacnpocTpaneHsl yrpo3bl HHGOPMALMOHHON O€301MacHOCTH KOPIOPAaTUBHOM
CHUCTEMBI

a) [Tokynka HenuieH3nonHoro I10
0) OmunbOKy SKCIUTyaTallly ¥ HEYMBIIUIEHHOTO W3MEHEHHS peKuMa paboThl CUCTEMBI
B) Co3HaTenbHOIr0 BHEPEHUS CETEBBIX BUPYCOB

OTtBer: 0.



3aganue 8. VctouHuk yrpo3sl HH(GOpMaLMOHHON 6€30MaCHOCTH, ONpeesieMble
TEXHOKPATUYECKOM 1eATeIbHOCThIO YEJIOBEKA U PA3BUTHEM IIUBUIN3ALINU

a) TEXHOT€HHBII HCTOUHUK
0) aQHTPOIIOTE€HHBIN HCTOYHHUK
B) CTUXUMHBIN HCTOYHUK
Ortser: a.

3apanme 9. [Ipu npoBeneHNM aHAIW3a PUCKOB CIIEIYET NPUBJICKATh CIIEHUATIUCTOB U3 Pa3IUYHBIX

MoApa3IeTICHUN KOMITAHUU

a) Uto0s! yOauThCsl, YTO TPOBOAUTCS CIIPABEINBAs OLIEHKA

0) Ot10 He TpeOyetcs. [l aHamu3a pUCKOB CIIeyeT MPUBIIEKATh HEOOIBIIYIO TPYTIITY
CHEIHMAIMCTOB, HE SBISIOUINXCSA COTPYIHUKAMH KOMITAHUH, YTO MO3BOJIUT 00ECIICYHTh
OeCIpHUCTPACTHBIN M KAYECTBEHHBIN aHAIN3

B) [TockonpKy 110U B pa3IMuHbIX NOAPa3AEICHUIX JIy4llle TOHUMAIOT PUCKH B CBOMX
MO/IPa3/ICNICHUAX U CMOTYT MPEIOCTABUTh MAKCUMAJILHO MOJHYIO U JIOCTOBEPHYIO
uHGOPMAIIUIO JUIS aHATH3a

r) [TockonpKy 01 B Pa3IMYHBIX MOIPA3AEICHUAX CAMU SBJISAIOTCS OJHON U3 IPUYHUH PUCKOB,
OHHM JIOJKHBI OBITh OTBETCTBEHHBI 32 UX OLECHKY
OTtBer: B.

3amanue 10. KonmnuecTBeHHBIN aHAIN3 PUCKOB B YUCTOM BHJE HE JOCTHXUM

a) OH TOCTHXUM U UCTIOIB3YETCS

0) OH npucBanBaeT ypoBHU KPUTUYHOCTH. VX CII0KHO TIEpEeBECTU B ACHEKHBIN BUT
B) DTO CBI3aHO C TOYHOCTHIO KOJUYECTBEHHBIX 3JIEMEHTOB

r) KosudecTBeHHBIC H3MEPEHUS TOJDKHBI IPUMEHSTHCS K KAYECTBEHHBIM 3JIEMEHTAM
OTtBeT: I.

3AJJAHMA OTKPLITOI'O TUITA

3aganme 1. Ecny HMCHONB3YIOTCS aBTOMATU3MPOBAHHBIE WHCTPYMEHTHI Ui aHAJIM3a PHCKOB,
1I04YeMy BCE PaBHO TpeOyeTCsl TaK MHOTO BPEMEHH IS TPOBEICHHS aHAIH3a?
OtBer: MHOro HHPOPMALIUU HY>KHO cOOpaTh U BBECTU B IPOrpPaMMy

3apanme 2. OCTAVE, NIST 800-30 u AS/NZS 4360 sBnstoTcs pa3ivyHBIMH MOAXOJAMH K
peanu3aiyy yrpaBiIeHUs] pucKaMu. B 4eM paznmudus Mexy STHMH METOIaMu?
Otset: NIST u OCTAVE opuentupoBansl Ha UT

3ananme 3. Korma menecooOpa3HO HE MNpeANpUHUMATh HHUKAKMX JEUCTBHH B OTHOIICHUH
BBISIBJICHHBIX PHCKOB?
OTBeT: Korz[a CTOUMOCTB KOHTPMEP NPEBLIMACT HEHHOCTh AKTHBA U TOTCHIWAJIBHBIC ITOTCPU.

3aganue 4. HanGonee BaxxHON TEXHUKO MpU BEIOOpE KOHKPETHBIX 3AILUTHBIX MEP SBISAETCS
OtBet: aHayIn3 3aTPaT / BHITOAbI

3ananme 5. OnuiuTe LEIb pacyeTa 0’KUAaeMBbIX CpeIHEro10BbIX noteps (ALE)
OtBet: OLEHUTH NOTEHIMATIBHBIE TOTEPU OT YTPO3bI B TO]

3apanmne 6. Metos aHayiM3a pUCKOB MBITAETCS OMPEACIUTD, T/I€ BEPOSTHEE BCETO MPOU30UIET. . .
OtBer: AHanu3 c60eB U JePEeKTOB

Bonpoc 7. JlaiiTe KpaTKyl0 XapaKTEpUCTHKY METOJMKaM OLIEHKH PHUCKOB HH(OpMaIMOHHON
0e301acHOCTH

Ortser: Ha cerogusmnunii neHs cymectyeT KonnuectBeHHble 1 KauecTBEHHbIE METOJUKN OLEHKU
PUCKOB MH(POPMAITMOHHOMN 0€3011aCHOCTH.

KonnuectBeHnHble. Mcnonb3yloTcs ¢ LENbIO PacdeTOB KOHKPETHBIX BEJIMYMH, BBIPA)KEHHBIX B
YHUCJIOBBIX 3HAYEHUSX, IIPOLIEHTAaX.

KauecTBennble. OCHOBBIBAIOTCS Ha NPUCBOEHUU PHUCKY ONPEIEIIEHHOIO PaHra COIJIACHO CHUCTEME
LIEHHOCTEH: 0aJIjIbl, CTCIICHH.



Bonpoc 8. J[laiite kpaTkyio XapakTepucTtuky Koauuecmeennoii memoouxe OYeHKU PUCKOS
nH(pOpPMaLIMOHHON OE30MMaCHOCTH

OtBer: KonnuecTBeHHBIE METOAMKH HCIOJIB3YIOTCS C LIEJIBI0 PAacYeTOB KOHKPETHBIX BEIUYHH,
BBIPQKEHHBIX B YHCJIOBBIX 3HAYEHUSX, TPOLIEHTAX.

OHu onuparoTcs HAa CPAaBHEHUE C ATAJIOHHBIMU BEJIMYMHAMM, KOTOPBIE 3apaHEE U3BECTHBI U
npuemiieMbl. [Ipy KOIMYECTBEHHOM MOJAXOJ€ KaXXIAOMYy BUAY PHCKa IMPHUCBAMBAETCS KOHKpPETHas
BEJIMYMHA, MapaMeTpbl, BBIPAXKECHHBIE B JICHE)KHBIX, BPEMEHHBIX 3KBHBAJEHTaX. JTO oljerdaer
NOHMMAaHUE CUTYallud, MO3BOJIAET OIIEHUTh BO3MOXHBIA yIIepd, pacxoabl Ha oOecredeHue
3alUTHBIX MEP, JOJII0 PE3EPBOB, KOTOPHIE MPUIETCS 3a1€HCTBOBATD.

Jliia Hayasia HeoOXOUMO MPOBECTU OIIEHKY BCeX MH(GOPMALMOHHBIX aKTMBOB KOMITAHWUU B
JEHE)KHOM 3KBUBAJICHTE Ul IOHUMAaHMSI UX BaXKHOCTH Y KPUTUYHOCTH.

Ilocne »TOro mHpPOBOAUTCS OINpPENEIEHUE BEIMYUH BO3MOXKHOIO yiuepba B cilydae
KOHKPETHBIX PHUCKOB U OT/AEIbHBIX HHPOPMALMOHHBIX AKTUBOB.

Crnenyrouum 11aroM CTaHET pacyeT BEPOSITHOCTH HACTYIUICHUS Ka)KJ0W BO3MOXKHON yTrpo3bl
B OTHOIIIEHUU aKTHUBOB.

Jlaniee paccUMTHIBAIOT CyMMApHBIH MOTEHUUAIbHBIA YHIEpO A KaXI0ro BHAA yrpo3 ¢
IPUBA3KON K KAKOMY-TO BPEMEHHOMY IIEPHOY.

B KOHIIE BBIMOJIHAIOT aHAIN3 COOPAHHBIX JIAHHBIX M OMPEENIAIOT KOJIMUECTBEHHBIH pa3mep
yuiep6a NpUMEHUTENBHO K KOHKPETHON yrpo3e.

Bonpoc 9. [laiite KpaTKyl0 XapakTepUCTUKYy Kauecmeennoti memoouxe OYeHKU pPUCKO8
nH(GOpPMaIIMOHHOM 0€3011acHOCTH
OtBer: KauecTBeHHblE METOJUKU OCHOBBIBAIOTCSI HAa NMPHCBOCHUM PHUCKY ONPEAEICHHOIO paHra
COTJIACHO CHCTEME IIEHHOCTEH: OalIbl, CTETICHH.
¢ (CHauana BBICTaBJISIETCS OLEHKA [IEHHOCTH MH()OPMAIIMOHHBIX aKTHBOB.
¢ [loToMm paccuuTBIBa€TCS BEPOATHOCTH HACTYIIJICHUS YIPO3bI 110 OTHOILIEHUIO K aKTHUBY.
e Jlanee pacCUMTHIBAIOT BEPOATHOCTh peaTU3alMM YIpo3bl, MPUHHMAs BO BHHUMAaHHE
JEHCTBYIOIINE 3AIUTHBIE MEPBI.
e Jlocne 3TOrO JenaeTcst BBIBOJA O pa3Mepe pHCKa, UCXOAs U3 IEHHOCTH KOHKPETHOTO aKTHBa,
a TaK)Ke BEPOSITHOCTH HACTYIICHUS PHUCKa.
¢ B KOHIE NPOBOJIUTCS aHAIMU3 M BBICTABISETCA OLICHKA B OTHOIIEHUH KaKJIOW yrpo3bl,
BEJIMYMHBI PUCKA (IOMYCTUMO / HE JOMYCTHUMO, yJIOBIECTBOPHTEIHHO / XOPOIIO / OTIMYHO,
HU3Kas / cpeHsisi / BBICOKA U T.JI.).
e Taxxe pa3pabaTbIBalOTCS 3aLUTHBIE MEPHI MO KAXKIOW yrpo3e JUisl CHUKEHUS BEIMYUHBI
yiepoa.

Bonpoc 10. YUto 10KHO yUUTBIBATh IPU OLEHKE PUCKOB MH(OPMALIMOHHOM 06€3011acHOCTH:
OtBer: Hampumep, TOCT P UCO/M3K 27005-2010 npusbiBaeT pa3padbaTeiBaTh KPUTCPHH IS
OLIEHKU PUCKOB MH(OPMAIIMOHHON 0€30I1aCHOCTH C YYETOM:
— CTpPaTEerHyeCcKOl IEHHOCTH 00paboTKN Ou3HEC-MH(pOpMaIuy;
— KPUTUYHOCTHU 3aTPOHYTHIX HH(POPMALIMOHHBIX aKTHBOB;
— 3aKOHO/IaTEIbHO-HOPMATHUBHBIX TPEOOBaHMIA U IOTOBOPHBIX 0053aTENIBCTB;
— ONEPAaTUBHOIO 3HAUEHMs W 3HAUEHUs JuId OM3Heca JOCTYMHOCTH, KOH(UICHLMAIBHOCTU U
LEJIOCTHOCTH;
— OXKMJAHUSI M PEaKIMHU TPUYACTHBIX CTOPOH, a TaKXKe HETaTHBHbBIX IOCIEACTBUN JUIs
HEMAaTepHAJIbHBIX aKTUBOB U PEITyTAIUH.

Bonpoc 11. Jlaiite xmaccupuKalMio KOHUENIMAM (MOJENsM) YOpPaBICHUS PHCKAMU
nH()OPMAITMOHHOM 0€30MMacHOCTH
OrtBer: JIt0OBIMH pHUCKaMU MOXKHO YIIPABISTh U TEM CaMbIM CHU3UTH BO3MOXHBIN ymepOd OT MX
HacTyruieHHst. CyIIeCTBYIOT pa3IMdHbIe MOAXO0/bI, MOJICIHN ISl aHAJIH3a PUCKOB MH(POPMAIIMOHHON
0€30MMacCHOCTH, UX YIIPABICHUS:

[TpoueccHass Moxenb ympaBieHus puckamu. OCHOBBIBaeTCS Ha YETHIpEX 0a30BBIX
npoleccax: IUIAHUPOBAaHUE, peanu3anus, IpoBepka, aAciictBue. IIpencraBnser HeNpepbIBHBIA
nporecc.



Monens FRAP (Facilitated Risk Analysis Process) — cocTOUT B KadeCTBEHHOH OLIEHKE
puckoB. Kak nmpaBuio, UCIONB3YIOTCS aBTOMAaTU3UPOBAaHHbBIE HHCTPYMEHTHI aHATN3a.

Monens CRAMM (CCTA Risk Analysis & Management Method). Oto oauH u3 cambIx
3peJbIX, U3BECTHBIX M IIMPOKO HCIIOJIB3YEMBIX METO/I0B OLICHKH PUCKOB, KOTOPBIA OMHpaeTcs Ha
KOJIMYECTBEHHbIE U KAUECTBEHHbBIE METObl aHAJIN3A.

Mogaens OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation),
OCHOBAHHAs HA KAYECTBEHHON OLIEHKE PUCKOB MOJEIb.

Bompoc 12. JlaliTe KpaTKyr XapaKTepUCTHUKY IPOLECCHOM MOJENM YIIPABICHUS PHUCKAMHU
UH(POPMALMOHHOM 6€30M1aCHOCTH

OtBer: IlpomeccHass Mozaenb yHpaBiICHUS PUCKAMU OCHOBBIBACTCS HA YETHIpEX 0a30BbIX
npoueccax: INIJaHUpOBaHKE, pealn3alys, IPOBEpKa, IEHCTBUE.

[1nanupoBaHue BKJIIOYAET BHIOOP MOJIMTHUKH, METOJIOB YIPABIICHUS PUCKAMHM, IPOBEIACHUE
OLIEHKM MH(OPMAIIMOHHBIX AaKTHBOB, (opMHUpoBaHUE HpoduiIel yrpo3 M HUX JalbHEHIIYIO
00paboTKy.

Ha »stame peamuzanuu (MoJenM) BBINOJHSAIOT pa3BEPThIBAHUE CUCTEM O€30MaCHOCTH
COIIACHO HAMEUEHHOMY IUIaHy (BHEIPSIIOTCS 3aIUTHBIE MEPHI).

IIpoBepka CBOOMTCS K  BBINOJHEHHIO  MEPOIPHUATHH, KOTOpbIE  IOATBEPKAAIOT
3¢ ()EeKTUBHOCTh MPUHATHIX MEp, MOJHOLEHHYI padOTy MEXaHU3MOB KOHTPOJIS 3alUIIEHHOCTH
UH(pOpMaLIUK.

JleiicTBHE 3aKiIt0YaeTCs B YAYUYIIEHUH B TOM YHUCJIE YIIPABICHYECKUX MPOLECCOB HA OCHOBE
NOJY4YEeHHBIX JaHHBIX 3Tana [IpoBepku (MOHMTOpHMHra, ayaurta). MITorom cuuTaercss BHECEHHE
KOPPEKTHPOBOK, TONPaBOK B HOPMATHUBHYIO, PpETYJIUPYIOLIYI0 JOKYMEHTAlMI0 KOMIIAaHUH,
IIPUHATHE JOMOJIHUTENBHBIX 3alUTHBIX MEP.

Ilocne »srana [leiictBue mnpoucxomut mnepexox K dramy Ilmanuposanms. Monens
IIOBTOPSIETCSI 3aHOBO.

Bonpoc 13. JlaiiTe KpaTKyl XapaKTepUCTHKY MOJAEIN PHUCKOB HHQOPMAIIMOHHOW Oe30macHOCTH
FRAP (Facilitated Risk Analysis Process)

OtBetr: Mogens FRAP (Facilitated Risk Analysis Process) — cocTouT B KaueCTBEHHOW OIICHKE
puckoB. IIpu 3TOM aKIEHTHI PACCTABISIFOTCS B TOJB3Y JCTATHHOTO M3YUYCHHS] HH()OPMAIIMOHHOM
CHCTEMBI C MTOMOIIIbI0 aBTOMATU3UPOBAHHBIX HHCTPYMEHTOB, THIATEIBHON HICHTH(DUKALIUN YyTPO3 C
dbopMupOBaHUEM TOJIPOOHOTO CIHUCKA. B X0/e OIEHKH PUCKOB HWH(OPMAIIMOHHOW OE30MacHOCTH
TPOMCXOUT UX IPAJALUs COTJIACHO BEPOSITHOCTU HACTYIUICHHS U BEJIMYMHE YIIepOa.

Bonpoc 14. JlaiiTe KpaTKyl0 XapaKTepUCTHKY MOJEIU PUCKOB HHQOPMAIIMOHHON Oe30macHOCTH
CRAMM (CCTA Risk Analysis & Management Method)

OtBet: Mogens CRAMM (CCTA Risk Analysis & Management Method). Cuutaercst ogHuM 13
CaMBIX 3pENIbIX, HW3BECTHBIX M IIUPOKO HCIOIB3YEMBIX METOJOB OIIEGHKH PHUCKOB, KOTOPBIN
ONMMpaeTCcsl Ha KOJMYECTBEHHBbIE M KAuYE€CTBEHHBIE METOJbl aHaju3a. YAeNseT MOBBIIICHHOE
BHUMaHHUE OMpPECIICHUIO [eHHOCTH wH(opMmamnuu. Vcmonb3yer [uisi OlEeHKH yiiepOa OalbHYIO
CUCTEMY, TPYNIHUPYeT MH(POPMAIMOHHBIE PECYpPChl COTJIACHO THUIY YIPO3, BBIACISET OTHEIbHbIC
YPOBHHM YIpO3, yI3BUMOCTEM.

Bomnpoc 15. JlaiiTe KpaTKyr0 XapaKTepHCTUKy MOJETH PUCKOB HH(OPMAIIMOHHON 0e30macHOCTH
OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation)

OtBet: Mogens OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) —
OCHOBaHAa Ha KAYECTBCHHOW OICHKe puckoB. OHa BeleTcs B TPU dTama, TNe MPeABAPUTEIHHO
BBITIOJIHSICTCS TPYIIIa MEPOTIPUATHN, HANPABICHHBIX Ha CO3JIaHHE pPOJIeH, MIIaHMPOBAHUE PHCKOB.
KiroueBbIME MOMEHTaMHU B JJAHHOW MOJIENN SIBIISIIOTCS TIEPCOHANIbHAS pa3paboTKa Mpoduiist yrpos,
UCXONs W3 BUAAa WH(POPMALMOHHOTO AaKTHWBA, TOYHAs WACHTH(HKAIMA YSI3BUMOCTEH IO Bcel
UHPPACTPYKType, TMOAOOpP ONTUMAIBHBIX CTpaTerudd Juis oOecriedeHus HWHOOPMAIMOHHON
0€30MMacHOCTH.
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