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1. IEPEYEHHb KOMIIETEHIIUHI U DTAIIbI X ®OPMHUPOBAHUS B ITPOIIECCE

OBYYEHMA 110 JUCHUIIJIMHE

Onenounsle Matepuanbl (cpeactBa) chopmupoBanbl B cooTBerctBHH ¢ PI'OC BO -

OakanaBpuar

HaITpaBJICHUIO

IIOArOTOBKH

09.03.03

«IIpuknannas

uH(pOpMaTHKaY,

YTBEp)KICHHBII MpHKa3oM MuHucTepcTBa 00pazoBaHus M Hayku Poccuiickoit denepamuu ot
19.09.2017 Ne 922 ¢ uzmenenusimu u gonoiaHeHusiMmu ot 26.11.2020, 08.02.2021). B cooTBeTcTBUI
C MaTpuLeil KOMIETEHIUI OCHOBHOW NpoQecCHoHaIbHON 00pa3oBaTenbHOM mporpamMmel «Jlu3aiin

U pazpaboTka HHU(POBBIX MPOTPAMMHBEIX MPOIYKTOBY»

(ypoBeHp OakanaBpuara) B Ipolecce

oOyuenuss no aucuurimHe <« HpopmanuoHHas O0€30MacCHOCTB» MPOUCXOAUT (OPMHUPOBAHKE

3aKpEIUICHHBIX 33 JHCIUILIMHOW KOMIIETeHIIMH oOydJarommxcs. OneHka CcHOpMHUPOBAHHOCTH
KOMIICTCHIIMIA Ha Ka)KJIOM 3Tarie 00y4YeHHs MPOUCXOJMT Yepe3 OLECHKY IUIAHUPYEMBIX PE3yJIbTaTOB
00y4eHus Mo TUCIUILIMHE (3HAHUI, YMEHHH, HABBIKOB).

Pesynbrarsl Muaukatopel [TImanupyembie pe3ybTaTsl Otarnsl OrneHounoe
OCBOCHUS JOCTHKEHHS 00y4eHus [0 AUCLUIUIIHE (hopmupoBaHus CPEZICTBO
00pa30BaTeILHOM KOMITETEHITNIA KOMIIETEHIH
[IPOrpaMMBbl (cemecTpbI ¥ TEMBI)
(KOMIIETCHITIH)
YK-8 -Criocoben | YK-8.3. - 3HaTh: 6 cemectp - YCTHBII
co37aBaTh U ObecnieunBaet - HOpMaTuBHO-TIpaBoBhle | Tema 2. CTaHAapThl | OIPOC MO
NOJIEPKUBATh B | TIEPCOHATILHYIO OCHOBBI uHQOpMaIMOHHOH | Teme 2,6,7,
MTOBCETHEBHOM UHPOPMALUOHHYIO UHPOPMATIOHHON 0e30macHOCTH 9
JKU3HH U B 0e301macHOCTh B 0e30MacHOCTH B Tema 5. -TIpOBepKa
npodeccroHanbH | UdpPOBOI cpeze, B Poccutickoit I[IporpaMMHO- BBITOJTHCHU
Oli IEATENLFHOCTH | TOM YHCIe Oenepanuu; almapaTHoe S
Oe3omacHbIe CpeacCTBaMH - MeXIyHapOoIHBIC U T —— MIPAKTHYECK
yCIIOBUS KpHunrorpadpuu OTEYECTBEHHBIC HH(OPMAITHOHHO ux pabor
KHU3HEIESITEIHHO CTaHJapThl, N o TeMe
CTH IJIst periiaMeHTUPYIOIINE i GesonacnocTn 5,8,10
COXpaHEHUS pohecCHOHANBHYIO Tewma 6. -
PUPOIHON JIeSITEIIbHOCTD B Kpunrorpaguuiec | pyinonmenn
cpesl, obiactu Kasd 3amura € KypcoBO#
obecrieueHus nH(pOpMaITMOHHON MH(pOpMaLN paboThI
YCTOHYUBOTO 0e301acHOCTH; Tema 7. - YCTHBII
pa3BUTHS YMmers: OpranuzallioOHHO | OTBET Ha
o01miecTsa, B TOM - pa3pabaThIBaTh e obecIieYeHne 3adere
qucie npu MOJIUTUKY 3AIIUTHI - pelieHue
yrpose u MH(POPMAITUOHHOM MHpOpMALHH TIPAKTUIECK
BO3HUKHOBEHHUH 0e30macHOCTH Tema 8. Oro 3a/1aHus
Ype3BBIYAHBIX MPOTPaMMHBIX Ha 3a4ere
o NuxenepHo-
CUTyauui u MPOIYKTOB U -
BOEHHBIX OpraHM3alui ¢ OOpPOH TEXHUHCCKOC
KOH()JIMKTOB Ha HOPMATHUBHO- obecrieuenme
NpaBOBbIC JOKyMeHThI | SAIIUTBI
Buanern: HH(pOpMaLH
- HaBBIKAMHU Tema 9. CuctemMbl
JIOKYMEHTHPOBAHHS YIIPABJICHUS
UHIIUJICHTOB U UHGOPMAIMOHHO
Tiporeccos 11 6€30I1aCHOCTBIO
nH(pOpMaITHOHHON Tema 10.
Ge30macHoCTH. Oprasu3anioHHoe
yIpaBlicHHE
VMHIWJCHTaAMH
WHGOPMAITIOHHOM

0€30IMaCHOCTEIO




K-1 - 3HaTh: 6 cemectp - YCTHBIN
Crniocoben - TpeboBaHUs Tema 1. Beenenue | ompoc mo
BBISIBJIATH 0e30macHOCTH K B Temam 1,3,
MH()OPMAIIOHHBI MH()OPMAITOHHBIM nadopmanronnyo | 4,7,9
€ TIOTpeOHOCTH CHUCTEMaM; 0e301acHOCTb, -IIpoBepKa
I0JIb30BATEIICH U Ymern: YPOBHU €€ BBIIIOJTHEHU
COCTaBIIAITh - NIPOBOAUTH AHAIN3 obecnieyeHUs s
TEXHUIECKOE npeaMeTHoi obmactu u | Tema 3. MPaKTHYECK
3aJjaHue Ha BBIABIIATD Wudpopmanmonnsie | ux padbot
pa3paboTKy WHPOPMaIMOHHEIE YTPO3BI o TeMe
nudposoro YTPO3BI; Tema 4. 5,8,10
IIPOTrPAMMHOTO Baagers: Hupopmanuonsa | -
NPOJIYKTa - HaBBIKAMHU aHAIIU3a g GEe30MaCHOCTE B | BPITIOTHEHH
UH()OPMALTOHHBIX KOMITBIOTEPHBIX € KypcoBOH
PHUCKOB; CeTSIX pa6OTBIV
Tema 5. " yorie
OTBET Ha
[TporpammHuo- sauere
MK-1.1 - [TpoBoaut alllIapaTHOC - pelenue
o0cnenoBanue obecrieyenue MPaKTUYECK
opraHmauHﬁ, I/IH(bOpMaLII/IOHHO Oro 3aJ1aHMs
BBISIBIISIET 1 6e3omacHoCTH Ha 3ayeTe
nH(pOpMaLMOHHEIE TeMma 6.
noTpedHoCTH Kpunrorpaduuec
3aKa3umKa, Kasi 3aIITa
ﬁ;&%ﬁfgz uHdopmanuu
MHCTPYMEHTBI U Tema 7.
o0JIa4yHbIe PeLIeHUs OprannsaiuonHo
1151 c6opa M aHanmmM3a e obecrieyeHue
JTAHHBIX 3aIIATHI
UHpOpMALIUU
Tewma 8.
HNuxenepHo-
TEXHUYECKOE
obecrieueHue
3aIIATHI
UHpOpMALIUU
Tema 9. Cuctemsl
YIIPaBJICHUS
MH(OPMALIMOHHO
i1 0€30MacHOCTHIO
Tema 10.
Opranu3anuoHHO
€ yIpaBJICHUE
VHLHUJICHTaMHU
UH(POPMaAILIMOHHO
1 0€30MaCHOCTBIO
K-5 - NK-5.4 - 3HaTh: 6 cemecTp - YCTHBII
Crnocoben ObecneunBaer - CHOCOOBI U METOJBI Tema 1. Beenenue | ompoc mo
00ecreunBaTh 0€30IacCHOCTh obecrieucHuUs B Temam 1,3,
KadecTBO paboOTHl | paboThl HU(POBOTO “H()OPMAITMOHHON nH(popMarmonny | 4,6,9
¢ poBoro MIPOrPaMMHOTO 0e30macHOCTH B 0€e301acHOCTb, -IIpOBepKa
IPOTrPaMMHOTO MPOAYKTa KOMITBIOTEPHBIX CETSIX, YPOBHH €€ BBITIOJTHCHU
HPOIyKTa yIaJeHHBIE YTPO3bI U obecnieyeHust s
aTaky, OCHOBBI Tema 3. MPAaKTHIECK
KpHUnTorpaduaecKon Wudopmanmonnsie | ux padbot
3aIUThl HHpOpMALUH, YIPO3BI o TeMe
CIIOCOOBI YIIPaBICHHUS Tema 4. 5,8,10
UHIUICHTAMU Nudopmanuonna | -
UH(OPMALIMOHHOM g GEe30MaACHOCTE B | BPITIOTHEHH




0e301acHOCTH; KOMIBIOTEPHBIX

YMmerTh: CeTsIX

- ONpeNessTh U Tema 5.
000CHOBBIBaTh TIporpaMMHo-
OpraHu3aMOHHO- AlIapaTHOE
TEXHUYECKHE

obecrnieueHue
MEPOTIPHUSITHSI 10 3AIHTE
T PVIH(bopMam/IOHHo
HH(OPMAIHOHHBIX it 6e3omacHoCTH
CHUCTEMAX; Tema 8.

Baanern: I/IH)KeHepHO-

- HaBbIKaMH TCXHUYCCKOC
HUCIOJIL30BAHUS oOecIricueHue
UHCTPYMEHTAIBHBIX 3aIIUTHI
CPEJICTB 3aAIUTHI uHpOpMAaLUH
HH(OpMaLH B X071 Tema 9. Cucremsl
npodeccCHoHATBHOM yTIpaBIeHuS
JIeSTeTbHOCTH;

MH(OPMALIMOHHO

- HaBbIKaMU YIIPaBJICHUA o
. 11 0€3011aCHOCTRIO
“H(HOPMAITHOHHON Tewma 10.
6e30IacHOCTH; Opranu3aiMoHHoO

€ yIpaBIICHHUE
WHIIUACHTaMU
UH(GOPMaILIMOHHO
1 6€30MaCHOCTHIO

€ KypcoBoi
paboThl

- YCTHBI1
OTBET Ha
3auere

- peleHne
MPaKTHYIECK
Oro0 3a7aHns
Ha 3aueTe

2. OHEHOYHBIE MATEPHAJIBI (CPEJACTBA) VI TEKYIIEI'O KOHTPOJIA U
OIIEHKH 3HAHWI, YMEHUH, HABBIKOB, OGECIIEUHUBAIOIINX
®OPMHUPOBAHUA KOMIIETEHIIUI B IPOIIECCE OBYUYEHUS 11O JUCIUILIUHE

YcTHbIe onpochl
Bonpocuwl 011 nposedenus ycmuoeo onpoca

no meme «Bseoenue 6 ungopmayuonnyro 6€30nacnocms, yposHu ee obecneyeHusy

Teopus 3ammtel nHGopManuu. OCHOBHBIE HAIIPABIICHHUS.
O6ecneyenue nHGOPMAITMOHHON O€30MTACHOCTH M HATIPABJICHHUS 3aIITUTHI.

KommuiekcHocTs (1ien1eBasi, ”HCTpyMEHTalbHasl, CTPYKTYpHasi, pyHKIIMOHAIbHAS,

BpEMEHHas).

TpeboBaHMs K cucTEMe 3alUTHI HH(OPMALIHH.
VYrpo3sl uHpopmMarum.

Bunel yrpo3. OCHOBHBIE HapyILLIEHUS.

XapakTep MpOUCXO0XKACHUS yTPO3.

Hcrounuku yrpos. IIpeanocbuiky nosiBIEHUs yIpos.
Cucrema 3auThl HHPOPMAIUH.

. Kimaccel kaHa0B HECaHKIIMOHUPOBAHHOTO MOTY4YeHHsI HH(DOPMALIHH.
. Ilpu4anHbI HapyIIEHUs LETOCTHOCTH HH(OPMALIHH.

. MeTtonbl 1 MOJeNM OLIEHKH YS3BUMOCTU MH(DOPMALUH.

. Obast Mozienb BO37IeMCTBUS HA HHPOPMALIUIO.

Bonpocwi nnst nposedenus ycmuoz2o onpoca
no meme « Cmanoapmol UHGOPMAYUOHHOU OE30NACHOCMUY

OO6m1as Mozens poliecca HapyeHus PU3HUECKOM EeTOCTHOCTH UH(POPMALIUH.
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CTpykTypupOBaHHas cCXeMa IMMOTCHIIMAIIEHO BO3MOKHBIX 3JI0YMBIIICHHBIX ACHCTBUI B
ABTOMAaTHU3UPOBAHHBIX CUCTEMaX 00paOOTKH TaHHBIX.

MeTtononoruyeckue NoaxoAbl K OIIEHKE YSI3BUMOCTH HHPOpMAIUH.

Mopenb 3aIMThl CUCTEMBI C TTOJTHBIM MEPEKPBITUEM.

PexomeHa1uy no UCMOIb30BaHUIO MOIEIICH OLICHKH YSI3BUMOCTH HH(OpPMAIIHH.
JlonyiieHus B MOJENAX OLICHKH YSI3BUMOCTH HH(OpPMAIIHH.

Mertoap! onpeneneHus TpeOOBaHUH K 3a1uTe HHPOPMALIUH.

®dakxTopbl, 00yCIaBIUBaONIIE KOHKPETHBIE TPEOOBAHMS K 3aIIUTE, O0YCIIOBICHHBIC
crenugpuKoil aBTOMaTU3UPOBAHHON 00pabOTKH HHPOPMAIIIH.

Knaccudukanus TpeboBaHuil K CpecTBaM 3alUThl HHPOPMAIIHH.

. TpeGoBaHus K 3alIUTE, ONPEACIsieMble CTPYKTYPO aBTOMAaTU3UPOBAHHON CUCTEMBI

00pabOTKH JTaHHBIX.

TpeboBanus K 3amure, 00yciIaBIuBaeMble BUIOM 3alMIaeMOil HH(OpMAIIHH.
TpeboBanust, 00yciaBiMBaeMble, B3aUMOACHCTBUEM I0OJIb30BATENS ¢ KOMILIEKCOM CPEJICTB
aBTOMAaTHU3aLUHU.

Crangapt CILIA «Kputepuu oLieHKHM rapaHTUPOBAHO 3aIIUIIEHHBIX BHIYMCINUTENbHbBIX
cucTeM B HHTepecax MuHHcTepcTBa 000poHbl CLIIAY». OCHOBHBIE MTOJIOKEHHUS.
PykoBoasiem nokymente ['ocrexxkomuccun Poccun «Knaccudukanus
aBTOMAaTH3UPOBAHHBIX CUCTEM U TpeOOBaHUI 10 3aluTe HHPOPMALUN, BBIITYIIEHHOM B
1992 rony. Yacts 1.

Kitaccel 3a1uIeHHOCTH CPEACTB BBIYMCINTENBHON TEXHUKNA OT HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

Bonpocwl ona nposedenus ycmnoeo onpoca
no meme «HMnugopmayuonnvle yeposol»

[aiite onpeneneHne NOHATUN «yTPO3a», KySI3BUMOCTbY U «aTaKay.

Kakue knaccudukanuonssie cxeMsl yrpo3 b Bam u3BecTHBI?

[Iepeunciure ucrounuku yrpos Ub.

HazoBuTe KaHanbl NPOHUKHOBEHHS B aBTOMAaTU3UPOBAHHYIO CUCTEMY U YTEUKH
UH(pOpMaLIUY.

Kakue dakrops! nexar B o0CHOBE (HOPMHUPOBAHHS MOJCIIA HAPYIIUTEIS?
KaxkoBsI 11e511 pa3paboTku Mojienelt yrpo3 u HapyuIuTenei?

B dem pasnuia Mex 1y HapyIIUTENEeM U 3JI0YMBIIIIEHHUKOM?

@OyHKIUY U 33724y 3aILUThl HHPOpManuu. OCHOBHBIE OJOXKEHHU MEXaHU3MOB
HENOCPEICTBEHHOM 3alIUThl U MEXaHU3MbI YIIPABICHHUS MEXaHU3MaMHU HEIIOCPEICTBEHHOM
3aIUTHI.

Metoab! popMupoBaHUs PYHKIUI 3aIIUTHI.

Co0bITHS, BOSHUKAIOUINE TPU GOPMUPOBAHUHU (YHKIUI 3aIIUTHI.

Bonpocwi 0na nposedenus ycmuoeo onpoca
no meme « Mngpopmayuonuas 6e30nacHocms 8 KOMNbIOMEPHBIX Cemsx»

B dgem 3akmrodaeTcss OCHOBHAS InpuirHa nmpeaoCTaBJICHUA CJ'Iy>K6 MOJIb30BaTEIIAM ?

[ToueMy cucTeMbl, K KOTOPBIM OCYILECTBIISETCS TOCTYI U3 BHEIIHEN Cpelibl, HE MOTYT
TM0JIb30BATHCA MOJIHBIM JI0BepreM?

[Touemy npotokon ICMP sBinsieTcss BaXXHbIM KOMIIOHEHTOM CETU?

CKONbKMM BHYTPEHHUM CHCTEMaM pasperiaercs ucnoib3oBatb NTP B untepuere?
MosxHo 11 paccMaTpuBath ncrosib3oBanue SSH kak peanuszanuo VPN?
[Touemy nonp3oBaTenbckue VPN TpeOyroT cTporoit ayreHTH(GUKAITIN?
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MoskeT 1 mmdpoBaHue TOJTHOCTHIO 3AIIMTHTH TAaHHBIE, TIepenaBaembie yepe3 VPN.
C uyeM HE0OXOAMMO KOMOMHHPOBATH MOJUTHKY, YTOOBI 00ecteunTh 6e30macHocTh VPN?
SIBsieTcst M OJIMH U3 TUIIOB MEXKCETEBBIX IKPaHOB OoJiee O€30MacCHBIM, HEXKENU APYroit?

. Uto MexceTeBoi 9KpaH MMPUKIATHOI'O0 YPOBHA IO YMOJIYAaHUIO ACIACT C BHYTPCHHUMU

aapecamu?
B 4yem cx01cTBO MEXKCETEeBOro SKpaHa ¢ (puiabTparrel NakeToB U MapupyTu3aropa’?

Bonpocwl ona nposedenus ycmnozeo onpoca
no meme «lIpocpammmno-annapammuoe obecneyenue UHGOPMayUoHHOU OE30NACHOCUY

[TonsiTHe yrpo3sl 6€30MaCHOCTH KOMITBIOTEPHOM CUCTEMBL. METOIbI «B3JI0May» KOMITbIOTEPHBIX
CHCTEM.

3amuTa KOMIBIOTEPHON CUCTEMBI OT «B3J0May. [IporpaMMHbIe 3aKIIaKH.

MeTo/1bl YHUYTOXKEHUS WH(POPMAIIUU, XPAHUMON Ha SHEPTOHE3aBUCUMBIX HOCUTEISIX. Y POBHU
CTCIICHEH HaJACKHOCTH.

3ammTa mporpaMMHOTo ooecrnieueHus. [[peBeHTUBHBIE MEPHI 3aIUTHI.

3ammTa mporpaMMHOT0 ooecrnieueHus. CpeacTBa COOCTBEHHON 3aIlIUTHI.

3amura nmporpaMMHOTO obecrieuenus. CpecTBa 3alIUThl B COCTABE BRIYMCIUTEIBHON
CHCTEMEL.

3amuTa nporpaMmHoro obecredenus. CpeacTBa 3alluThI ¢ 3aIPOCOM HHPOPMAITHH.

3amuTa mporpammHoro obecriedenus. CpecTBa aKTUBHON 3aIUTHI.

3amuTa mporpammHoro obecriedeHusi. CpeJcTBa MacCUBHOM 3aIUTHI.

TexHooTHS 3aMUTHI HGOPMAIIMK HA OCHOBE: SJICKTPOHHBIX KITFOYEH, CMapT-KapT,
MEPCOHAIBHBIX UICHTH(PUKATOPOB.

[TpuHIMIIBI 1 METOBI CO3JaHMUS 3aAUIIEHHON ONEPAIMOHHON CUCTEMBI.

Ienu u cpencrBa 3amuTsl HHGOpMaIuu. TUnuIHBIN HA00p QYHKIIMOHAIBHBIX ITOJICUCTEM.
OcCHOBHBIE IPUHIIUIIBI Opranu3anuu 3amutel nHGopManuu ot HCJ] n obecrieuenus ee
KOH(PHUACHITUATBHOCTH.

Bonpocwi 0na nposedenus ycmuoeo onpoca
no meme «Kpunmoepaguuecxas sawuma ungopmayuuy

Uro sBasieTcst npeameroM Hayku Kpunrorpadus

IlepBas npakTudeckas peaau3alnys KpUNTorpapuu ¢ OTKPBITHIM KIFOUOM

Hcnonb3oBanue B KpunTorpapuu MOJIeIU OTKPBITOTO TEKCTA, YUYUTHIBAIOIINE 3aBUCMOCTb
OyKB TEKCTa OT MPeAbIAyIINX OYKB.

B uem cocrout npuHuunuansHoe oranunre HoBoro cranaapra I'OCT P 34.10 — 2001 nHa
asnroput™ popmuposanus 1 nposepku DI ot ctaporo OCT P 34.10 — 1994.

Ocnosnoii npunimn Keprogdca.

Yrto nmoHUMAaETCs MOJT KpUNTOrpahuIeCKUM MPOTOKOJIOM

B uem cocrout kpunrtorpaduueckas 3aada ooecreyeHus s eTOCTHOCTH.

MeTtobl ¢ 1enblo oOecrneueHus: ayTeHTU(hUKaun

Bonpocwl 0na nposedenus ycmnoeo onpoca
no meme « OpeanuszayuonHoe obecnevenue 3aujumol UHGOpMayuuy»

Mopeinb 3aIlMThl CUCTEMBI C ITIOJIHBIM IIEPEKPBITUEM.
PexomeHgamm no UCToONb30BaHUIO MOJETICH OIIEHKH YSI3BUMOCTH WH(OPMAIIHH.
JlonymieHus: B MOJIETISIX OIICHKH YSI3BUMOCTH WH(OPMAIIHH.



MeTtos! onpenenenns TpeOoBaHM K 3amuTe HHGOpMaIUK.

5. ®axkTtopsl, 00ycIaBIMBAIOIINE KOHKPETHBIC TPEOOBAHMS K 3aIIUTEe, 00YCIOBICHHBIS
crien (UKo aBTOMAaTU3UPOBAHHON 00pabOTKH HHPOPMAIIUH.

6. Kraccudukanus tpeOoBaHMii K CpeCTBaM 3aIIUTHI HHPOPMAIIUH.

7. TpebGoBaHus K 3aIIUTE, ONPEAEIsIEMble CTPYKTYpPOH aBTOMaTU3MPOBAHHOM CUCTEMBI 00pabOTKH
JTAHHBIX.

8. TpeboBanus K 3amuTe, 00ycIaBIMBaEMble BUIOM 3alUIAeMON HH()OPMAITIH.

9. Tpeboanusi, 0OycnaBiIMBaeMble, B3aUMOJICHCTBUEM TI0JIH30BATENS C KOMIUIEKCOM CPEJICTB
aBTOMATH3AIINH.

Bonpocuwl ona nposedenus ycmnozeo onpoca
no meme «Muoicenepno-mexHuueckoe obecneuenue 3auumsl UHGopmayuuy

1. Crpareruu 3auuTbl HUH(HOPMALHH.
2. CnocoOsI ¥ CpeCTBA 3alIUTH HHPOPMAITUH.
3. Cnoco0bl «abCONIOTHOM CUCTEMBI 3aLUTHIY.
4. ApxutekTypa cucTeM 3aiuThl nHpopmanuu. TpedoBaHus.
5. OOuemMeTo0I0rHYeCKUX IPUHIIUIIOB apXUTEKTYPhl CUCTEMBI 3aIUTHI HHGOPMAIIUH.
6. IlocTpoenue cpeacTB 3anUThl HHPOPMAIIUH.
7. Sapo CUCTEMBI 3aIlMTHI.
8. CeMmupyOexHast MOJIENb 3aIHUTHI.
Bonpocwi 0na nposedenus ycmuoeo onpoca
no meme « Cucmemvl ynpasnenus uH@GopmMayuoHHou 6e30nacHOCMbIO)
1. AmnHanu3 puckoB
2. ITlonutuka naopmManmoHHOM 0€30MacHOCTH
3. KoHuenuwus nHGOpMaIIMOHHON O€30MaCHOCTH
4. Joctyn B uH(popMannoHHble cucteMbl. [lomutuka nocryna. ®usnyeckuii JOCTYII.
5. Tloctpoenue ceTu. Y ganeHHbIN AOCTYIL.
6. HWHnuneHTsl. AKTUBBI, 4TO TpeOyeTcs 3aIUTUTh.
7. Mepsi 6e3onacHocTH B KoHTEeKCTe [SO 27001
8.  Dd(heKTHBHOCTh MPUMEHSIEMBIX METOJIOB O0eCTICUeHUsT O€30IMaCHOCTH
9. AIMHHHCTPaTHUBHBIN YPOBEHb 3aIIUTH HH(POpMaIuK. 3a1a4i pa3TUIHbIX YPOBHEH
yIpaBJIeHUs B pEIIEHUH 3aaun oOecredeHnss THPOPMALMOHHOM Oe30MacHOCTH.
10. IIpouenypHslii ypOoBeHb OOecredeHus1 0€30MaCHOCTH. ABTOpU3AITUS MTOJIB30BATENICH B

MH(OPMALIMOHHON CUCTEME.

Bonpocwl 015 nposedenus ycmuo2o onpoca
no meme « OpeanuzayuonHoe ynpasieHue UHYuOeHmamu UHGOPpMayuoHHou Oe30nacHOCMbION»
[ToHsTHE MHITMIEHTa HHPOPMAIIMOHHOHN 0€301MacHOCTH
MecTo ynpaBieHHs HHIMICHTaMU B 0011l cucteMe HHPOPMALMOHHOM 6€3011acHOCTH
OcobeHHOCTH yTpaBIeHHs COOBITUSIMU 0€30MaCHOCTH
[Iponenypa ynpasneHus nHGOPMAIMOHHOMN 0€301MacHOCTH
YcTpaHeHne NpuYuH U MOCHIEACTBUI COOBITHS, €TO pacciieJOBaHNE
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HpeBeHTI/IBHI)IC MCPbI, UISMCHCHUA CTAHAAPTOB WU JIMKBHUIAIIHUA HOCJ'ICI[CTBI/Iﬁ

Kputepun onieHuBasi ycTHOro onpoca:



®  OIICHKA «OMJIUYHOY» BBICTABIISETCS CTYICHTY, €CIIM OH OTBETHJI Pa3BEPHYTO Ha OJIUH W3
3aJJaHHBIX BOIPOCOB, AKTUBHO JIOTOHSUT OTBETHI IPYTHUX CTYICHTOB HJIH 3aaBaJl UM
JIOTIOJTHUTEIbHBIC BOTIPOCHI;

®  OIICHKA «XOpOuL0» BBICTABIISICTCS CTYACHTY, €CIIU OH OTBETHJI Pa3BEPHYTO HA OJIMH W3
3a/laHHBIX BOTMPOCOB MJIM OTBETHJI KPATKO HA PSI BOIIPOCOB;

®  OIICHKA «Y0081eMmBEOpUmeIbHO» BBICTABISETCS CTYACHTY, €CITU OH KPaTKO OTBETHII HA OJTUH
U3 33JI[aBa€MbIX BOTIPOCOB WJIM IMPOCTO JIOTIOIHSUT OTBETHI APYTUX CTYACHTOB, 331aBAJl UM
JIOTIOJTHUTETHHBIC BOTIPOCHI;

®  OIICHKA «HEYO08IemEOPUmMe/ibHOY BBICTABIISICTCS CTYICHTY, €CJIM OH He CMOT OTBETUTh
IPABHJILHO HA 33JIAHHBIA BOIIPOC, JIMOO HE OTBEYAII HA BOIPOCH! M HE yY4aCTBOBAN B UX
00CyXICHUY.

IloaroroBKka U BHICTYIJIEHHE € JOKJIATAMM
Tembvl 0151 N0O20MOBKU OOKIAO08

no meme «lIpoepammuo-annapamuoe obecneyerue UHPOPMAYyUOHHOU OE30NACHOCTNUY

AHanu3 poccUicKOro prIHKa CpeACTB odecredeHust UHPOpMalMOHHOW 6€30MacHOCTH
JIOKQJIbHBIX, KOPIIOPATUBHBIX U OECTIPOBOHBIX CETEH.

AHanu3 3apy0eXHOT0 phIHKA CPEJCTB oOecreueHnss HHPOPMAIIMOHHON 0€30macHOCTH O
JIOKAJIbHBIX, KOPIIOPATUBHBIX U OECTIPOBOHBIX CETEH.

CpenctBa obecnieueHust MH(OOPMAIIMOHHON 0€30IaCHOCTH MPOBOJHBIX CeTel 00IIero A0CTyna,
METOOJIOTHS U aHAJIM3 IPUMEHSAEMBIX PEILICHHA.

CpenctBa obecriedeHust HHQOPMAIIMOHHOM 0€30MaCHOCTH OAHKOB JJAHHBIX.

Hcnons3oBanue DT s obecrieyerns 3amuThl HHGOPMAIIMY TPU HCTIOJIB30BAHHH CUCTEMBI
AJIEKTPOHHOTO JIOKYyMEHT0000pOTA.

WNudopmannonnas cucreMa MOHUTOPHUHTA U KOOPIMHAIINH JIEATSIILHOCTH COTPYTHUKOB
MH(OPMALIMOHHO-TEXHUYECKOTO OTAeNa.

Temwt 0151 N0O20MOBKU OOKNAO0E
no meme « OpeanuzayuonHoe ynpasieHue UHYUOeHmMamu UH@GOPMaAyUoOHHOU OE30NACHOCIbIOY

KommiekcHas 3amuTa nHbOpMauy NpeAnpHUsI TS, OpraHU3aIHH.

KomruiekcHoe obecrieuerre nHOOPMAMOHHON O€30ITACHOCTH P PEaTH3aI[H YTPO3bI
IIOMBITKY JOCTYIIA B YAAJICHHYIO CUCTEMY

KoHrnenus moauTuKy 0€30MacHOCTH M CHCTEM KOHTPOJIS TOCTYTA JUIS JIOKATBHBIX
BBIYHCIIUTENIBHBIX CETEM.

Mopenb cucTeMbl yrpaBiieHusI HHHOPMAIIMOHHOMN 0€301MacCHOCTRIO B YCIIOBUSIX
HEOMpeAeIeHHOCTH BO3ICHCTBHS

OpraHmauI/m 3alIUThI HepCOHaJIBHLIX JAHHBIX B OpF aHu3alnnu

Opranu3zanus TpoTUBOICHUCTBUS yrpo3aM 0€30MacHOCTH TIEpCOHAIa OPTaHU3AIIHH.
OcHOBHBIE HANpPaBJICHUS, IPUHIIUIIBI 1 METOIbI OOECTIeYeHU HH(POPMALIMOHHOM
0e30macHOCTH

Kpurepun oueHuBasi 10KJIa10B U BbICTYIJICHH:
® OIICHKA «OMJIUYHO» BBICTABISIETCS CTYIEHTY, €CIH JOKJIAJ MOJHOCTHIO PAaCKPBIBAECT TEMY,
CTPYKTypa JOKJaJa JIOTMYHO BBICTPOCHA, OOYYAIOIIUICS XOpOIIO OpPUEHTUPYETCS B
MaTepuaie ¥ TEKCT JOKIajga, B OCHOBHOM, pacCKa3biBaeT (2 HE YHUTAET), OTBEUaeT Ha
JOITOJIHUTCIBbHBIC BOHpOCBI; COHpOBO)K,Z[aIOH_IaSI JOKJIaqg Hp€3eHTaI_II/I$I BBIIIOJITHCHA B
COOTBECTCTBUHU C Tpe6OBaHI/I$IMI/I U AOIIOJHACT JOKJIaA, AOKJIaJ4YUK YJIO)KI/IJ'ICSI B pernaMeHT,
TEKCT JI0KJIa7a opOpMIIEH B COOTBETCTBUU C TPEOOBAHUSIMH;



® OIIEHKA «XOpOouwio» BBICTABJISETCS CTYJIEHTY, €CIIM JOKJIaJa B LEJIOM pPacKpbIBaeT TEMY, HO
OCTAIOTCS HE OCBEIIEHHBIE CTOPOHBI BOIPOCHI, HE HA BCE JOTOJHUTEIBHBIE BOIPOCHI
00y4Jaronuicss MOXKET J1aTh OTBET; CTPYKTYypa JIOKJIaa JOTUYHO BBICTPOSHA, TEKCT JOKIaaa
oOyJaromuiics, B OCHOBHOM, DPacCKa3blBaeT (2 HE YHUTAET); MPE3EHTAIlMs BBHIMOJTHEHA B
COOTBETCTBUU C TPeOOBaHUSMHU, HO €CTh PsiJi 3aMEUaHUi MO ee OPOPMIICHHUIO, JOKJIAT U
MpEe3eHTalUs TONOJIHAIOT APYT APYra, JOKJIATIUK YIOKHUICS B PETJIaMEHT;

® OIlICHKA «)008/1emBOpUmMenbHO» BBICTABIAETCS CTYJIEHTY, €CJIM €ro JIOKJIaJ HE PacKphIBaeT
TEMy B JIOCTaTOYHOW Mepe, HE OTBEYAeT Ha JOIOJIHHUTENIbHBIE BOMPOCHI, K O(QOpMICHUN
JOKJIaJla MHOTO 3aMEYaHWi; TMpEe3CHTAIMs BBIOJHEHA HE IO TPeOOBAHUSAM, TOKJIAL
IyOnmupyeT Mpe3eHTalnio, a He TOMOJHAET €€, CTYJACHT HE YKJIAJAbIBACTCS B PETJIAMEHT WIIH
Hao00opoT;

® OIICHKA «HEYO081emE8OPUMeNbHO» BBICTABISETCS CTYICHTY, €CJIU JTOKJIaJl OTCYTCTBYET WU
JOKJIaJT COBCEM HE pAacKpbIBaeT TeMy, He o(opMmIieH MO TpeOOBaHUSAM; OTCYTCTBYET
MIpEe3EHTAIMSI MITU TIPE3CHTAaIMsl HE COOTBETCTBYET 00Jiee OJIOBUHBI TPEOOBAHHSIM.

IIpakTnyeckue padboTbl

Ipaxmuueckoe 3adanue no meme « MHocenepHo-mexnuueckoe obecneverue 3auumol
ungopmayuuy

WuauBuayanbHble 3aJaHus COCTOST M3 JBYX 4YacTel, B3aUMOCBSI3aHHBIX IPYI C APYyrOM
no o0bekTy 3amuThl uHpopMaiuu. OOBEKT HEOOXOAUMO HCCIENOBATH TAKHUM 00pa3oM, UYTOOBI
MOXHO OBIIO TPUMEHHTH BCE OCHOBHBIC SJIEMEHTHI 3alIUTHI HH)OPMAIMH, T.€. OMPEHCIISs
MECTOIIOJIO)KEHHNE, BHEIIHWE M BHYTPEHHHE XapaKTEPUCTUKH C YYETOM ECTECTBEHHBIX
coObITuii. OIHaKO YTOYHEHHE XapaKTEePUCTUK HE JOHKHO MPUBOAUTH K a0COIOTHOM
KOHKpeTH3aIuu 00beKTa, T.K. B 3TOM CiTy4yae OyJeT 3aTpy/THeH aHalIn3 00bEKTa.

Ilepsoe 3a0anue

Jlnisi BBINOJTHEHHUS IEPBOM 4acTH HEOOXOAMMO MJisi BHIOPAHHOTO ONPEIENICHHOTO 00bEKTa
3Tl MHPOpPMAUU HEOOXOAMMO OMHCAaTh OOBEKT 3aIUTHI, MPOBECTH aHAJIHU3 3AIIUIIEHHOCTH
00beKTa 3alUThl HH()OPMALINH 110 CIIEAYIOIIUM pa3ienam:

BUJIbI yTPO3;
XapakTep MPOUCXOKICHUS yTPo3;

KJIaCChI KaHAJIOB HECAHKIIMOHUPOBAHHOTO TOJTYYCHUST HHPOPMAIINH;
WCTOYHUKH TIOSIBIICHHS yTPO3;

NPUYMHBI HAPYIICHUS [IEJIOCTHOCTH UH(OPMAIIHH;

NOTCHIUATBHO BO3MOYKHBIC 3JI0YMBIIICHHBIX JICHCTBHIA;
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OTIPEICNIUTH KJIACC 3aIUTHl HH(POPMAITUH.

Bmopoe 3a0anue
J1J1s1 BBITTOJTHEHHSI BTOPOTO 33JaHUS TIPEUIOKUThH aHAIN3 YBEJINMICHHUS 3alIUIICHHOCTH 00bEKTa
3alIUThl HHHOPMAIIMH TIO CIICAYIOUINM pa3jieiaMm:

ONpeACTUTh TPEOOBAHMS K 3aIIUTE UH(OpMaIINY;

KJIaCCU(HUIUPOBATH ABTOMATH3UPOBAHHYIO CUCTEMY;

ONpEeACTUTh (PAKTOPHI, BIUSIONINE Ha TPEOyeMbIil YPOBEHD 3aIIUTH HH(POPMAIUH;
BBIOpATh WK pa3paboTaTh CIIOCOOBI M CPECTBA 3ALIUTHI HH(OPMAIIHH;
HOCTPOUTH APXUTEKTYPY CUCTEM 3aIUThl HHPOPMAIIHH;
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chopMyITHUPOBaTh PEKOMEH/IAINH 110 YBEIUYCHHUIO YPOBHS 3aIUIICHHOCTH.



HaunmenoBanue o0ObekTa 3amThl HHOOPMAITUH:
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12.
13.
14.
15.
16.
17.
18.

19.
20.
21.
22.
23.

24.
25.
26.

27.
28.
29.
30.

OAMHOYHO CTOALINI KOMIIBIOTEP B OyXTajaTepuu.

Cepsep.

[TouToBslii cepBep.

Beb6-cepaep.

KomnerotepHas cetb AkaneMuu.

OnHopaHroBast TOKajIbHast ceTh 03 BbIxoaa B IHTEepHeT.

OnHOpaHTOBast TOKabHAsI CETh ¢ BEIXO/I0M B IHTEpHET.

CeTb ¢ BBIZICJICHHBIM C€pBEpOM 0€3 BbIxoaa B IHTepHET.

CeTb C BBIJICIICHHBIM CEpBEPOM C BbIx0/a B VIHTEpHET.

Tenedonnas 6a3a qaHHBIX (coaeprkaias 1 HHPOPMAIIHIO OTPAaHUYSHHOTO MOJIb30BaHNUs) B
TBEP/IOH KOMHH U Ha SJIEKTPOHHBIX HOCUTEIISIX.

TenedonHnas cets.

CpenctBa TeneKOMMYHUKANUU (paguoTeneoHbl, MOOUIbHBIC TEIE()OHBI).

bankoBckue onepanuy (BHECEHUE JIEHET Ha CUET U CHSTHE).

Omnepanyn ¢ 0aHKOBCKUMH TUTACTUKOBBIMHU KapTOYKAMHU.

Komrsrotep, XpaHAmui KOHPUICHINATBHYI0 HHOOPMAIIHIO O COTPYIHUKAX MPEATPHUATHS.
Kommbrorep, xpansiuii KoH(GUISHIHATEHY0 HHPOpMAIIHIO 0 pa3padoTKaxX MPpeAnpHsITHS.
Martepuarsl A1 CIyKeOHOTO MOJIb30BaHUS Ha TBEPABIX HOCUTEINAX B MPOU3BOICTBE.
Martepuansl A1 CIyKeOHOTO TOJIb30BaHUS Ha TBEPABIX HOCUTEIAX HA 3aKPHITOM
MIPEATIPUATHH.

Matepuasl AJis CIIyKeOHOTO MOJIh30BAaHUS HAa TBEPABIX HOCUTEISAX B ApXHBE.

Marepwuainsl A5t CITy>K€OHOTO MOJIb30BaHMS HA TBEPAbIX HOCUTENSX B HAJIOTOBOM MHCIIEKITUH.
KomHara 1151 meperoBopoB 10 CIeKaM Ha OXpaHsIeMON TePPUTOPHH.

Komnara 17151 meperoBopoB 10 C/IeiKaM Ha HEOXPaHIEMOW TEpPUTOPHUH.

CaeneHust AJisi CPEJICTB MAacCCOBOM MH(POPMAINH, LIEH3Yypa Ha PA3IUYHBIX HOCUTENAX
nHpopmanuu (TBepaas konus, hoTorpaduu, JIEKTPOHHBIE HOCUTEIH U Jp.).

CyneOHble MaTepHansl (TBEpaAsk KOHS).

[Tacnoprhsii cton POB/I.

Martepuarsl o BiagenbliaM aBToMoouel (TBepaas komus, GoTorpaduu, SIeKTPOHHBIE
HOCHUTEJH U JIp.).

Marepwuainsl 10 HeIBUKHUMOCTH (TBepAast Konus, pororpaduu, 3eKTPOHHBIE HOCUTENN H Ip.).
CBeZieHHs IO TOTAIUTAPHBIM CEKTaM U IPYTHM OOIIECTBEHHO-BPETHBIM OpPTraHH3aIHSIM.
CeneHus 110 00IIECTBEHHO-TIOIE3HBIM OpraHU3aMsIM (KpacHBIA KPECT U ap.).
[TapTuiiHble CIUCKHU U PYKOBOASIINE JOKYMEHTHI.

Kpurepun onenusas:
OLICHKA «omau4HO» BBICTABIIACTCA CTYACHTY, CCJIM 3alaHUC BLIIIOJIHCHO B ITOJTHOM O6’b€MC,
CTYJICHT XOpOIIO OPHUEHTHPYETCS B TEXHOJOTHH pPa3padOTKH WHKEHEPHO-TEXHUYECKOTO
oOecrneyeHus 3aluThl HH)OPMALINH;
OILIEHKA «XOpOUi0» BBICTABIIIETCS] CTYIEHTY, €CIIM OH BBIMTOJHIII 3aJaHHE TIOYTH B MTOJTHOM
o0beMe, MoIycKaeT HEOOJBIINE «ITPOSKTHO-TEXHOJOTHUECKHE» OIMUOKH B pa3paboTke
MH)XCHEPHO-TEXHUYECKOTO 00eCcTieueHus 3auuThl HHPOpMAIUY;
OLICHKA «Y00671emB8OpUmMenIbHO» BBICTABISETCS CTYACHTY, €CIM OH BBINOJHUI TIEPBOE
3aJjaHKeE;
OLIEHKA «Hey0061emeopumenbHo» BBICTABISIETCS CTYACHTY, €CIIM OH BBIIIOJHWI MEHee
MIOJIOBUHBI IEPBOTO 3a/IaHHS.



3. OHEHOYHBIE MATEPHAJIBI (CPEACTBA) JJIs ITPOBEJAEHUSA
MPOMEXYTOYHOM ATTECTAIIAU 11O JUCHHUIIINHE

OLIEHKA 3HAHWI, YMEHMI 1 HABBIKOB OBYYAIOIIUXCS
10 PE3YJIbTATAM BBIIIOJIHEHU ST KYPCOBOW PABOTBI

Heabio xKypcoBoil paboThl Mo MHYOPMAIMOHHOW OE30MACHOCTH SIBISETCS CHUCTEMaTH3aIus,
3aerHH€HI/Ie )41 YI‘J'IyGJIeHI/IC TeOpeTI/I‘-IeCKI/IX 3HaHHﬁ CTy,Z[eHTOB 0 METOOOJIOTHHN U MECTOAUKE ay,uHTa
UHPOPMALMOHHON ©0€30IacHOCTH Ha MPENNpPUATHH, ONpPEAeNICHUs] HCXOIHBIX JAHHBIX IS
HpOGKTHpOBaHI/Iﬂ CUCTCMBI 3all[UThI HHq)OpMaHI/II/I 158 C06CTB€HHO HpOGKTI/IpOBaHI/ISI CHUCTEM 3alllUThI
uHbopMalluy, a Takke BbIPa0OTKAa y HHMX HaBBIKOB pPEIIECHUS MPAaKTUYECKUX 3a/jay IO 3alluTe
uHdopmaIuu.

3agaHMe Ha KypCOBYIO paboOTy: IS BBIOPAHHOW NpeAMETHOH o0jacTH (IpearnpHusaTHs,
OpraHu3ali) TPOBECTH AaHAJIM3 3allUIICHHOCTH OOBEKTa 3aIlUThl HH(POPMAIUU 10 Py
KpUTepueB (BUABI  yTpo3; XapakTep MPOUCXOXKACHUS YTPO3; KJIACChl KaHAJIOB
HCC&HKI_II/IOHI/IPOBaHHOFO HOJIy‘-IeHI/I}I I/IH(bOpMaLII/II/I; HNCTOYHHUKU ITIOABJICHUA prOS; HpI/I‘-II/IHBI
HapymeHI/IH IHECJIOCTHOCTHU I/IH(bOpMaL[I/II/I; IIOTCHIOHUAJIBHO BO3MOXXHBIC 3J'IOYMBIH_IHGHHBIX HeﬁCTBHﬁ;
OTIPENIeNIUTH KJIACC 3alIUTHI MHPOPMAIINN) U TPEIIOKUATH KOMITJIEKC MEPOTIPUATHH TSl YBEINICHUS
3aIUAIEHHOCTH 00BEKTA.

IIpuMepHBbIii IepeyeHb TeM KYPCOBOil padoThI

1. MaTepI/IaJIBI JIA CJ'Iy>K€6HOFO MOJIb30BaHHA Ha TBEPAbIX HOCUTCIIAX HA 3aKPBITOM

MIPEATPUSATHH.

2. Marepuansl s CiIy)keOHOTO MOTH30BaHUS HA TBEPABIX HOCUTEISAX B ApXHBE.

3. Marepuainsl 1Jis CITy>K€OHOTO MOJIb30BAaHMSI HA TBEPABIX HOCUTENSAX B HAJIOTOBOM MHCIIEKITUH.

4. KomHaTa Ui IEperoBOpOB IO CACTKAaM Ha OXPaHIEMOU TEPPUTOPHH.

5. KowmHnara a7 meperoBopoB 10 C/IeiIKaM Ha HEOXPaHIEMOH TEPPUTOPHUH.

6. CseneHus s CPEACTB MACCOBOM MH(POPMAIIHH, IIEH3ypa HA PA3TUIHBIX HOCUTEIISIX
nHpopmanuu (TBepaas konus, hoTorpaduu, JIEKTPOHHBIE HOCUTEIH U JIp.).

7. CynebHble MaTepuanibl (TBepaasi KOMHS).

8. Ilacnoprhsrii cron POB/I.

9. Martepuaisl 1o BiaienbliaM aBToMoOmIeH (TBepaas komnus, poTorpaduu, FIeKTPOHHBIE
HOCHUTENH U JIp.).
10. Matepuaiisl o HEABIKUMOCTH (TBepast Komus, GoTorpaduu, 3IeKTPOHHBIE HOCUTEH U JIp. ).
11. CeneHus mo TOTAIUTAPHBIM CEKTaM U JIPYTUM OOIIECTBEHHO-BPEIHBIM OpraHU3aIUsIM.
12. CBeaenHwus Mo 00IIECTBEHHO-TIOJIE3HBIM OpraHU3ANMIM (KPacHBIA KPECT U Ip.).
13. IlapTuiiHble CIUCKU U PYKOBOJAIINE TOKYMEHTHI.
CTpykTypa KypcoBoii padoThbl
TUTYJBHBIN JIHUCT;
COJIEpIKaHUE;
BBejIeHHE (2 CTp.);
OCHOBHAsl 4acTh;
3akmtouenue (3 crp.);
CIIFICOK MICTIOJIb30BaHHBIX HCTOYHHUKOB;
MPWIOKEHUS (TI0 TEKCTY U3JIOXKEHUS paOdO0ThI 00s3aTEIBHO JOJKHBI OBITh CCBITKH Ha

NV AL =

HOMeEpa MPUITOKEHHI)

OLIEHKA 3HAHUU 10 PE3VJIbTATAM BBIIIOJTHEHU S KYPCOBOI PABOThI
IIpuMepHbIe BONPOCHI HA 3allIUTE KYPCOBOii padoThI



YK-8 Cnocoben co3maBaTth W TOIIEPKUBATh B IMOBCEIHEBHOM KU3HH W B MPOdecCHOHATHHOMN
NESTEIbHOCTH O€30MAacHbIe YCIOBHS KU3HEACSITENFHOCTA IJIsl COXpPAHEHHsI MPUPOIHON CpPEe.bl,
o0ecCrieYeHnsT YCTOMYMBOTO Pa3BHUTHS OOINECTBA, B TOM YHCIIC NPHU yrpo3e U BO3HUKHOBEHUU
Ype3BBIYANHBIX CUTYAIMid 1 BOCHHBIX KOH(DIUKTOB

YK-8.3. - O6ecnieunBaeT nmepcoHANbHYI0 WH()OPMAITMOHHYIO O€30MacHOCTh B ITUGPOBOM Cperne, B
TOM YHUCJIE CPeICTBaMU KpunTorpaduu

OOyuamommiicsi 3HaeT: HOPMATHBHO-TIPABOBBIE OCHOBBI HMH(GOPMAIIMOHHOW OE30MacHOCTH B
Poccmiickoit  denepauuu, a TakkKe MEXKIYHApOJIHBIE M  OTCUYECTBEHHBIE  CTaHIAPTHI,
periaMeHTHpYIONHe  MPO(YEeCCHOHANBHYIO  JIEATEIBHOCT, B 00JIacTH  MH(DOPMAIIMOHHOM
0e30MacHOCTH

OreHKa JOCTHKCHHS 00YJarOIIMMCS 3aIIAHUPOBAHHOTO Pe3yiIbTaTa 00YUYCHHS OCYIIECTBIISIETCS BO

BpEMs 3alUThl KypcOBOW pabOThl U OTBETOB Ha BOIIPOCHI:
1. Ilepeuncioure Bce pecypchl, Ha KOTOPBIX MOMKET XpPaHUTbCS LEHHas I KOMIIAHUM
uHpopmanusa? OTAesbl, K KOTOPBIM OTHOCSATCS peCypcehl?
2. KakoBbl rpymnmnsl nosib30BaTesneil, UMEIoIUX JOCTYII K IEHHOM nHpopmanun?
3. Kakue HOpMAaTuBHBIE JOKYMEHTBI/CTAHIAPThl Bbl AHAIM3UPOBAIM Ui BBITOJHEHHS
KypcoBo# paboTsl? KakoBbl OCHOBHBIE MOJIOKEHHUS HEKOTOPBIX U3 HUX?

ITK-1 Crioco6eH BbISBIATH HHPOPMAIIMOHHBIE TOTPEOHOCTH MOJIB30BaTENEH U COCTABIATh
TEXHUYECKOE 3a/laHie Ha pa3paboTKy IH(PPOBOro MporpaMMHOI0O MPOIYKTa
IK-1.1. TIpoBomut oOCIenOBaHWE OpraHU3alldid, BBISBISIET WH(OOPMAIMOHHBIE TMOTPEOHOCTH

3aKa3uuKa, HCIONB3Ysl IM(POBBIE MHCTPYMEHTHI M OOJauHBIE pEUIeHHs Uil cOOpa W aHaiu3a
JTAHHBIX
Oo0yuawmmuiicst 3HaeT: TpeOOBaHUS 0€30MACHOCTH K MHPOPMAIIMOHHBIM CUCTEMaM
OreHka JOCTHKEHHS 00YYarOIIMMCS 3alNIAaHUPOBAHHOTO pe3yiIbTaTa 00YYeHUS OCYIIECTBISIETCS BO
BpEMs 3aIIUTHI KypCOBO pabOTHI U OTBETOB HA BOIIPOCHI:
1. B xakmx OW3HEc-mpoieccax KoMIaHuu oopabaTteiBaeTcs nHpopmanus?
2. Kakwne TpeOoBaHUS K CPEICTBAM 3aIUTH HHPOPMAITIH MOXXHO TIPEIbIBUTH JIJIsl BRIOpAaHHOH
BaMU IpeIMeTHON obnacTu?
3. Kakue pucku/mHdOpMaInmoHHbIC Yrpo3bl OBLIM BBISBICHBI HpHu aHanu3e pecypcoB UT-
UHPPACTPYKTYPHI?
4. Kakue cpenacrBa 3amMThl MHPOPMALMU Ipeyiaracte Bbl JUIsl BHIOPAHHOW MpPEAMETHOU
obmactu?

IIK-5 CniocoGeH obecrnieunBaTh KaueCTBO paboThI ITU(POBOTO MPOrPaMMHOTO MPOIYKTa
I1K-5.4 - OGecneunBaeT 6€301MacCHOCTh PabOTHI HU(PPOBOTO MPOTPAMMHOI0 MPOIYKTA
O0yuarmmiicst 3HaeT: criocoObl 1 METOBI 0OecTIeYeHNsT HHPOPMAITMOHHOW O€30MTaCHOCTH B

KOMIIBIOTEPHBIX CETAX, YAAJIECHHBIE YTPO3bl U ATaKH, OCHOBBI KPUNITOTpaUUECKON 3aIUThI
uH(popMalny, crocoObl yIpaBJIeHUs UHIIMIEHTaMU HHPOPMAIIMOHHOM 0e30nacHOCTH
Onenka JOCTHKEHHs 00yYaroMMCsl 3alJIaHUPOBAHHOTO pe3yiibTaTa 00y4eHUs OCYIIECTBIISIETCS BO
BpEMs 3alUThl KypcOBOW pabOThl U OTBETOB Ha BOIPOCHI:
1. Kakas nndopmarus sBisieTcsl ICHHOM 711 BBIOpaHHOMN OpraHU3aIim?
2. Kakue moacucTteMbl Bbl BBIAEISETE B MHTEIPUPOBAHHOM apxurTekrtype cucreM Mb g
BBIOpaHHOW NpeaMeTHON obnacTu?
3. ITlepeuncnure ymepd Mg KaXJ0T0 BHJA LIEHHOW HMH(POPMALMHU 1O TPEM BHIAM yTpo3:
BHEIIIHUE, BHYTPEHHNE, KOMOMHUPOBAaHHBIE.

OLIEHKA YMEHMUI 1 HABBIKOB
10 PE3YJIbTATAM BBIIIOJTHEHWS KYPCOBOM PABOThI

YK-8 Crnocoben co3nmaBaTh W TOIJIEPKUBATh B IOBCEIHEBHOM XU3HM W B MPO(ECCHOHATBLHOMN
JESTEIIbHOCTH O€30IMAaCHBIC YCIIOBHS KU3HEACITENLHOCTA JIJISi COXPAHCHHsI TPHUPOIHON CpPEIbI,



oOecrieyeHns YCTOMUMBOIO pa3BUTUS OOILECTBA, B TOM 4YHCIE TNPU yrpo3e U BO3HUKHOBEHUU
Ype3BBIYANHBIX CUTYAIMi 1 BOCHHBIX KOH(DIUKTOB

YK-8.3. - O6ecnieunBaeT mepcoOHAIbHYI0 WH()OPMAITMOHHYIO 0€30MacHOCTh B ITUGPOBOM Cpelne, B
TOM YHUCJIE€ CPEeICTBAaMU KpunTorpaduu

Oo0yuawmuiics  yMmeerT: pa3pabarpiBaTh  MOJMUTHKY  HH(POPMAIMOHHONW  0€30MacHOCTH
MPOrPaMMHBIX IPOAYKTOB U OPTaHU3AIIMIA C OTIOPOH HA HOPMATUBHO-TIPABOBBIE TOKYMEHTHI
OOyuamommuiicsi  BJajeeT: HaBbIKAMH JOKYMCHTHPOBAaHWS HHIMUICHTOB H  IPOIIECCOB

nH(OpPMAITMOHHON 0€30MMaCHOCTH.

OneHka JOCTIKEHHsI 00yJaronuMcsl 3alIaHUPOBAHHOTO PE3yJIbTaTa OOYyYEHHs OCYIIECTBIISCTCS
[0 pe3yibTaTaM BBHIMIOJHEHHS pasliena KypcoBoil paboThl: rmaBa 1 OCHOBHOHM 4YacTu (B 4acTu
OMHCaHUs OOIIEH XapaKTEePUCTUKH MPEANPUSTHS/OpraHU3aIiK, MPEANPOCKTHOrO 00cIeI0BaHus
CUCTeMBl 3alUThl WH(GOpPMANMKM BCEH KOMIAHWUU (€CiIM TpeanpusTue HeOONbIIoe) WIn
uHpOpMaIlMOHHOKH  OezomacHocTd  oTAenbHBIX  WMT-cuctem  (cerei mepenadym  JIaHHBIX,
BBIYMCIIUTENBHBIX CUCTEM M CUCTEM XpaHEHUs JaHHBIX, U JIP.) JJIs KPYITHON KOMIIAHUH)

ITIK-1 Cnioco6eH BbISBIATh MHYOPMALIMOHHBIE TIOTPEOHOCTH MOJIB30BATENEH U COCTABIIATh
TEXHUYECKOE 33/1aHHE Ha pa3paboTKy HU(PPOBOTO MPOrpaMMHOIO MPOIYKTa
IIK-1.1. IIpoBoauT oOcnenoBaHHE OpraHMU3ALMM, BBIABISET WHGOPMALMOHHbIE IOTPEOHOCTH

3dKa3yuKa, HUCIOJb3Yd I_[I/I(I)pOBBIe HHCTPYMCHTBI U 00J1auHbBIC peuicHusd Jisd c60pa 1 a”Halin3a
JaHHBIX

OOyuawommiicss ymeeT: TPOBOAWUTH aHAINW3 TPEAMETHONH 00JacTH U BBISBIATH  YTPO3BI
nH(OPMAITMOHHOM 0€30MMacHOCTH
OO0yuawmuiicss BJIaJeeT: HaBHIKAMH NPOBEIEHUS ayauTa HH()OpPMAIMOHHOW O€30MacHOCTH U

aHaJM3a pUCKOB MH(OPMAIIMOHHOHN 0€301acHOCTH.

OneHka JOCTHXEHHUS 00ydYarolMMCs 3allJIaHUPOBAHHOTO pe3yJbTaTa OOy4YeHHUS! OCYIIECTBIISETCS
M0 pe3yjbTaTaM BBIMOJHEHUS pa3jena KypcoBOW paboThl: riaBa 1 OCHOBHOW 4YacTh (B 4YacTH
OmMcaHus OOIIEH XapaKTEepPUCTUKHU MPEANPUSTHS/OpraHu3aliK, MPEANPOSKTHOrO 00cIe10BaHus
CUCTeMBbl 3allUThl HWH(GOpPMAlMKU BCEl KOMIMAHUU (€CiIM TpeanpusThue HeOONbIIoe) WIn
uHbopMalmoHHOH  OezomacHocTd  oTAenbHBIX MT-cuctem  (ceTeit mepemaun  JaHHBIX,
BBIYUCIIUTCIIBHBIX CUCTEM U CUCTCM XPaHCHUA JAHHBIX, U ,Z[p) JJIA prHHOfI KOMHaHI/II/I)

IIK-5 Crioco6eH obecrnieunBaTh KaueCTBO paboThI ITU(POBOTO MPOrPAMMHOTO IMPOTYKTA

ITK-5.4 - OGecnieunBaeT 6€30MaCHOCTh padOTHI IU(PPOBOTO MPOTrPAMMHOTO MPOAYKTA
OoOyuawmmiics  yMeeT: oOnpenensiTb W OOOCHOBBIBaTh  OPTaHH3AIMOHHO-TEXHUYECKUE
MEPONPUSTHS I10 3alIUTe HHPOPMALIUU B MTHPOPMALIMOHHBIX CUCTEMAX

OOyuarommiicst BjajeeT: HABbIKAMU HCIIOJIb30BAHUS HHCTPYMEHTAJIBHBIX CPEJICTB 3aLIUThI
nHpopMaLUU B X0/1e MPO(PEeCCHOHANBHON NesITeIbHOCTH, a TAKXKE HABBIKAMH yIIPaBICHUS
MHIIMEHTaMU HH()OPMAITMOHHOM 0€3011acHOCTH.

Omnenka JOCTHKEHUsT OOydYarOIMIMMCSl 3aIUIAaHWPOBAHHOTO pe3yjbTaTta OOy4YeHHs OCYLIECTBISETCS
0 pe3yJibTaTaM BBIIOJHEHUS pa3jiesia KypcoBOi pabOThI: IJ1aBa 2 OCHOBHOM YacTH, MOCBSIIEHHON
POEKTHPOBAHUIO APXUTEKTYPhI CUCTEMbI HH(POPMAIIMOHHOH 0€3011acHOCTH

OLIEHKA 3HAHUI, YMEHUI 1 HABBIKOB OBYUAIOIIUXCS HA 3AUETE
OLIEHKA 3HAHUI OBYYAIOIIMXCS HA 3AUYETE
Cnucok BONpPOCOB /il NOATOTOBKH K 3a4eTy

YK-8 CnocoGeH co3naBaTh U MOJAEPKUBATh B MOBCEAHEBHOM >KM3HM M B MpPO(decCHOHATbHOU
NeSITeIbHOCTH O€30TacHbIe YCIIOBUS JKU3HEICSATEILHOCTH ISl COXPAHEHHS TNPHUPOIHONW Cpelbl,
o0ecrieyeHuss yCTOMYMBOTO pa3BUTUs OOLIECTBAa, B TOM YHUCIE NPU YIpo3e U BO3HUKHOBEHHUHU
Ype3BhIYAHBIX CUTYAI U BOGHHBIX KOH(IMKTOB

YK-8.3. - ObecneunBaeT nepcoHaNbHyI0 MHPOPMALMOHHYIO O6e30macHOCTh B IIM(poBOI cpexe, B
TOM YHCJI€ CPEACTBAMU KpHUITorpadun

OO0yuaommiicas 3HaeT: HOPMATHBHO-NPaBOBBIE OCHOBBI HH(MOPMAIIMOHHON 0€30MacHOCTH B
Poccuniickoii  @epepannu, a TakkKe MEKIyHapOAHbIE M OTCYECTBEHHBIE  CTaHAAPTHI,



periaMeHTHpYIONHe  MPO(YEeCCHOHANBHYIO  JIeATEIBbHOCTh B 00JIacTH  MH(DOPMAIIMOHHOM
0e30MacHOCTH
1. OO6mas Momens mpoliecca HapymeHus: PU3NIeCKON EeTOCTHOCTH HH(OpMAITUH.

2. CrTpyKTypupOBaHHasi CXeMa IOTEHIHAIbHO BO3MOKHBIX 3JIOYMBIIUICHHBIX JEHCTBUH B
aBTOMATHU3HPOBAHHBIX cHCTEMax 00pabOTKH JTaHHBIX.

MeTtononornyeckue moaxXoAbl K OIIEHKE YSA3BUMOCTH HH(POPMAIUH.

Mopenb 3alMThl CUCTEMBI C TIOJIHBIM ITEPEKPHITUEM.

PexoMeHanmu 1o uCroib30BaHUIO MOJIENICH OIIEHKH YSI3BUMOCTH MH(POPMAIUH.

JlonymieHus B MOJIETISX OLIEHKH YSI3BUMOCTH WH(OPMAIIHH.

NSV kAW

Crannapt CIIA «Kpurepuu orieHKH rapaHTHPOBAHO 3ALTUIICHHBIX BHIYMCIUTEIBHBIX CUCTEM
B uHTepecax MuHucrepcrBa 060ponbsl CIIA». OcHOBHBIE OJIOKEHUS.

8. PykxoBomsmem nokymente I'octexkomuccun Poccumn «Knaccudukanus aBToMaTU3UPOBAHHBIX
cucTeM U TpeOOBaHMIA 10 3amuTe HHHOpMAIUNy, BeITyIeHHOM B 1992 romy. Yacts 1.

ITIK-1 Crioco6eH BBISBIATh MH()OPMAIIMOHHBIE TOTPEOHOCTH MOJIB30BATENEH U COCTABIIATh
TEXHUYECKOE 33/1aHHEe Ha pa3paboTKy UPPOBOT0O NPOrpaMMHOIO MPOIYKTa
IIK-1.1. IIpoBoauT oOcnenoBaHHE OpraHMU3ALMM, BBIABISET WH(GOPMAIMOHHbIE IMOTPEOHOCTH

3aKa34rKa, UCIONb3ys LU(PPOBbIE MHCTPYMEHTHI M OOJauHble pelieHHs Uit cOopa M aHain3a
JTAHHBIX
O0yuarmmuiicst 3HaeT: TpeOoBaHMU O€30MACHOCTH K HH(OPMAIIMOHHBIM CHCTEMAaM.
OueHka JoCTHKeHUs] 00ydaromMMCs 3aIlUIaHMPOBAHHOTO pe3yJibTaTa 00yueHUs! OCYLIECTBIISETCS
0 pe3yJIbTaTaM €ro yJacTHs B YCTHBIX OTPOCax W OTBETA Ha 3a4eTe.
1. Meroapl onpenenaeHust TpeOOBaHMIA K 3anuTe HHGOPMAITUH.
2. dakropsl, 00yClaBIMBAIOIIME KOHKPETHble TpeOOBaHMA K 3alluTe, OOYCIOBJIECHHBIE
cnenuQpuKoil aBTOMaTU3UPOBAHHON 00pabOTKH HHPOPMAITHH.
3. Knaccudukanus TpeboBaHMi K CpeaCTBAM 3aLIUTHI HH(OPMALIHH.
4. TpeOoBaHuUs K 3alIUTE, ONPEEsieMble CTPYKTYpOil aBTOMAaTU3UPOBAHHON CHCTEMBI 00pabOTKH
JTAHHBIX.
5. TpeboBaHU K 3amuTe, 00yCIaBINBAEMbIE BHIOM 3alIUIAeMON HH()OpMAITIH.
6. TpeOGoBanus, oOycraBiIMBaeMble, B3aUMOJICHCTBHEM IIOJIb30BATENSI C KOMIUJIEKCOM CPEJCTB
aBTOMaTHU3allUU.
7. Knacchl 3alllMIIEHHOCTH CPEJICTB BBIYMCIMTENBHON TEXHUKH OT HECAaHKLMOHHPOBAHHOIO
J0CTyIa.
8. UYro sBusercs npeamerom Hayku Kpunrorpadus
[lepBas mpakTHyeckas peaau3alus KpUNTOrpaguu ¢ OTKPBITHIM KITIOUOM
10. Ucnionp30oBaHue B KPUNTOTpapUHU MOJEITH OTKPHITOTO TEKCTa, YYHTHIBAIOIINE 3aBHCHMOCTH
OyKB TEKCTa OT MPEBIAYIINX OYKB.
11. B uem coctouT mpuHUMnUanbHOe oTiauuue Hooro cranaapra 'OCT P 34.10 — 2001 Ha
anroput™ ¢opmuposanus u nposepku DL ot ctaporo 'OCT P 34.10 — 1994.
12. OcuoBHo#t npunIun Keproddca.
13. Yto nmoHUMaeTcs moJ KpUnTorpahuyeckuM IpoTOKOJIOM
14. B yem cocrout kpunrorpaduyeckas 3agada ooecredeHus s eJTOCTHOCTH.
15. MeTozpl ¢ 1enbio obecneueHus ayTeHTU(DUKALIIH
16. Meps1 6e3omacHoctu B kKonTekcTe [SO 27001
17. DppexTHBHOCTD MPUMEHSEMBIX METOOB 00ECTIeYeHHS OE30MTaCHOCTH
18. ATMUHHUCTPAaTUBHBIA  ypPOBEHb 3alMThl HMHGOpMAMH. 3aJadyd pPa3IMYHbIX ypOBHEU
YIpaBJIEHUS B PELICHUH 33/1a4u o0ecrneueHus: THPOPMaMOHHOMN 0€301acHOCTH.
19. IIpouenypHslii ypoBeHb oOecrieueHuss O0e30macHOCTH. ABTOpH3allds I0JIb30BaTEIC B
MHGOPMALIMOHHOH cucTeMe.
20. Ctpareruu 3auThl HHPOPMAITHIH.



21.
22.
23.
24.

25

CriocoOblI 1 cpeacTBa 3alIUTH HHPOPMAIUH.

Croco0OsnI «a0COJIFOTHOM CUCTEMBI 3aIIATED).

ApXHUTEKTypa CUCTEeM 3aIiuThl nHGopmanmu. TpedoBaHus.

OO011eMeToT0IOTUYECKUX MPUHITUIIOB APXUTEKTYPhI CUCTEMBI 3aIIUTHl HH()OPMAIIHH.

. IlocTpoeHue cpeAcTB 3aUThl HH(OPMALIHH.
26.
27.
28.
29.
30.

S npo cucTeMBbl 3alMTHI.

CeMupyOexxHast MOZEIb 3aIUTHI.

[Iponenypa ynpapineHus HHPOPMALMOHHOHN 0€301TacCHOCTH

YcTpaHeHue NpyuyuH U MOCIEACTBUM COOBITHS, €r0 pacciieZlOBaHNe
IIpeBeHTHBHBIE MEPBI, U3MEHEHMS] CTAHAAPTOB U JTUKBHIALUS TIOCIECICTBAN

IIK-5 Criocoben obecrnieynBaTh Ka4eCTBO PabOTHI IIUPPOBOTO MPOTPaAMMHOIO MPOIYKTa
IIK-5.4 - ObecrieunBaeT 6€301MaCHOCTH PAOOTHI IIUPPOBOTO MPOTPAMMHOTO MTPOIYKTA
OoOyuawmuiicss 3HaeT: CroOcoObl U MeTOoAbl obecrieueHuss HHOOPMAIMOHHOW OE30MacHOCTH B

KOMIIBIOTCPHBIX CCTAX, YAAJICHHBIC YI'PO3bl U aTaKHW, OCHOBBI KpHHTOFpa(I)quCKOﬁ 3alllUThI

UH(POPMAaLIUK, CIIOCOOBI YIPABICHUS MHIUACHTaMU HH(OPMAIIMOHHON 0€3011acHOCTH

Ounenka qocTuKeHUus1 00ydarONIMMCS 3aIlJIAHUPOBAHHOTO pe3yJibTaTta 00yUYeHHs OCYLIECTBISETCS

10 pe3yJIbTaTaM €ro y4acTHs B YCTHBIX OIIPOCaxX U OTBETA Ha 3a4eTe.

XN R DD =

11.
12.
13.
14.
15.

16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

26.

AHanu3 pucKoB

[Tonutuka nHpopmManoHHON 6E30MaCHOCTH

Konnenmus nabopMaimoHHONH 6€301MacCHOCTH

Hoctyn B undopmanronusie cuctemsl. [lomuTrka noctyna. ®usndeckuii 1ocTym.

[Toctpoenue cetu. Y gajeHHbIN AOCTYII.

WNHumaeHTsl. AKTUBBL, 9TO TPeOYyeTCs 3alUTHTD.

Mepsi 6e3omacHocTH B KoHTeKkcTe ISO 27001

O PeKTUBHOCTD MPUMEHSIEMBIX METOIOB 00eCTieUeHHs O€30TTaCHOCTH

AJMUHUCTPATUBHBIA  YPOBEHb 3aIlIUTHl WHPOpPMANUU. 3agadyd  pPa3IMIHBIX  YPOBHEH
YIpaBJIEHUS B PELICHUH 33/1a4u o0ecrnieueHuss HHPOPMaMOHHOM 0€3011acHOCTH.

. [IponienypHbIii ypoBeHb oOOecmeueHuss Oe30MacHOCTH. ABTOpHU3alMs IOJIb30BaTEICH B

MH(OPMALIMOHHON CUCTEME.

[TonsTre nHIMACHTA HH(OPMALIMOHHON OE30MMaCHOCTH

MecTo ynpaBieHuss HHIUICHTaMU B 001el cucteMe MHPOPMALMOHHONW 6€3011aCHOCTH
Oco0eHHOCTH yTpaBJiIeHHs COOBITUSIMU 0€30MaCHOCTH

B 4em 3akiogyaeTcsi OCHOBHAsI PUYMHA MPEIOCTABICHHS CITY>KO IOIb30BaTENISAIM?
[Touemy cuctemsl, K KOTOPBIM OCYIIECTBIIAETCS JOCTY U3 BHEIIHEH CPENIbl, HE MOTYT
10JIb30BATHCA MOJIHBIM JI0BEpUeM?

[Touemy npotokost ICMP siBisieTcst BaJKHBIM KOMIIOHEHTOM CETH?

CKOJBKMM BHYTPEHHUM CHUCTEMaM paspelraeTcsi ucnoiib3oBatb NTP B untepHere?
Mo>kHO 11 paccMaTpuBaTh McnodibzoBanre SSH kak peanuzamuio VPN?

[Touemy nonb3oBarensckue VPN TpeOyroT cTporoif ayreHTHGUKanum?

Moxet a1 mmdpoBaHue MOJHOCTHIO 3aIUTUTh JITAaHHbIE, NIepeaBaeMble yepe3 VPN.

C yeM He0OX0TMMO KOMOMHHPOBATH OJIUTUKY, YTOOBI 0OecreunTs 6e3onacHocTb VPN?
SIBrisieTCs TM OIMH U3 THIIOB MEXKCETEBBIX 9KpaHOB 0oJiee Oe30MacHbIM, HEXKETH IPpyToii?
UYto MekceTeBOt SKpaH MPUKIATHOTO YPOBHS 110 YMOIYAHHIO JIE€JIAET C BHYTPEHHUMH
aapecammu?

B gem cxo1cTBO MeKCeTeBOTr0 SKpaHa ¢ (pribTparyeld makeToB U MapuipyTuzaTopa’?
[TonsiTHe yrpo3sl 6€30MaCHOCTH KOMITBIOTEPHOM CUCTEMBL. METOIbI «B3JI0May» KOMITbIOTEPHBIX
CUCTEM.

3amuTa KOMIIBIOTEPHOM CUCTEMBI OT «B3JIoMa». IIporpamMMHbIe 3aKiIaIKH.



27. Metoabl yHUYTOXKEHUS! HTHPOPMAIH, XPaHUMOI Ha SHEPrOHE3aBUCUMbBIX HOCUTEIISAX. Y POBHU
CTEIlEHEN HAIE)KHOCTH.

28. 3amuTa nporpaMMHoro obecriedenusi. [I[peBeHTHBHBIE MEpBI 3aIUTHI.

29. 3amuTa nporpaMMHoro odecnedenus. CpeacTBa cOOCTBEHHOM 3aIIUTHI.

30. 3amuTa nporpaMmHOro obecnedenusi. CpeacTBa 3allUuThl B COCTaBE BHIYMUCIUTEIBHOM
CUCTEMBI.

31. 3amuTa nmporpaMmmHoro obecneueHus. CpeacTBa 3aIUThI C 3aIPOCOM HH(OPMAITHH.

32. 3amura nporpaMMHOTo obecnieuenus. CpencTBa akTUBHOM 3aIlIUTHI.

33. 3amura nporpaMMHOro obecrneuenus. CpencTBa macCUBHOM 3aIUTHI.

34. TexHon0THA 3aIIUTH HH()OPMAITUU HA OCHOBE: JIEKTPOHHBIX KIIIOUCH, CMapT-KapT,
NEPCOHAIBHBIX UIEHTHU(PUKATOPOB.

35. [IpyHUIMOBI M METO/IBI CO3/IaHUS 3AIUILEHHON ONEPaMOHHON CUCTEMBI.

36. Llenu u cpencTBa 3aiuThl HHGOpManuu. TUIHYHBINA HA00P (YHKIIMOHAIBHBIX MOACUCTEM.

37. OcHOBHbIE IPUHIUIIBI OpraHu3anuu 3amuTel nHpopmanuu ot HCJI u obecrieuenus ee
KOH(HUICHIINATBHOCTH.

38. Mogenp 3aluThl CUCTEMBI C ITOJIHBIM MEPEKPBITHEM.

39. PexomeH1aliuy MO UCHIOJIB30BAHUIO MOJIEIEH OLIEHKHU YSI3BUMOCTH MH(OPMALINH.

40. lonyiieHus: B MOJEINSIX OLIEHKH YS3BUMOCTH MH(POpMAIUH.

41. Meroapl onpenienieHus: TpeOOBaHM K 3anuTe HHHOPMAITHH.

42. dakTopsl, 00yCIaBIUBAIOIINE KOHKPETHbIE TPEOOBAHNUS K 3aIIUTE, 00YCIOBIEHHbIE
cneun(puKoil aBTOMaTU3UPOBAHHON 00pabOTKH MH(OpMAIUH.

43. Knaccuduxanus TpeOOBaHUH K CpeICTBAM 3aLIUThI HH(OPMALIHH.

44. TpeOoBaHuUs K 3aIIUTE, OTNPEAEIsieMble CTPYKTYpOl aBTOMaTH3UPOBAHHOM CUCTEMBI 00pabOTKH
JTAHHBIX.

45. TpeOoBaHus K 3aIIUTe, 00YCIIaBIMBaEMbIe BUAOM 3aIIUIIaeMOi HHPOPMALIUH.

46. TpeboBanwus, 00ycliaBIUBacMbI€, B3aUMOCHCTBHUEM TOJIH30BATENS C KOMIIJICKCOM CPEJICTB
aBTOMaTH3allUU.

OLIEHKA YMEHUI 1 HABBIKOB OBYYAIOIUXCS HA 3AUYETE

YK-8 CnocoGen co3naBaTh U MOJNACPKUBATh B MOBCEAHEBHOM >KM3HM M B MPO(ECCHOHATBHOU
NESITeIbHOCTH O€30MaCHbIE YCIIOBUS KM3HEICATEIbHOCTH ISl COXPAHEHMs NPHUPOIHONW Cpelnsl,
o0ecrieyeHus YCTOMYMBOTO pa3BUTUS OOIIECTBAa, B TOM YHUCIE NPU YIpo3e U BO3HUKHOBEHHUU
Ype3BbIYaHBIX CUTYALH U BOEHHBIX KOH(IMKTOB

YK-8.3. - ObecneunBaeT nepcoHaNbHYI0 HHPOPMALMOHHYIO O6e30macHOCTh B IIM(POBOIi cpexe, B
TOM 4MCJI€ CPEACTBAMU KpHUnTorpadun

Oo0yuarwmmuiicss ymeeT: pa3padarbIBaTh NOJUTUKY HH(POPMAITMOHHON O€30MaCHOCTH
POTPaMMHBIX TPOYKTOB M OPTaHU3aIUH C OTIOPOil HA HOPMATUBHO-TIPABOBBIC JIOKYMEHTHI
OO0yuawommiica  BJajeeT: HaBbIKAMH  JIOKYMEHTHPOBAaHUS  MHIMJCHTOB M  IPOLECCOB
MH(POPMALIMOHHOM 6€30MacHOCTH.

Ounenka q0cTHKeHUs] 00yJalOUIMMCS 3aIlJIAHUPOBAHHOTO pe3yJIbTaTta 00yUYeHHs OCYIIECTBISIETCS
10 Pe3yJIbTaTaM BBHITIOTHEHUS MPAKTHYECKOTO 33 JaHHS:

TunoBoe 3amanue: Haiimu mecmononodcenue «mposHckuxy npozpamm. Ouucmums Haubonee
VA36UMbLE PA30ebl CUCMEMHO20 peecmpa Om 3anucel «MpPOAHCKUX» NPOSPAMM.

TunoBoe 3amanue: Boccmanosumv 3apadicenuvie ¢haiiivl Jouucmums uUx Ccooepricumoe om
MAaKposupycos), 8KIo4Ums 3aujumy om eupycos.

IIK-1 Crioco6eH BISBIATH HHPOPMALIMOHHBIE TOTPEOHOCTH MOJIB30BATEICH U COCTABIIATH
TEXHUYECKOE 3a/laHie Ha pa3paboTKy [U(PPOBOro MporpaMMHOI0 IPOAyKTa



IIK-1.1. IIpoBomut oOCIenOBaHWE OpraHU3aldi, BBIABISIET WH(OOPMAIMOHHBIE MOTPEOHOCTH
3aKa34yuKa, MCMOJib3ys LU(POBble MHCTPYMEHTHI M OOJauyHble pelieHus s cOopa W aHamu3a
TAHHBIX

OOyualommiicss yMmeeT: TPOBOAUTH AaHANU3 TNPEIMETHOH O00JIaCTH U BBIBISITH  yTPO3bBI
UH(POPMALIMOHHOM 6€30MacHOCTH.

OO0yuarommuiics BJajieeT: HaBbIKAMH aHAJIN3a HHPOPMALIMOHHBIX PUCKOB.

OuneHka q0ocTHKeHUs] 00yJalOUIMMCs 3aIlJIAHUPOBAHHOTO pe3yJIbTaTta 00yUYeHHs OCYLIECTBISIETCS
10 Pe3yJIbTaTaM BBIIOJIHEHUS IPAKTUUECKOTO 3aJaHusl.

TunoBoe 3anaHue: npogecmu NOUCK YAZBUMOCHEL 8 NPEONONHCEHHOU BUPMYATbHOU cemu 00biMU
U3BECMHBIMU U OOCMYNHLIMU CPEOCMBAMU, CHOPMUPOBAMb OmMUem ¢ NPeONIONHCeHUIMU NO UX
npeoynpesicoOeHUrO u/unu IuKeUOayu.

TunoBoe 3ananue: Hacmpoums wugpposanue 3a0aHHOU OUPEKMOPUU CPeOCmBaMU ONepayuoHHOU
cucmemvl, NPOOEMOHCMPUPOBAMb HEOOCHYNHOCIb UHDOPMAYUU CTIOPOHHUM TULAM.

TunoBoe 3amaHue: paspabomams cxemy 3auumsl 00pPA308aMENbHOL OP2AHUAYUU OM NOmMepu
ungopmayuu u NIAH MEPONPUAMUL OP2AHUZAYUOHHO20, MEXHOIO0SUUECKO20 U HNPOSPAMMHO20
xapakmepa.

ITK-5 CnocoGen oOecreunBaTh Ka4eCTBO pabOTHI ITM(DPOBOTO TPOTPAMMHOTO TIPOIYKTA
IIK-5.4 - ObecnieunBaeT 6€30MaCHOCTH PAOOTHI UPPOBOTO MPOTPAMMHOTO MPOIYKTA
Oo0yuamomuiicsi yMeeT: ONpeIeiaTh U 000CHOBBIBATH OPTaHU3AIMOHHO-TEXHUIECKHE

MEPONPUSTHS IO 3auTe HHPOPMAIUU B MTHPOPMAITMOHHBIX CUCTEMAaX

OOyuarommiics BjajgeeT: HABIKAMH UCIIOJIb30BAHNS HHCTPYMEHTAIBHBIX CPEICTB 3aLUThI
UHPOPMALIUHU B X0JI€ MPO(HEeCCHOHAITBHON eI TETBHOCTH, a TAKXKE HAaBBIKAMH yTIPaBICHUS
UHIUJCHTaMU UH()OPMAIIMOHHON 0€30aCHOCTH.

Ounenka qocTHKeHUs] 00yJaloUIMMCs 3aIlJIAHUPOBAHHOTO pe3yJIbTaTta 00yUYeHHs OCYLIECTBIISIETCS

TI0 pe3yJIbTaTaM BBHITIOJTHEHUS MPAKTHUECKUX padoT.

TumnoBoe 3aaHue: 8 NPEOOHCEHHOU BUPMYATILHOL CemU BbINOJIHUMb HACMPOUKY YPOBHEl 00CMYNa
0I5 pA3HLIX NoAb308amenell (MeHeddcepvl, onepamopwvl, aomunucmpamopwl). Pacnpeoenenue
B03MONCHOCIEU MeAHCOY POJIAAMU BBINOJIHUMb CAMOCOAMENbHO.

TunoBoe 3amaHue: GvinoIHUMb HACMPOUKY Opanomayspa Windows Ons 3awumol y0aneHHO20
docmyna.

4. METOANYECKHUE MATEPHUAJIBI, OITPEJAEJAIOIIUE ITPOLNEAYPbI
OIIEHOBAHMUSA 3HAHWI, YMEHU U HABBIKOB, XAPAKTEPU3YIOIIUX DTAIIBI
®OPMHUPOBAHUA KOMIIETEHIIAM

KPUTEPUH OLIEHVBAHMS COOPMHUPOBAHHOCTH KOMIIETEHIIWIM

Ilnanupyemblie Kpurtepun onieHUBaHMsI pe3yIbTaTOB 00YUEHUS

pe3yJIbTaThl
o0OydeHus
(moxazarenu
JIOCTHIKCHUS
3aJIaHHOTO
YPOBHS
OCBOCHUS
KOMITETEHIIN )

YK-8 CriocoOeH co3iaBaTh  MOAEPKUBATH B IIOBCEAHEBHOM KM3HU U B IPOPECCHOHATLHON e TETFHOCTH
Oe30macHbIe YCIIOBUS KU3HEACATEIIPHOCTH IS COXPaHEHUS TPUPOTHON Cpeibl, 00eCIedeHNs YCTONIUBOTO
pa3BuTHs OOILIECTBAa, B TOM 4YHCJE IPU Yrpo3e M BO3HUKHOBCHUM YPE3BBIYAMHBIX CHUTYallMd W BOCHHBIX
KOH(IMKTOB

YK-8.3. - ObecrieunBaeT nepcoHaNbHYI0 HHPOPMAIIMOHHYIO0 0€30T1aCHOCTh B IIU(PPOBOU Cpelie, B TOM YHCIIe
cpeacTBaMu Kpuntorpaduu




[Inanupyemslie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

pe3ynbTaThl
o0ydeHus
(Toxazareu
JIOCTHIKCHUS 1 ) 3 4 5
3aJIaHHOTO
YPOBHS
OCBOCHHUS
KOMITCTEHITHH)
3HaTh: He 3naer ®parmenrapusie | O0mue, HO He Cdopmuposan | ChopmupoBaHH
- HOPMaTUBHO- 3HAHUS O CTPYKTYpHpOBa | HbIE, HO 13
MIpaBOBHIE HOPMaTHBHO- HHBIE 3HAHUS O | COZeprKallue CUCTEMaTH3UPO
OCHOBBI MIPaBOBBIX HOPMaTHUBHO- OTJIENbHbIE BaHHbBIE
nHpOPMAIIO OCHOBax MIPaBOBBIX npoOebl MIPOYHBIC
HHOH HHPOPMAIIMOHH | OCHOBAxX 3HAHUS O 3HAHUS O
0e30macHOCTH oif WHPOPMAIIMOHH | HOPMaTHBHO- | HOPMATHUBHO-
B Poccuiickoit Oe3omacHOCTH B | oM MIPABOBBIX MIPaBOBBIX
®denepanuu; Poccuiickoii 0e30MacHOCTH B | OCHOBAxX OCHOBax
- MEXIyHapOIH Odenepanny, Poccuiickoit uHPOpMaoH | MHQOPMAIIMOHH
bIC U MexayHapoaHsl | Dexepanuu, HOM on
OTEYECTBEHHBI XU MEXIyHapoIHbl | Oe3omacHOCTH | 0€30macHOCTH B
€ CTaHJIapThl, OTEYECTBEHHBIX | X U B Poccuiickoii | Poccuiickoi
periJamMeHTupy CTaHjaaprax, oTedecTBeHHBIX | Penepanuu, ®denepanuu,
IS permamMeHTupyro | cTaHzaprax, MEXIYHApOIH | MEXIyHapOIHBI
npodeccuoHa HIUX perIaMeHTUupyIo | bIX U XU
JBHYIO npodecCHOHANb | LIUX OTEYECTBEHHBI | OTEUECTBEHHBIX
JEeSITETbHOCTh HYIO npodeccHoHaNb | X CTaHAApPTaxX, | cTaHxapTax,
B obJylacTn JeSITEIbHOCTh B | HYIO pErIaMeHTupy | perjaMeHTHpY
nH(popmaImo obiactu JIEATENIFHOCTh B | FOILIIMX FOLIMX
HHOH WHPOPMAMOHH | 00xacTH npodeccuoHan | npodeccHoHab
0e30macHOCTH oi WHGOPMALMOHH | BHYIO HYIO
0e3omacHOCTH ol JESITENbHOCTh | AEATENIbHOCTH B
0e30macHOCTH B o0JyiacTu obnacTu
MHPOPMAIMOH | MHQOPMAMOHH
HOM o
Oe3omacHOCTH | 6€30MacHOCTH
YMeTh: He ymeer YacTtnuHO B nenom B nienom VYcmemHo
- pa3pabaTbIBaT OCBOCHHBIE OCBOCHHBIC, HO | chopMHupoBaH | cPOPMUPOBAHH
b TIOJIUTHKY YMEHUs HE HBIE U BIE,
HHPOPMAIHO pa3pabarbiBaTh | MOJKPEIUIIEMBIC | CAMOCTOSATENb | CAMOCTOSTEIbH
HHOH MOJUTUKY 3HAaHUSIMH U HO 0 U OCO3HAaHHO
0e30macHOCTH MH(QOPMAIIOHH | CAMOCTOSATEJIBHO | BBIIIOJHIEMBIE | BBIIOJIHSAEMBIE
MPOTPaMMHBIX oif CTBIO , HO HE BCerja | yMeHUs
MIPOAYKTOB U Oe3onmacHOCTH BBITTOJTHEHHUS WHTEJUIEKTYyaln | pa3pabaThiBaTh
opraHu3anui POrpaMMHBIX YMEHHUS BHO MOJIUTUKY
C OIOpOM Ha MIPOJTyKTOB U paspabaTeiBaTh | 000CHOBaHHBIE | HH(OPMAITMOHH
HOPMAaTHUBHO- OpraHu3aldl ¢ | MOJIUTUKY YMEHHUS oi
MIPaBOBBIE OIopoii Ha nHGOpPMaIMOHH | pa3pabareiBaT | 0€30MacCHOCTH
JOKYMEHTBI HOPMAaTUBHO- ol b TIOJIUTHKY HIPOTrPaMMHBIX
MIPaBOBbIE 0e30macHOCTH WHPOPMAIOH | MPOJYKTOB U
JOKYMEHTBI MPOTrpaMMHBIX HOU OpraHusalui c
MIPOAYKTOB U Oe3omacHOCTH | OmOpOil Ha
OpraHM3alyi C | IPOTPAMMHBIX | HOPMATHBHO-
oTopoil Ha MIPOAYKTOB U MIpaBOBHIE
HOPMAaTUBHO- OpraHu3auuii ¢ | JOKYMEHTHI
MpaBOBbIE OTIOpOM Ha
JOKYMEHTBI HOPMaTHBHO-
MIPaBOBBIE
JOKYMEHTBI
Baangers: He Bnageer ®parmeHnTapHo | B nenom CdopmupoBan | Ycnenro
- HaBbIKaMU chopMHUpOBaHH | COPMHUPOBAHH | HBIE, HO HE c(hopMHPOBaHH
JOKYMEHTHPO bI€ HABBIKU ble, HO YCTOMYMBBIC B | BIE,




[Inanupyemelie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

Pe3yJIbTaThI
o0ydeHus
(Toxazareu
JOCTYKEHUS | ) 3 4 5
3aJIaHHOTO
YPOBHS
OCBOCHHS
KOMITCTEHITHH)
BaHUs JIOKYMEHTHPOBA | BBIMTOJHICMbIC CITOKHBIX YCTOWYMBEIE,
WHIUJICHTOB U HUS Ha CUTYyalHUsIX TEXHOJOTHYECK
MPOILIECCOB HHIUICHTOB U JJIEMEHTAPHOM | HaBBIKH M TPaMOTHO
nH(pOPMAITHO MPOIECCOB YPOBHE HaBBIKH | TOKYMEHTHPORB | BBITOJHSIEMBIC
HHOMN UHPOPMAIMOHH | JJOKYMEHTHPOBA | aHHS HaBBIKU
0e30MacHOCTH ol HUS WHIMJCHTOB U | JIOKYMEHTHPOBA
Oe3omacHoCTH WHIUICHTOB H MPOIIECCOB HUS
IIPOIIECCOB HHGOPMAITMOH | MHITUICHTOB U
HH()OPMAITMOHH | HOM MIPOIIECCOB
oi Oe3onacHocTH | HHGOPMALMOHH
0e30macHOCTH oit
0e30IacHOCTH

ITIK-1 Criocob6eH BBISBIATH HH(POPMAITMOHHBIE TIOTPEOHOCTH TIOJIE30BaTENIeH M COCTABIIATh TEXHHIECKOE
3aJlaHue Ha Pa3paboTKy MU(POBOro MPOrPpaMMHOIO MPOIYKTa
[IK-1.1. IIpoBoguT 0OCnemOBaHUE OpraHU3AIMiA, BEHISBISET WHGOPMAIMOHHBIE TOTPEOHOCTH 3aKa3uuKa,
MCHONB3Ys IU(POBbIC HHCTPYMEHTHI M 00JTaYHbIC PENICHUs I cOOpa M aHaIM3a JAHHBIX

3HaTh: He 3naer Oparmenrtapusie | OOmIwe, HO HE Cdopmuposan | ChopmupoBaHH
-TpeboBaHUs 3HaHUA O CTPYKTYpUpPOBa | HBIE, HO bIE
0e301acHOCTH K TpeOOBaHMIX HHBIC 3HaHUS O | coZeprKarine CHCTEMAaTU3UPO
nH(pOpPMAITHOHH 0e30MacHOCTH K | TpEeOOBAHMIX OTHETHHBIC BaHHBIC
BIM CHCTEMaM WHPOPMAITMOHH | 0€30MaCHOCTH K | IPOOeIbI MIPOYHBIE
BIM CHCTEMaM WHPOPMALMOHH | 3HAHHSA O 3HAHUS O
BIM CHCTEMaM TpeOOBaHHUAX | TpeOOBaHMSIX
Oe3omacHOCTH | G€30MacHOCTH K
K HHPOPMAOHH
MHQOPMALIOH | BIM CHUCTEMaM
HBIM CHCTEMaM
Ymers: He ymeer YactuuHo B ueinoM | B LEeJaoM | YCHemHo
- IPOBOJUTH OCBOCHHBIC OCBOCHHBIE, HO | chopmupoBaH | cHOPMHPOBAHH
aHaIn3 YMEHUS HE HBIE u | ble,
npeaAMETHOMN MPOBOJIUTH MOJIKPETUIiEMbIE | CAMOCTOSATENL | CAMOCTOSITENbH
O6J'IaCTI/I u aHaJIu3 3HaHUAMU Hu | HO O U OCO3HAHHO
BBISBIISITD peaMETHOR CaMOCTOSITEJIBHO | BBITIOJIHSIEMBIC | BBHIIOJIHAEMBIC
yIPO3bI obnactu u CTBIO , HO HE BCErJa | yMEHUs
I/IH(I)OpMaHI/IOHH BBISBIIATH BBIINTOJTHCHU S HUHTCIIICKTYyal IMPOBOJAUTH
oit YTPO3BI YMEHHUS BHO aHaJN3
0e30macHOCTH; HH()OPMAITOHH | TTPOBOIUTH 000CHOBAHHBIC | TIPEIMETHOM
oif aHam3 YMEHHUS obmacTu u
Oe3omacHOCTH; | IpEAMETHOM MPOBOJUTH BBISIBIISITD
obJsacTu U | aHaJIn3 YTPO3BI
BBISIBIISITH NpeIMETHOU MHQOPMAITMOHH
YIPO3bI obnactu u | ot
WH(OPMALIMOHH | BBISBIATH 0e30MacHOCTH;
ot YIpO3bI
Oe3onacHocTH; | HHQOPMAIKOH
HOM
0€301IaCHOCTH;
Baagers: He Bnageer ®parmeHrapio | B nenoMm | Chopmuposan | YcmenrHo
- HaBbIKaMU chopMupoBaHH | COPMUPOBaHH | Hble, HO He | cpOpMUPOBAHH
aHam3a ble HaBBIKU | BlE, HO | yCTOHYMBBIE B | BI€,
nHGOPMAIMOHH IPOBEICHUS BBINOJIHSIEMbIE CJIOKHBIX YCTOMUUBBIE,
bIX PUCKOB ayauTa Ha CUTyaluAax TEXHOJIOTNYECK
MHQOPMAIIMOHH | 3JIEMEHTAPHOM | HaBBIKU u IpaMOTHO




[Inaaupyemsie Kputepuu olieHMBaHMsI pe3yIbTaTOB 00yUeHUS
Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JIOCTHKCHHUS 1 ) 3 4 5
3aJJaHHOTO
YPOBHS
OCBOEHUS
KOMITCTEHITHH)
oit YPOBHE HAaBBIKH | MTPOBEICHHS BBITIOTHSIEMEBIC
0e30MacHOCTH | | MPOBEIEHUS aymuTa HaBBIKH
aHan3a PHUCKOB | ayauTa HH(GOPMAIIMOH | MPOBEACHHUS
MHQOPMaMOHH | HHPOPMAIIMOHH | HOU ayauTa
oif oii Oe3omnacHocTH | HHGOPMAIIMOHH
OezomacHOCTH 0e30MmacHOCTH U | U aHanm3a | o
aHaJM3a PUCKOB | PHCKOB 0e301acHOCTH U
WHPOPMAIMOHH | HH(POPMAIIMOH | aHAIIN3a PUCKOB
ot HO MH(QOPMAITMOHH
0e30macHOCTH Oe3omacHoCTH | Oif
0e30macHOCTH
IIK-5 Cnocoben obecrieunBaTh KaueCTBO pabOTHI MU(POBOTO MPOTPAMMHOTO MPOTYyKTa
I1K-5.4 - OGecriedynBaeT 0€30MaCHOCTh PA0OTHI IU(PPOBOr0 MPOrPaMMHOI0 MPOAYKTA
3HaTh: He 3naer ®parmenrtapasl | O0mue, HO He Cdopmuposan | ChopmupoBaHH
CIOCOOBI U € 3HaHUS O CTPYKTYpUpOBa | HBIC, HO bIC
METOIBI crocobax u HHBIC 3HAHUS O | CONEpKalllue | CHCTEMATH3UPO
obecrieyeHus METOo/Iax crocobax u OTJCTIbHEIC BaHHbBIC
HHPOPMAIHO obecrieueHust MeToJ1aX mpooebl MIPOYHbBIE
HHOU WHGOPMAIOHH | oOecIeYeHus 3HAHUSA O 3HAHHUSA O
0e30macHOCTH ot nHpOpMAITMOHH | crocobax u crocofax u
B 0e30macHOCTU B | O METo/1ax METO/Iax
KOMITBIOTEPH KOMIIBIOTEPHBIX | O6e3omacHOCTH B | oOecrieueHusi | obOecriedeHust
BIX CeTSX, CeTsIX, KOMITBIOTEPHBIX | WH(GOPMAIMOH | MHPOPMAINOHH
YIaJICHHbIE YIAJIEHHBIX CETSIX, HOU on
YTPO3bI U yrposax u yIaNIeHHBIX Oe3onacHocTH | 0E30MaCHOCTH B
aTaKw, aTakax, OCHOBaX | yrposax u B KOMITBIOTEPHBIX
OCHOBBI Kpuntorpadude | arakax, OCHOBaX | KOMITBIOTEPHBI | CETSX,
Kkpunrorpapu CKOI1 3aIUThI kpuntorpaduye | X ceTsx, yIaJCHHBIX
YeCcKou UH(pOpMAIIHH, CKOM 3aIuThl yIaJeHHBIX yrpo3ax u
3aIIHATHI crocobax nHpopMaImmy, yrposax u aTakax,
nHbOpMAaIIH, yIpaBIICHUS crocobax aTakax, OCHOBAax
CIOCO0BI WHIUICHTAMHU yIpaBICHUS OCHOBax KpunTorpapuye
YIpaBIeHHUS WHGOPMAIOHH | HHIUACHTAMHU KpunTorpadud | CKOH 3amuThl
HHIUICHTAMHU oit “H(OPMAITMOHH | €CKOH 3aIluThl | HH(pOPMALIHH,
HHPOPMAIIO 0e3onmacHOCTH ol uHpoOpManuH, | cnocodax
HHOU 0e30macHOCTH crocobax yHIpaBIeHAS
0e301macHOCTH YIIpaBIeHU MHIUACHTAMHU
MHIUJICHTAMH | MHQOPMAIMOHH
nHPOPMAIMOH | OH
HOM 0e301macHOCTH
0e301acHOCTH
YMeTh: He ymeer YacTtrnuHO B nienom B nienom Ycnemno
- OTIpEACTSATh ’ OCBOCHHBIC OCBOEHHBIE, HO | chopMUpOBaH | chopMHPOBAHH
000CHOBEIBAT YMEHHSA HE HBIE U ble,
b OTPEACIATh U MOJKPEIUIIEMBIE | CAMOCTOSTENb | CAMOCTOSITENLH
OpraHHU3aIoH 000CHOBBIBATh 3HAHUSAMU U HO 0 ¥ OCO3HAHHO
HO- OpPTaHM3AlOHH | CAMOCTOSITENIFHO | BBITIOJNHSEMBIE | BBIIONHIEMBIE
TEXHUYECKUE O-TEXHUYECKHE | CThIO , HO He Bcerja | yMeHHS
MEPOTPUSATHUS MEPONPUSATHUS BBITIOJTHCHHUS MHTEIUICKTYal | ONpPENeNsaTh U
IO 3aIuTe IO 3aIUTe YMEHHS BHO 000CHOBBIBATh
nHpopMaru uHDOpPMAITUH B | OIIPENETIATh U 000CHOBaHHBI | OpTaHU3AMMOHH
B WH(POPMAITMOHH | 0OOCHOBBIBAThH € YMEHUS O-TEXHUYECKHE
nH(pOpMAITHO BIX CHCTEMaxX OPTraHU3ALIMOHH | ONPENACTISATh U | MEPOIIPHUSITHS




[Inanupyemslie

Kpurtepun olieHHBaHMsI pe3yIbTaTOB 00YUEHUS

Ppe3yIbTATHI
o0ydeHus
(Toxazareu
JOCTHKCHUS 1 ) 3 4 5
3aJJaHHOTO
YPOBHS
OCBOCHUS
KOMITCTEHITHH)
HHBIX O-TEXHWYECKHE | 0OOCHOBBIBATH | IO 3aIIHUTE
cHCTEMaX; MEpPOTPHUSITUS OpraHu3anvoH | uHdopMaIuu B
110 3aIllUTe HO- nH(pOpPMAITMOHH
I/IH(l)OpMaHI/II/I B TEXHHUYCCKHUEC bIX CUCTEMAX
HHPOPMAITHOHH | MEPOTPHUSITUS
BIX CHCTEMaX IO 3aIINTe
HHpOpPMALTUH
B
nHpOpMaIHOH
HBIX CUCTEMAX
Baaners: He Bnaneer ®parmentapHo | B nenom Cdopmupoan | YcmemnHo
- HABBIKAMH chopmupoBaHH | cOPMHUPOBAHH | HBIE, HO HE chopMUpOBaHH
WCTIOJIb30BaHU bIe HaBBIKU ble, HO YCTOWUYUBBIE B | BIE,
A HCIIOJIB30BAHUS BBITNIOJIHACMBIC CJIOKHBIX YCTOﬁQHBBIe,
WHCTPYMEHTA WHCTPYMEHTAJIb | Ha CUTYaIUsIX TEXHOJIOTUIECK
JIBHBIX HBIX CPEJICTB JJIEMEHTAPHOM | HABBIKH U TPAMOTHO
Cpe€acTB 3allIuThI YPOBHE HAaBBIKH HCII0JIB30BaHU BBIITOJIHSCEMBIC
3aIUTHI WHGOPMAITMK B | MCIIOJIL30BAHUS | o HaBBIKU
nHpOpMAITUH X0JIe HHCTPYMEHTANb | HHCTPYMEHTAJT | MCTOJIb30BaHHUSI
B X0JIe npodecCHoHallb | HBIX CPEJICTB BHBIX CPEJICTB | HHCTPYMEHTANb
npogeccruoHa HOM 3aIIUTHI 3aIIUTHI HBIX CPEJICTB
JILHOM JesTeNnbHOCTH; | mHpOpManuu B | mH(pOpPMAUK | 3alIUTHI
JeSITEIbHOCTH HaBBIKH xo71e B X0JI¢ nHpOpPMAITUY B
; yIpaBIICHUS npodeccuoHanb | nMpodeccroHaN | xoje
HABBIKAMH WHIUICHTAMHI HOW BHOM poheccCuoHaNb
YIpaBJICHUS WHQOPMAIOHH | JACATCNBHOCTH; | JCATEIBHOCTH; | HOU
HNHIOUACHTAMU on HaBBbIKHN HaBBIKN JCATCIBPHOCTH,
HHPOPMAIHO 0e3onacHOCTH YIIpaBICHUS YIIpaBICHUS HABBIKU
HHOMN HHIMJICHTAMH UHIMJCHTAMH | YIIPaBJICHUS
0e30macHOCTH nHpopMaImoHH | WHGOOPMAMOH | WHIUACHTAMHU
oM HOM HHPOPMAIOHH
0e30macHOCTH Oe3omacHocTH | OH
0e301macHOCTH

[IPOLIEYPA ITPOBEJJEHU S ITPOMEXYTOUYHON ATTECTALIMU U KPUTEPUU
OLEHKMU PE3YJIbTATOB OBYUEHUA 110 JUCHUIUINHE

JUis  KOHTposisi yCBOEHHMs OOyYaroIlMMHCS JaHHOW JUCHUIUIMHBI Y4eOHBIM IUIAHOM
IpeayCMOTPEHBI 3a4eT U KypcoBas pabora.

OTMeTKa «3aYTEeH0» BBICTABISETCS O0YyYalOIIeMyCsl, KOTOPBIN MOKa3al cOPMUPOBAHHBIC

CUCTCMATU3UPOBAHHLIC

3HaHUA 0

HOPMATUBHO-TIPABOBBIX

OCHOBAax

UH(POPMALMOHHOM

6esomacHoct B Poccuiickoit denepannu; MeEXIYyHApOIHBIX M OTEUECTBEHHBIX CTaHAapTax,

PEerIaMEHTUPYIOIINX

npodeccuoHanbHy 0

JCATCIIBHOCTD

B

oOiactu

nH($OpPMallMOHHON

0e30macHOCTH; TpeOOBaHUAX OE30MacCHOCTH K WH(OPMAIMOHHBIM CHCTEMaM; 3HAHHUE TOHSATHUS

HH(l)OpMaHHOHHOﬁ 6630HaCHOCTI/I, €€ COCTAaBJIAIOIIHMEC W YPOBHHU O6CCH€‘ICHI/I${; BBIIIOJIHUJI BCC

IMPaKTHUYCCKUC pa6OTH Ha OTMCTKY HC MCHEC YCM «YHOBJICTBOPUTCIILHOY.

OTMeTKa «He 3a4YTEHO0)» BBICTABIISIETCS O0yYaroleMycsi, KOTOPBIH MMeeT (pparMeHTapHbIe
3HaHUS y4eOHOI0 MaTepHasa, He BHIIIOIHUI B IOJIHOM 00beMe MPAKTUYECKHE PAOOTHI.




OTMeTka 3a KypCOBYIO pabOTy C yYETOM €€ COJEp)KaHHs W €€ 3allUThl CTYACHTY
BBICTaBJISIETCS 1O MATHOAIIBHOM cucTeMe.

OTMeTKa «OTJMYHO» BBICTABIIAETCS MPH YCIOBHUHU, UTO:

- paboTa BBINIOJHEHAa CaMOCTOATENIBHO, HOCUT TBOPUECKUH XapakTep, coOpaH, 0000IIeH, U
NpoaHaJIU3UpPOBaH OOJBIION 00bEM HOPMATHBHBIX IPABOBBIX AKTOB, Y4E€OHOH JMTEpaTyphl,
CTaTUCTHUYECKOW MH(pOpPMAIMU U APYTUX MPAKTUUECKUX MATEPUATIOB, MO3BOJIMBIIUI BCECTOPOHHE
U3yYUTh TEMY U CJIIeJIaTh apTyMEHTHPOBAHHBIE BHIBOJIBI U TIPAKTUYECKUE PEKOMEHIAINH;

- B TEOPETUYECKON YacTH pabOTHI MPHUBEICHH MHEHHS Pa3IMYHBIX aBTOPOB, SIBIISOLIMXCS
9KCIEpTaMH B paccMaTpuBaeMol 00J1acTH, OTpakeHa JUCKYCCHS W BBICKa3aHO MHEHHE aBTOpa MO
HCCIIElyeMOMY BOIIPOCY;

- B PAKTUYECKOM YacTu pabOThI BBINOJIHEHB! PACYETHI, CHOPMYIMPOBAHBI BHIBOJIBI, @ TAKKE
pEeKOMEHIalluy JUTs JAHHOM OpraHu3aluy; -

MIOJTHOCTBIO COOTBETCTBYET TPEOOBAHUSIM, IPEIBIBIAEMBIM K COJIEPKAHUIO U O(POPMIICHHIO
KypCOBBIX padoT;

- Ha 3alIMTe OCBEIIEHBI BCE BOMPOCH HCCIEIOBAHHUS, OTBETHI CTYJEHTa Ha BOIPOCHI
npoQeCcCHOHATBPHO TPAMOTHBI, HWCYEPIBIBAIONINE, TOAKPEIUISIOTCS MOJOXKEHUSIMHA HOPMAaTHUBHO-
MIPABOBBIX aKTOB, BBIBOJIAMH H PacyeTaMu, OTPAKEHHBIMHU B padoTe.

OTMeTKa «XOPOI1I0» CTaBUTCS, €CIIHU:

- paboTa BBINIOJHEHAa CaMOCTOATENBbHO, HOCUT TBOPUECKUHN XapakTep, coOpaH, 0000IIeH, U
NpOaHaJIU3UPOBAH JOCTATOYHBIH OOBEM HOPMATHUBHBIX INPABOBBIX AKTOB, Y4eOHOH JMTEpaTyphl,
CTaTUCTHUYECKOW MH(POPMALMU M IPYTUX MPAKTHYECKUX MaTEepHalioB, MO3BOJMBILUI 1OCTATOYHO
IOJHO H3YYWUTh TEMY, HO HE IO BCEM acCHeKTaM HCCIeIyeMOil TeMbl CJAeJaHbl BBIBOABI U
00OCHOBAHBI MPAKTHYECKUE PEKOMEHIAIINY;

- TeMa pabOThI PaCKpPbITa, OJTHAKO BHIBOJBI M PEKOMEHIAIIMH HE BCETJ]a OPUTHHAIIBHBI 1/HITH
HE MMEIOT MPAKTUYECKOH 3HAYMMOCTH, €CTh HETOYHOCTH IPH OCBEIIEHHH OTICIBEHBIX BOIPOCOB
TEMBI;

- B TEOPETUYECKON 4YacTH pabOThl MPUBEICHBI MHEHMs OTIENIBHBIX CIEIHMATUCTOB, HO HE
OTpa’keHa JUCKYCCHUs U HE BBICKA3aHO MHEHME aBTOPA MO UCCIIEAYEMOMY BOIPOCY;

- B NPAKTHYECKOW 4acTH pabOThI BBHINOJIHEHBI PacyEThl, HANIMCAHBI BBIBOJBI, B KOTOPBIX HE
JIOCTaTOYHO TTOJIHO MJIM HE TOYHO OTpaKeHbl 0COOEHHOCTH paccMarpuBaeMoro kaHaia 30 yTedku, a
TaKXKe JTaHbl CIIUIIKOM 0000IIeHHBIE PEKOMEHIAIINH aBTOPa PAOOTHI MO ANbHEHIEH ONTUMH3AINN
paboThl OpraHU3aIg;

- €CTb OT/I€TIbHbIE HEAOCTATKU B 0OpPMIIEHUHN pabOThI;

- Ha 3aIIUTE OCBEIICHBI BCE BONPOCH! MCCIIEIOBAHMSA, OTBETHI CTYACHTAa Ha BOIPOCHI OBLIN
HETIONTHBIE U HEJJOCTATOYHO IOIKPETUICHBI TIOJI0KEHUSIMH HOPMAaTHBHO-TIPABOBBIX aKTOB, BBIBOJIAMHU
U pacueTamM, OTPAKEHHBIMH B paboTe.

OTMeTKa «y10BJI1€TBOPHUTEIbHO» CTABUTCS, KOT/a:

- paboTa BBINIOJHEHAa CaMOCTOSATENIFHO, HO HOCHUT TIOBEPXHOCTHBIM Xapakrep, coOpaH,
00001IeH, W TPOAHATM3UPOBAH HEOONBIION 00bEM HOPMATHUBHBIX IPABOBBIX AaKTOB, Y4eOHOU
JUTEpaTyphl, CTATUCTUYECKONW HMH(OpMALMM M APYTHUX MPAKTUUYECKHX MaTepHalioB, KOTOPBIA HE
TIO3BOJIMII IMOJIHO U3YYHUTHh TEMY, BBIBOABI U MPAKTHYCCKUC PCKOMEHAAIIMKU HE BCET/1a O6OCHOBaHBI;

- TeMa paboThl PACKPhITa YaCTUYHO, BBIBOJBI M PEKOMEHIAIIMN OECCHCTEMHBI M HE MMEIOT
NPaKTHYECKOH 3HAYMMOCTH, €CTh CYIIECTBEHHBIE HEJIOCTAaTKH MpPU OCBEIICHWH IIOYTH BCEX
BOIIPOCOB TEMBI;

- B TEOPETUYECKOH uyacTH paboThl HE OTPAKEHO MHEHHE CIEIHUAIUCTOB, HE OTpakeHa
JIMICKYCCHSI U HE BBICKA3aHO MHEHHE aBTOPA MO UCCIIEAYEMOMY BOIIPOCY;



- B MPaKTUYECKOW YacTH pabOThI BBIIOJIHEHBI pacU€Thl C OUIMOKaMH, HAMMMCAHBI CIUIIKOM
oOmIre BBIBOJBI, B KOTOPBIX HE OTPaKEHbI OCOOCHHOCTH paccMaTpHUBAEMOI0 KaHalla YTEYKH, a
TaK)Ke aBTOPOM HE JaHbl PEKOMEHIAIMH JUIS OpraHU3aIiu;

- €CTh CYIIECTBEHHbIE HEJJOCTATKHU B 0OPMIICHHH PabOTHI;

= Ha 3alIIUTC OCBCIICHBI HeKOTopBIe BOHpOCLI HUCCIICAOBaHUA, CTy,ZleHT HUCIIBIThIBAJI
3any,Z[HCHI/I$I HpI/I OTBETAax Ha BOHpOCBI.

OTMeTKa «HEeYAOBJIETBOPUTEIBLHOY» CTABUTCS, SCITH:

- cojaepkaHWe pabdOTBHl HE pacKpPhIBAa€T TEMY, BOIPOCHI H3JI0OKEHBI OCCCUCTEMHO H
MTOBEPXHOCTHO, HET aHAJIM3a MPAKTUICCKOTr0 MaTepuaa, OCHOBHBIC MOJIOKCHHUS M PEKOMEHIAIHH
HE UMEIOT 00OCHOBAHMS;

- paboTa He OpUTMHAJIbHA, OCHOBAaHA 11a KOMITMIISALIUY ITyOJIMKAIMNA 110 TEME;

- paboTa HECBOEBPEMEHHO TMPEJCTaBIICHA, HE B MOJIHOM OOBEME IO COJEPKAaHUIO H
0(hOpPMIICHHIO COOTBETCTBYET NPEAbABISICMBIM TPEOOBAHUAM;

- Ha 3aIIUTe CTYACHT MOKAa3aj MOBEPXHOCTHBIC 3HAHUS 10 UCCIICIYyeMON TeMe, OTCYTCTBHE
IPEJICTaBICHUIA 00 aKTyaJIbHBIX MTPOOJIEMax 1Mo TeMe pabOThI, HE OTBETHII HA 33JJaHHBIC BOTIPOCHI.



5. IMATHOCTHUYECKWE 3AJTAHUA U151 OLIEHKY 3HAHUI, YMEHU, HABBIKOB,
XAPAKTEPU3YIOHUX YPOBEHb CPOPMHUPOBAHHOCTH KOMITETEHIIUI

Komnerennusi YK-8 Cnocoben co3maBaTh W TMOJACP)KHMBATh B TOBCEIHEBHOW JKM3HHM H B
npo(hecCHOHANBFHOM JEATeTbHOCTH Oe30MacHble YCIOBUS JKU3HENEATEIbHOCTH U COXpPaHEHUs
PUPOJIHON cpenibl, 0OecreyeHs] YCTOMYMBOTO pa3BUTHs OOIIECTBa, B TOM YHCIIe TPU yrpo3e U
BO3HUKHOBEHUU YPE3BBIYAMHBIX CUTYallUi ¥ BOCHHBIX KOH()JIHKTOB.

OOyuamomuiicsi 3HAaeT: HOPMATHBHO-TIPABOBHIE OCHOBBHI HMH()OPMAIIMOHHOW 0€30MacHOCTH B
Poccniickoit @enepannn; MeXIyHAPOAHBIE M OTEUYECTBEHHBIE CTaHAAPTHI, PETIAMEHTUPYIOLIUE
poeCCHOHANIBHYIO IEATETLHOCTH B 00J1aCTH WH()OPMAITMOHHOM 0€30MacHOCTH.

Oo0yuawmuiicss  ymeer:  paspabaTeiBaTh  MOJUTUKY  HMHGOPMAIMOHHOW  0€30mMacHOCTH
IPOrpaMMHBIX IPOAYKTOB U OPTaHU3ALIUNA C ONOPOI HA HOPMATUBHO-IIPABOBBIE JOKYMEHTHI.
OOyuamommiicss  BJajieeT: HaBbIKAMH  JIOKYMEHTUPOBAHMS ~ HMHIMJIEHTOB U  IPOILIECCOB
UH(POPMALIMOHHOM 6€30MacHOCTH.

3AJJAHUA 3AKPBITOI'O TUITA

3aganue 1. Cnam, KOTOpBIN UMEET 1IeJIb OMIOPOYUTH Ty WM UHYIO (UpMY, KOMIIAHUIO,
MOJINTUYECKOT0 KaHIUAATa

a) YepHBIH uap

0) ¢buimHT

B) HUTEPUICKNE TUChMA
r) HCTOYHHUK CIIyXOB

) IIyCTHIE IUCbMA
Ortser: a.

3aganue 2. 3amura nHpopmaiuu. ObecnieueHrne HHPOPMAITMOHHOI 0€30MaCHOCTH B OPraHU3AIIHH.
OcCHOBHbBIE TEPMUHBI U ONIPEIEIICHUS.

a) T'OCT P 50922-2006

0) I'OCT P UICO/MDK 27001-2021

B) T'OCT P 53114-2008

T) I'OCT P 50.1.056-2005

OTtBerT: B.

3ananme 3. KonpuneHuanbHOCTh HH(OPMALMHU - 3TO €€ CBOICTBO. ..

a) OBITh W3BECTHOH TOJIBKO JIOMYIIEHHBIM M MPOIICIIIAM TIPOBEPKY (aBTOPH30BAHHBIM)
CyObEeKTaM CHUCTEMbI, a JUIsl OCTaJIbHBIX CYOBEKTOB CHUCTEMbI 3Ta HMHGpOpMalnus J0JDKHA ObITh
HEU3BECTHOMN

0) ObITh HEW3MEHHOW B CEMAaHTMYECKOM CMbIciIe Mpu (YHKIMOHUPOBAHUU CHCTEMBl B
YCJIOBMSX CIIyYalHBIX WIN IIPEAHAMEPEHHBIX MCKAKEHNUH NUJIU Pa3pyIIAOIUX BO3ACHCTBAN

B) OBbITh JOCTYITHOW /JIs1 aBTOPU30BAaHHBIX 3aKOHHBIX CYOBEKTOB CUCTEMbI, TOTOBHOCTb CIIYKO
K 00CITy’KHBaHUIO 3aIIPOCOB

Ortser: a.

3ananmne 4. [lemocTHOCTh HHPOPMAIIMH - ITO €€ CBOKCTBO...

a) OBITh W3BECTHOW TOJIBKO JOMYIIEHHBIM M MPOIICIIIAM TPOBEPKY (aBTOPH30BAHHBIM)
CyObEeKTaM CHUCTEMbI, a ISl OCTaJIbHBIX CYOBEKTOB CHUCTEMbI 3Ta HMHGpOpMalus J0KHA OBITh
HEU3BECTHON

0) ObITh HEW3MEHHOW B CEMAaHTMYECKOM CMbIciae Npu (YHKIMOHUPOBAHUU CHCTEMBl B
YCJIOBHSIX CIIy4alHBIX WIN IIPEAHAMEPEHHBIX MCKAKEHUN UJIU Pa3pyLIAOIUX BO3ACHCTBUN

B) OBbITh JOCTYITHOW /711 aBTOPU30BaHHBIX 3aKOHHBIX CYOBEKTOB CHCTEMBI, TOTOBHOCTb CIIyKO
K 00CITy’)KHBaHUIO 3aIIPOCOB

Ortser: 0.

3apanmue 5. JloctynmHOCTh MH(OPMAIUH - 3TO €€ CBOMCTBO. ..



a) ObITh M3BECTHOM TOJIBKO JOMYIIEHHBIM M MPOLIEAIIUM HPOBEPKY (ABTOPU30BAHHBIM)
CyObEeKTaM CHCTEMbI, a ISl OCTaJIbHBIX CYOBEKTOB CHUCTEMbI 3Ta WH(pOpMalus J0JKHA OBITh
HENU3BECTHOMN

0) ObITh HEW3MEHHOW B CEMAaHTHMYECKOM CMbIciIe TNpU (YHKIMOHHUPOBAHUU CHCTEMBI B
YCIIOBMSIX CIIyYalHBIX WX NTPEAHAMEPEHHBIX MCKAKEHNUN WU Pa3pyLIAOINX BO3ACHCTBAN

B) OBITH JOCTYITHOW JJIs1 aBTOPU30BAHHBIX 3aKOHHBIX CYOBEKTOB CUCTEMbI, TOTOBHOCTb CIIY:KO
K 00CITy>KHBaHUIO 3aIIPOCOB

OrtBer: B.

3apanme 6. LlemocTHOCTh MHPOPMALIMKM MOXKHO TOPA3ACITUTH HA:

a) AyTEHTHUYECKYIO
0) JnHaMuueckyro
B) [TapabGonuyeckyro
r) Cratudeckyio
OTtBeT: 0, T.

3apanme 7. UupopManust OrpaHHuEHHOTO JOCTYIIA KJIaCCUPUITUPYETCS Ha:

a) IIpuBaTHyO

0) CexpeTHy10

B) 3aKpbITYIO

r) Kon¢unennuansnyto
OTtBeT: 0, T.

3aganue 8. Ha oOmenoctynnyro HHQOpMAIMIO HE pacCIpOCTPaHAETCsl IPUHLIUIT

a) JlocTynHOCTH HH(bOpMaun

0) Kon¢unenuuansHoct nHpopmanun
B) IlenocTHOCTH MHPOPMALIUU

r) Her BepHOTrO BapnanTa orBeTa
Ortser: 0.

3ananme 9. HeBepHoe yTBepkIeHUE. .

a) WNudopmanronHas 6€30MaCHOCTbh CKPBIBAET OOIETOCTYITHbIE JaHHbIE

0) VY KOHPUACHIINATHHBIX TAHHBIX €CTh YPOBHU KOH(MHUICHIIMATEHOCTH

B) VY CeKpeTHBIX JaHHBIX €CTh YPOBHU CEKPETHOCTH

r) NupopmanronHas 6e3o0nacHOCTh 00ecneunBaeT JOCTYIHOCTh OOIIEIOCTYHBIX TaHHBIX
OrtBer: a.

3aganue 10. 3amuTa nHGOPMAIIHHA - 3TO IEATEITHHOCTH TI0 IPEIOTBPAIICHHIO. . .

a) HEKOHTPOJIMPYEMOTO PACIPOCTPAHEHUs 3aIlMIIaeMO HMHpOpMalMK OT €€ pas3IiIalleHus,
HecaHKmoHupoBaHHoro gocryna (HCJ) k 3amuimaemMoil ”HGoOpMauy U MOJy4eHus 3alluiiaeMon
UH(POPMALIUY 3I0YMBIIUIEHHUKAMU

0) HECAHKIIMOHUPOBAHHOTO JOBEACHUS 3alluInaeMold MH()OpPMAIUK 0 HEKOHTPOIUPYEMOTO
KOJINYECTBA MoTydaTesiell nHpopMauu
B) MOJIyYeHHsT 3aIIMIIaeMO WH(POPMALUU 3aHMHTEPECOBAHHBIM CYOBEKTOM C HapyIICHHEM

YCTaHOBJICHHBIX MPABOBBIMU JIOKYMEHTaMU HJIM COOCTBEHHHKOM JIHOO BIajenblieM HH(OpMauu
IIPaB WJIU TPABUJI IOCTYIIA K 3alUIIIaeMON HHPOpMAIHH

r) YTEUKU 3aluiiaeMoil MHGpOpMalMM, HECAaHKIMOHUPOBAHHBIX U HENpeJIHAMEPEHHbIX
BO3/ICHCTBHI Ha 3aIIMIIAEMYI0 HH(OPMAIIHIO
OrtBer: 1.

3AJJAHUA OTKPBITOI'O TUITA

3aganue 1. Kax Ha3piBasiack nepasi B Mupe mudpoBaiibHas MainHa?
OtBeT: DOHUrMa

3aganue 2. Yro Obuto pazpaboTaHO, 4TOOBI TIOMOYb CTpPaHAM W MX MPABUTEIHCTBAM MOCTPOUTH
3aKOHO/IaTEIILCTBO IO 3aIUTE MEPCOHATBHBIX JAaHHBIX MTOX0XUM 00pazomM?
OtBet: OECD



3ananme 3. Cnam pacnpocTpaHseT HOJielbHble COOOIIEHUsI OT UMEHH OaHKOB MM (PMHAHCOBBIX
KOMITIaHUH, 1IeJIbI0 KOTOPBIX SIBJISIETCSl cOOp JIOTMHOB, MapoJield U MUH-KOAOB Iosb3oBareneil. Kak
9TO Ha3bIBaeTCs?
OrtBeTt: QumMHT

3aganue 4. K xakomy By yrpo3 OTHOCUTCS HEIIPAaBOMEPHBIN JOCTYI K HH(OpMAaLIUU
Ortaer: K yrpozam KoHQHIEHIMATBHOCTH

3apanme 5. Merox mmdpoBaHus, NMpH KOTOPOM €IMHHIBI OTKPHITOIO TEKCTa 3aMEHSIOTCS
3aIM(PPOBAHHBIM TEKCTOM OIPEAEIEHHBIM 00pa30M € IIOMOIIBIO KJI0Ya — 3TO. ..
OtBeT: MeTo OACTAaHOBKH

3azlalme 6. Meton I_I_II/I(I)pOBaHI/IH, IIpU KOTOPOM CHUMBOJIbI I_HI/I(I)pyeMOFO TCKCTa IOCJIICA0BATCIIbHO
CKJIAABIBAKOTCA C CHMBOJIaMU HGKOTOpOfI CIICMAaJIbHOM MOCIeA0BATSIBHOCTH — 3TO. ..
OTtBer: Meton raMMHUpPOBaHUA

3ananme 7. Metoa mudpoBaHus, Ipu KOTOPOM CUMBOJIbI IIH(PYEMOTO TEKCTA NEPECTABIISIOTCS 110
ornpeAenEéHHBIM ITpaBMiIaM BHYTpHU MIHPpyeMoro 0J10ka CUMBOJIOB — 3TO. ..
OtBet: MeTo/ nepecTaHOBKH

3ananme 8. JIn1s1 yero npeaHasHavyeHa 1uQpoBast MoMuch?
OrtBet: [l ayTeHTU(UKALINY JIUIIA, TOMUCABUIETO 3JIEKTPOHHOE COOOIICHHUE.

3apanme 9. Uto Takoe KIIt0Y MPOBEPKHU AJIEKTPOHHON TOATTHCH?

OtBer: Kitou mpoBepkH DSIEKTPOHHOM TMOAMHCH - OSTO YHHUKalbHAs MOCIEAOBATEIHLHOCTh
CUMBOJIOB, OJHO3HAYHO CBSI3aHHAS C KIIOUOM JJICKTPOHHOW TMOMANMCH M TPEAHA3HAYCHHAS IS
NPOBEPKH MOUTMHHOCTH JICKTPOHHOM MOITHCH.

3ananme 10. Uto Takoe cepTudUKAT KIH04a IPOBEPKU AIIEKTPOHHOM MOANUCHU?

OtBet: CepTuduKaT KIH04a MPOBEPKH IIEKTPOHHOU MOJAIMUCH - 3TO AJIEKTPOHHBIA JOKYMEHT WU
JOKYMEHT Ha OyMa)KHOM HOCHTEJE, BbIJAaHHbIE YJOCTOBEPSIOIIMM LIEHTPOM JHOO JOBEPEHHBIM
JMLIOM YJOCTOBEPSIIOILIEro IEHTpa M IOATBEPKAAOIMUE I[PUHAUIEKHOCTh KIIOYa IPOBEPKU
3JIEKTPOHHOMN MOANKCH BJIAJIEbIy CepTU(PHKATA KIH0Ya IPOBEPKU AJIEKTPOHHOMN MOANNUCH

3aganue 11. CobiT otHOcuTCS K paszpaboTke cucreM HHDOPMALMOHHONW O€30MacHOCTH U
porpaMm 0€30MacHOCTH — 3TO. ..
OtBet: OTKPBITHIN CTAaHAAPT, ONMPEISISIOIIMIA ETH KOHTPOISI

3apanne 12. CobiT cocTouT U3 4eThIpEX TOMEHOB, IEPEUUCTUTE UX.
OtBer: [lnanupoBanue u Opranuzauus, [IpuoOperenne u Buenpenuwe, Oxciuryaranus u
ConpoBoxenne, MoauTopuHr U OnieHka

3aganue 13. CobiT pazpabotan Ha ocHOBe cTpyKkTyphl COSO. UTo sSBIsSETCS OCHOBHBIMU IEJISIMU U
3anagamu COSO?

OtBer: COSO OTHOCHUTCS K CTpaTerMuecKoMy ypoBHIO, Torna kak CobiT Oosbliie HampaBiieH Ha
OIEPALMOHHBIN YPOBEHb

3ananme 14. HazoBuTe NpUHIMIBI, HA KOTOPBHIX OCHOBBIBAETCS JESTEIBHOCTh T'OCYJapCTBEHHBIX
OpraHoB I10 obecneuyeHno HHHOpMaIMOHHON 6€30aCHOCTH

OtBer: JledATenbHOCTh TOCYJApCTBEHHBIX OpPraHoOB IO oOecredeHuto HH(OpMaIMoHHON
0€30I1aCHOCTH OCHOBBIBAETCSI HA CIEAYIOIINX PUHLIUIAX:

a) 3aKOHHOCTh OOIIECTBEHHBIX OTHOIIECHHH B HH(OPMAIMOHHON cdepe U TMpaBOBOE
PaBEHCTBO BCEX YYAaCTHUKOB TAaKUX OTHOLICHWH, OCHOBAaHHbIE Ha KOHCTUTYLIMOHHOM IIpaBe
rpaxkiaH CBOOOTHO MCKATh, MOJyYaTh, epeaaBaTh, IPOU3BOAUTH U PACIIPOCTPAHATH WHPOPMALIUIO
J0OBIM 3aKOHHBIM CIIOCOOOM;



0) KOHCTPYKTUBHOE B3aUMOJIEHCTBUE IOCYJAPCTBEHHBIX OPraHOB, OPraHU3AlMi U TpaxkaaH
IpY PELIeHUH 3a/1a4 110 obecneueHno HHHOpMaIIMOHHON 6€3011acHOCTH;

B) coOmomeHue OamaHca MeXAy TOTPEOHOCThIO TpaxkaaH B CBOOOJHOM oOOMEHe
uHpOpMaLuell U OrpaHUYCHUSMH, CBSI3aHHBIMH C HEOOXOIMMOCTBIO 0OecreueHus] HallMOHATbHON
0€301acHOCTH, B TOM 4YHuCiie B HHGOPMAIIMOHHOU cdepe;

I) JOCTaTOYHOCTh CHJI M CpEICTB obecredyeHuss HH(OpMarMOHHONW O0e30MacHOCTH,
ompezenseMas B TOM 4YHCJIE€ [OCPEICTBOM IOCTOSIHHOIO OCYLIECTBICHHUS MOHUTOPHHTA
UH(POPMALIMOHHBIX YIPO3;

N) coOnrofeHue OOIICTIPU3HAHHBIX MPUHIMUIOB M HOPM MEXKIYyHApOJIHOro IIpaBa,
MEXIYHapOAHBIX 10roBopoB Poccuiickon denepanuu, a Takke 3aKOHOAATenbCcTBa Poccuiickon
denepanuu.

3ananme 15. Jlaiite onpeaenenne 3IeKTPOHHON MOAHICH.

OtBet: DieKTpOHHAas MOANUCH - UHPOPMALIUS B JIEKTPOHHOM popme, KOTopas MpHCOSAUHEHA K
JIpyroil “HGOpMAaIK B IEKTPOHHOU (opMe (MoAnuchBaeMoil nH(OpMALIUK) WK UHBIM 00pa3oM
CBi3aHAa ¢ TakoW MHpOpMauuell W KOTOopas MCIOJb3yeTcs I ONpEleNIeHUs —JIHLA,
MO CHIBAIOIIETO WH(OPMAITHIO

IIK-1 Cnioco6eH BbISABIATH HHPOPMALMOHHBIE TOTPEOHOCTH MOJIb30BAaTEECH U COCTABIIAThH
TEeXHHYECKOE 33aJaHNe Ha pa3paboTKy IH(POBOrO MPOrpaMMHOTO MTPOIYKTa
O0yuarmmuiicst 3HaeT: TpeOOBaHUS 0€30MAaCHOCTH K MHPOPMALMOHHBIM CUCTEMaM.

OO0yuarwmmuiicss ymeeT: NMPOBOJUThH aHAJIN3 MPEIMETHON 00JacTH M BBIABIATH MH(POPMAIIMOHHBIE
yTPO3BI.
O0yuarmmiics BjiajieeT: HaBbIKAMHU aHAIH3a WHPOPMAIIMOHHBIX PUCKOB.

3AJJAHUA 3AKPBITOI'O TUITA

3aganue 1. [To MexaHu3My 3aIIUTHI ... CKAHUPYIOT ONEPAIIOHHYIO CHCTEMY, (Daiiiibl, KOTOpHIE
3aITyCKal0TCS Ha YCTPOUCTBE, a TAKIKE 3arPy309HBIE CEKTOPBI KECTKUX JTUCKOB, H CITOCOOHBI HE
TOJILKO OOHAPYXUTh BUPYC, HO M BBUICUNTH 3apakEHHBIN (Daiis, yaanuB BpeIOHOCHBIN KO

a) AHTUBHPYCHBIE CKaHEPHI

0) MoHUTOpPHI (RHTUBUPYCHBIE CTOPOKA)
B) PeBuzopsl

T) brokuposumkm

1) [Tomudaru

OTtBert: I.

3aganue 2. [To MexaHU3My 3aIIUTHI ... padOTalOT B (HOHOBOM PEKUME U O€3 MePEepPHIBOB
OTCJIC)KUBAIOT MPOUCXOIAIINE HA YCTPOMCTBE MPOLIECCHI

a) AHTUBHPYCHBIE CKaHEPBI

0) MoHUTOpPHI (RHTUBUPYCHBIE CTOPOKA)
B) PeBusopsl

T) broxkupoBumku

1) [Tomudaru

OTser: 0.

3ananme 3. [Io MexaHU3MY 3aILUTHI ... AKTUBUPYIOTCS MOCIIE 3aIlyCKa YCTPOMCTBA WIIH T10 3alIpOCy
MOJIb30BATENsl U MIEPUOJNUECKH MTPOBEPSIOT ONIEPATUBHYIO MaMTh U (HaliJIOBYIO CUCTEMY

a) AHTUBHPYCHBIE CKaHEPHI

0) MoHUTOpPHI (AHTUBUPYCHBIE CTOPOKA)
B) PeBuzopsl

T) briokupoBumkm

1) [Tomudaru

OTser: a.

3ananmne 4. [To MexaHU3MYy 3aIIUTHI ... OOHAPYKUBAIOT U OCTAHABIMBAIOT BUPYCHI HA paHHEH
CTaJNH Pa3MHOXKEHHUSI, KOTJIa T€ 3alUChIBAIOTCS B 3arpy30UHbIN CEKTOP KECTKOTO JIUCKa



a) AHTHBUPYCHBIE CKaHEPBI

0) MoHUTOPBI (AaHTUBUPYCHBIE CTOPOKA)
B) PeBuzopsl

T) broxkupoBumku

) [Tonudaru

OTtBer: T.

3aganue 5. [Io MexaHu3My 3aIIUTHI ... 3a[IOMUHAIOT UCXOJHOE COCTOSIHUE MPUIIOKEHUH U (haitioB
Y KOHTPOJIUPYIOT U3MEHEHHUS B HEM

a) AHTHBHPYCHBIE CKaHEPHI

0) MoHUTOPBI (AaHTUBUPYCHBIE CTOPOXKA)
B) PeBuzopsl

T) broxkupoBumku

1) [Tonudaru

OrtBert: B.

3apanne 6. Kakue BUpyChl aKTUBU3UPYIOTCS B CAaMOM Hayvasie paboThI ¢ ONepariiOHHON CUCTEMON?

a) 3arpy304YHbl€ BUPYCHI?
0) TPOSIHIIBI

B) 4epBU

Ortser: a.

3aganue 7. Stuxnet — 310

a) TPOSIHCKasi mporpamma
0) MaKpOBHUPYC

B) MIPOMBIIIJICHHBIH BUPYC
OrtBer: B.

3ananue 8. Texuuueckas 3amuta nHGopmaryu. OCHOBHBIE TEPMUHBI U OTIPEICIICHUS
a) I'OCT P 50922-2006

0) I'OCT P UICO/MDBK 27001-2021

B) T'OCT P 53114-2008

T) T'OCT P 50.1.056-2005

OTBeT: T.

3aganme 9. 3anmra nHpopmanuu. OCHOBHBIE TEPMUHBI U ONIPEACTICHHS
a) I'OCT P 50922-2006

0) I'OCT P UCO/MD3K 27001-2021

B) I'OCT P 53114-2008

r) I'OCT P 50.1.056-2005

OrtBer: a.

3apanne 10. CucteMHbBIN aIMUHUCTPATOP, PAOOTAIOIINI B IITATE OpPraHU3AIMK, OTHOCUTCS K

a) aHTPOIIOI€HHBIM UCTOYHUKAM yIPO3
0) TEXHOT€HHBIM HUCTOYHHKAM yTpO3
B) BHEIITHUM UCTOYHHUKAM yIpo3

T) BHYTPEHHUM UCTOYHUKAM YIpo3
OTBerT: a.

3AJJAHMA OTKPBITOI'O TUITA

3aganue 1. ComnocraBbre ko1 ['OCTa ¢ ero onmucanmeMm

Kon | Onucanue
3ammra uHpopmanuu. Obecrneyenne HHGOPMaITMOHHON
1. | TOCT P 50922-2006 A.| GezonacHocTy B opranu3anuu. OCHOBHbIE TEPMUHBI U
OIpeIeJICHUS
2. | T'OCT P UCO/MDK 27001- B.| Uadopmarnmonaas TeXHOJIOTHsI. MeTOIbI M CpeACTBA




2021 oOecnieuenns 0e3onacHoct. CucTeMBI MEHEHKMEHTA
nHpopmalmonHo# O0e3omacHocTu. TpeboBaHus

Texnuyeckas 3ammra nHpopmanuu. OCHOBHbIE TEPMHUHBI
U ompeieTIeHus

3. | TOCT P 53114-2008 C.

3amuTa nHpopmaui. OCHOBHBIE TEPMHUHBI U
olpeeIeHUs

4. | I'OCT P 50.1.056-2005 D.

OTtser: 1-D, 2-B, 3-A, 4-C

Bonmpoc 2. Jlaiite KpaTkyr Ki1accuuKanuio puckam HHGOPMALMOHHONH 0€30IacHOCTH,
BO3HHUKAIOIIMM TIpu paboTe ¢ WH(POPMAIMOHHBIMH CHCTEMaMH B OpTaHU3AlMM W TPUBEIHUTE
HPUMEPBI.

OrtBet: Hampumep, mpuBeeM CIeIYIONIYI0 KIAaCCU(PUKALINIO PUCKOB

Cnyuaitapie. OOBeMHSIOT HENPEABHICHHBIE COOBITHSA, KOTJa MPOUCXOIUT CTEYEHHE
0OCTOSITENILCTB, MPUBOIAIICE K HEOMArONpUSATHBIM TOCIEeACTBUAM. Kak mpaBuiio, 5TO BHE3aIHBIE,
CIIO’KHO TIPOTHO3MPYEMbIE PHCKH Pa3HOTO XapakKTepa.

[Tpumepsl — BBIXOA M3 CTPOS TEXHUYECKOTO O0OpYyIOBaHMSA, UYpE3BbIUYANHBIC CHUTYaIlHH,
nepeOon FIIEKTPOIHEPTUH, MOBPEKICHNE KOMMYHHKAIIMOHHBIX KAHAJIOB, ITOJIOMKA OJOKHUPYIOIINX
YCTPOWCTB, OTPAaHUYHBAIOIIUX JOCTYI K HH(POpMAIUH.

CyObexkTuBHbIE. BO3HMKAIOT M3-3a OMMOOK M HENPAaBHJIBHBIX JCWCTBHH INEPCOHANA TPH
00paboTke, XpaHeHUH WH(POPMAIIHH.

[Mpumepsl — mpeHeOpeXeHHEe BHYTPCHHUMH MNPAaBWIAMH W DPErJaMeHTOM Oe30MacHOCTH,
OPUHATHIMH B OpraHu3allu (HapylIeHHEe peXHMa TaiHbI, HECAaHKIIMOHUPOBAHHBIM IOCTYyN K
CBEIICHMSM, HapylIeHHE TNpaBWJI Iepefadn HHGOPMAlUH, HCIOIb30BAaHHE HE3aIINIIEHHBIX
UH(POPMALMOHHBIX KaHAJIOB).

OObexTuBHBIC. BO3HUKAIOT B X0/1€ IPEOAOICHHS 37I0yMbIIUICHHUKAMH 3alIUTHBIX CUCTEM H
COITyTCTBYIOIIETO TEXHUYECKOTO 3aIIUTHOTO 000PYI0BAHUSI.

[Tpumepsl — MPOHUKHOBEHUE B MH(OPMALMOHHYIO CHCTEMY BPEIOHOCHOTO MPOTPAMMHOIO
oOecrieyeHns, BHEIPEHUS CIEIAIIEro, IIMHOHCKOrOo O0OpYIOBaHUS, pPEaln30BaHHBIC OTKa3bl B
00CITy )KMBaHUMU.

Bomnpoc 3. [TpuBeauTe npuMepsl CIIy4ailHbIX PUCKOB HH(DOPMAITMOHHOM 0€301MacHOCTH
OtBet: CnyyaiiHpIe PUCKH — 3TO Pe3yibTaT (WU MPEANONIOKCHHE O HACTYIUICHHH COOBITHS) TI0
BOJIE cCllydas, HEIMPEABHUJIEHHOTO COOBITHS, KOTJa MPOUCXOJUT CTEUYEHUE OOCTOSTENbCTB,
NpUBOJAIIEe K HEOIAronmpusTHBIM MOCIHEACTBUsIM. Kak mpaBWiio, 3TO BHE3AIHBIC, CII0XKHO
MPOrHO3UPYEMbIE PUCKH Pa3HOTO XapakTepa.

[IpuMmepbl — BBIXOJ M3 CTPOS TEXHHYECKOTO OOOpPYAOBaHUS, UPE3BbIUAWHBIC CHTYAIIHH,
nepedou IEeKTPOIHEPTUH, MOBPEKACHHE KOMMYHUKAIMOHHBIX KaHAJIOB, MOJOMKa OJOKHPYIOMIMX
YCTPOMCTB, OTPAaHUYMBAIOIINX JIOCTYI K HHPOPMAITUH.

Bomnpoc 4. [Ipusenute npuMepbl CyObEKTUBHBIX PUCKOB HH(POPMALMOHHOM O€301IaCHOCTH
OtBer: CyOBEeKTHBHBIC PHCKHM BO3HUKAIOT W3-3a OMMOOK M HEMPABWIBHBIX JEHCTBHHA CyOBEeKTa
(mepconaina) npu 006paboTke, XpaHEHUH HH()OPMAITIH.

[Tpumepsl — mpeHeOpexeHHe BHYTPEHHHUMH MNPAaBWJIAMH W DPEriaMeHTOM Oe30I11acHOCTH,
OPUHATHIMH B OpraHu3allui (HapylIeHHEe peXHMa TaiHbl, HECAaHKIIMOHUPOBAHHBIM IOCTYyN K
CBEIICHMSM, HapylIeHHEe NpaBWiI Iepefadn HH(OPMALUH, HCIOIb30BAaHHE HE3AINIIEHHBIX
UH(POPMALMOHHBIX KaHAJIOB).

Bomnpoc 5. [Ipusenute npuMepbl 0ObEKTUBHBIX PUCKOB HH(POPMALIMOHHOHN 0€301acHOCTH
OtBeTr: OOBEKTHBHBIC PUCKH BO3HHMKAIOT B XOJE HPEOJONEHHS 3J0yMBIIUICHHUKAMH 3alIUTHBIX
CHCTEM M COITyTCTBYIOIIET0 TEXHUUECKOTO 3alIUTHOTO 000y I0BaHHUS.

[Tpumepsl — MPOHUKHOBEHUE B MH(OPMALMMOHHYIO CHCTEMY BPEIOHOCHOTO ITPOTPAMMHOTIO
oOecrieyeHns, BHEIPEHUS CIEIAIIEro, MIMHOHCKOrOo O0OpYIOBaHUS, pealu30BaHHBIC OTKa3bl B
00CITy>)KMBaHUN CEPBUCOB.

Bomnpoc 6. Oxapakrepusyite obmenoctynHyr napopmanuio. Kakue TpeOoBaHUS TTPEABSIBISIOTCS
K Takoi nHpopmanun?



OtBet: CornacHo 149-®3 k oOmeaocTymHON HHGOPMAITUH OTHOCATCS OOIIEH3BECTHBIE CBEIICHUS
U uHasg uH(opMaius, I0CTyn K KOTOpod He orpanuueH. OOmienoctynHas nHGoOpManus MOXKET
HCIIOJIL30BATLCST  JIFOOBIMU JUIaMHu 110 KX YCMOTPCHHIO IIpH CO6J'IIO)I€HI/II/I YCTaHOBJICHHBIX
(denepaabHBIMU 3aKOHAaMU OTPAaHUYEHUI B OTHOLICHWH DPACHpPOCTPAHEHHUs TakoW WHGOpMalUu.
Opnaxo, obnagaTenb MHPOpPMAIMK, CTaBIIeH OOIIEIOCTYIHONW MO €ro peleHuto (aBTop), BIpaBe
TpeOOBaTh OT JIMI, PACIPOCTPAHSIONIMX TaKyi0 HHGPOpPMalMIO, yKas3blBaThb ce0s B KayecTBe
UCTOYHHMKA TaKOW HHDOpMALIHH.

Bwmecte ¢ Tem, ecnu uHdopmarus, pazmemiaemas B GopMe OTKPBITHIX JaHHBIX, HE JOJDKHA
COACPIKATH CBGHGHHﬁ, AOCTYII K KOTOPBIM OI'paHUYMUBACTCA B COOTBETCTBUU C 3aKOHOAATCILCTBOM,
Harpumep, 0 TOCy1apCTBEHHOM TaiiHe, O MePCOHANBHBIX TaHHBIX, O OAHKOBCKOI TaiiHe.

Bonpoc 7. IlpuBenutre mnpumepsl OTpPAciEBbIX CTaHIAPTOB olecneyeHus HH()OpMAMOHHON
6e30macHoCTH?

OrtBeT: B cdepe uckyccrBeHHOro uHTEIIeKTa — cemeiictBo ctanaaptoB 'OCT P 59921

B OankoBckoii chepe (kpeautHble oprannzanun) — cemeictBo crangaproB 'OCT P 57580, a taxxke
crangaptsl banka Poccuu CTO BP UBBC

B cdepe 3npaBooxpanenus — ['OCT P UCO 27799-2015 (uaeHTHYEH MEKIyHapOHOMY CTaHAapTy
NCO 27799:2008)

3ananme 8. HazoBute Buabl MHQOpMAIMK B 3aBUCUMOCTH OT KaT€rOpPUHU J0CTyIa K HEl.

OtBet: B cooTtBeTcTBUM € 3akoHOAaTenbcTBOM Poccuiickoit ®enepanuu, nHpOpManus MOXET
CBOOOJTHO HCHOJB30BATHCS JIIOOBIM JIMIIOM M TepeaaBaThcs OJHUM JIMLOM JPYyroMmy JIMILy, €cCld
(denepanbHBIMU 3aKOHAMHM HE YCTAaHOBJIEHBI OTPaHUYEHUsS JOCTyNa K MHPOpMAIUH JUO0 HHbIE
TpeOOBaHUS K MOPSJIKY €€ IPeAOCTaBICHHS UM PACIIPOCTPAHEHHUS.

Wudopmanmss B 3aBUCUMOCTH OT KAaTETOPHHM JIOCTya K HEH mompas3niensercs Ha
o0IIeIOCTYIHYI0 HHpOpMalMI0, a Takke Ha HMH(OpMaIMio, JOCTYN K KOTOPOM OrpaHWYeH
denepanbHBIMHU 3aKOHAMU (MH(POPMAIIXS OTPAaHUIEHHOTO JOCTYIA).

B 3aBucuMocTH OT mHOpsiiKa MPEIOCTaBIEHUS WIM PACHPOCTPaHEHUs HMHPOPMALUU OHA
noJipas3zensercs Ha:

1) uadpopmaruio, CBOOOIHO PaCIPOCTPAHIAEMYIO;

2) wuHdoOpMalUIO, TPEAOCTABISIEMYI0 IO COTJANICHUIO JIMI, YYacTBYIOIIMX B
COOTBETCTBYIOIUX OTHOILICHUSIX;

3) wuHpOpMAIUMIO, KOTOpas B COOTBETCTBHH C (eIACpaTbHBIMU 3aKOHAMH IOJJICKHT
NPEOCTABICHUIO UM PaclIpOCTPaHEHHUIO;

4) nadopmanuio, pacrnpocTpaHeHne KoTopoil B Poccuiickoii denepanuy orpaHIIMBAETCS
WIN 3apeIiaeTcs.

Bonpoc 9. [IpuBenure MIPUMEPBI JIOKYMEHTOB, perIaMeHTHPYIOIINX co3JaHHe
ABTOMATH3MPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3AIUIIEHHOM HUCIIOJHEHUU

OtBer: T'OCT P 51275-2006 3amuta wundopmanuu. OO0bekT uHbopMaTuzauuu. DakTopsl,
BO3/ciicTBYOmMUE Ha nHPOpMarwio. OOIHe MOJI0KCHHS

I'OCT P 51583-2014 3amura uHpopManun. ITopsmok co3gaHuss aBTOMAaTU3UPOBAHHBIX CHUCTEM B
3aIHUIICHHOM UCIOJHEHUH. O0IIHe TOJI0KCHUS

['OCT P 56103-2014 3ammura uHpOopManuu. ABTOMATU3MPOBAHHBIE CHCTEMBI B 3alUIIICHHOM
ucrioniHeHn. OpraHuzanus ¥ cojJepkKaHue paldoT MO 3allUTe OT NPEIHAMEPEHHBIX CHIJIOBBIX
3JICKTPOMArHUTHBIX BO3JeHCTBUN. OOIIHE MOT0KESHHS

I'OCT P 56115-2014 3amura uHbopMaui. ABTOMATU3UPOBAHHBIE CUCTEMBI B 3aIUIICHHOM
ucrotHeHnH. CpelicTBa 3alIMThl OT MPETHAMEPEHHBIX CHUIIOBBIX 3JIEKTPOMArHUTHBIX BO3/ICHCTBHA.
OO6mue TpeboBaHUs U JAPYyTHE.

Bonpoc 10. [Ipeanoxure KOHIENINIO oOecrieueHus: HHPpOpMaIMoHHONW 6€30MacHOCTH
Otset: [Ipe1ioxkumM MUHUMAaTbHBIN

l)Ha TEppPHUTOPHUIO MPENNPUATHS JOCTYIl OTPAaHMYMBAETCS B COOTBETCTBHUH C KaTeropuei
JIOCTYTIa TToMeIeHus (00ui, 00CTyKUBAIOITUI TIEPCOHA, TIEPETOBOPHEIE)

2)IpUHATBL Pl JOKYMEHTOB, pETJIAMEHTHPYIOUIMX paboTy ¢ KOMIIBIOTEPHOH U
OpTraHMU3aIIMOHHON TEXHUKOM, C paOOTHUKOB B3SThl 0053aTENBCTBA O HEPA3TIAIICHUN



3)Bce BXOIMIIME TMOTOKM JAHHBIX AHAIM3HPYIOTCS AHTUBUPYCHBIMU CpEACTBAMH,
MEXCeTeBBIMHU dKpaHaMu HOBOTo nokojeHus (NGFW) u T

4)n7st MOATBEPKACHUHN aBTOPCTBA U IIEJIOCTHOCTH TIEPEeAaBaEMbIX COOOIICHHH AIEKTPOHHON
IIOYTHI UCIIOJIb3YETCS 3JIEKTPOHHAS OIUCH

5)Bech uUCXOAAMMNA TpaQUK aHAIW3UPYETCS Ha HaJIMYUMe BO3MOKHON KOH(HUAECHLHATbHOU
uHpOopMaLuu cuctemMamu kinacca DLP

6)pe3epBHOE KONMHMPOBAHHME JAHHBIX M PE3EPBUPOBAHME TEXHUKU XpaHEHUS M 00pabOTKu
JAHHBIX

7)ACTOYHUKUA COOBITUN OINEPAIMOHHOM CHUCTEMBl W CPEACTB 3allUThl HH(pOpMaLUU
nojkiaoueHsl kK SIEM

Bonpoc 11. Jlaiite nouarue yrpo3sl HHGOpPMaIMOHHONW 6€30M1aCHOCTH

OtBet: Yrpo3bl MHPOPMAIMOHHON O€30MACHOCTH — 3TO MPOILECCH], KOTOPBIE TEOPETUYECKU
CHOCOOHBI HABPEIUTh KOMIIAHUM WM HMPOHM3BOJICTBY, & TAKXKE PACCEKPETHTh KOH(UACHIUAIbHbIC
nanHele. B cnmydae peanmmzanuu yrpo3sl MH(DOpPMAIMOHHOW O€30MaCHOCTH HAHOCST KOMITAHUH
MaTtepuaibHblil  yiep0. CaMu yrpo3sl MOTyT ObITh NPSMBIMH MM KOCBEHHBIMM, a CIIMCOK
NOTEHUUAIbHBIX OMACHOCTEM COCTOMT M3 COTEH Mo3uLMi. UTOOBI BBIOpATh CTPATETHIO 3aLUThHI
JAHHBIX M COCTaBUTh IepeuyeHb TPeOOBaHMH K CHUCTEME 3allIUThl, JOCTATOYHO O3HAKOMMTBHCS C
HauboJee pacpoCTpaHEHHBIMU BUJIaMH YIpo3 HHGOpMAIUK.

Bonpoc 12. [Tpueaute npumep kiaccuukanuu yrpo3 HHPOpMaMOHHON 6€30macHOCTH
OtBetr: Yrpo3sl MHGOPMAIMOHHON 0€30MacHOCTH MOTYT KIAaCCHU(PHUIIMPOBATH IO CIEAYIOMIUM
OCHOBaHUSIM

[NPEJHAMEPEHHOCTbD

—yrpo3bl yTeYKH WHQPOPMAIIMH, KOTOPHIE BO3HUKAIOT CIIOHTAHHO W3-32 HEOPEKHOCTH
paboThl COTPYAHMKOB, HAMPUMEP, CIYyYalHOTO pasrialleHus JaHHBIX, HEMpPaBUIHLHOTO BBOJA
CBEJICHUM, HEKOPPEKTHOTO UCTOJIb30BAHUS METOIOB 3aIUTHI;

—yrpo3bl yTeukd HWHGOpMalUU, NpeTHAMEPEHHO pa3paboTaHHbIE WIH peaTn30BaHHBIE
3JI0YMBIIUIEHHUKAMH.

XAPAKTEP ITPOABJIEHUA

—MCKYCCTBEHHO CO3/IaHHBIE YTPO3bI 0€301MaCHOCTH;

—€CTECTBEHHBIE YTPO3bl 0€30MaCHOCTH, KOTOPbIE BO3HUKAIOT U3-3a MIPUPOAHBIX (DAKTOPOB.

[MPUYNHA

—ylajieHue AaHHBIX, OTKa3bl B MpaBUiIbHOM ¢GyHKIMOoHUpoBaHUH OC, CAaHKIIMOHUPOBAHHBIE
anmapaTtHbie (QOH/IB;

—JIEVCTBUE NMPUPOJIHBIX CTUXUU;

—JIEATEIIbHOCTh YEJIOBEKA: MOIICHHUKA WM UHCAKIepa B KOMIIAHUH, ICHUCTBUS COTPYAHUKA,
pasriamnienue nHhopMaluu;

—JICUCTBHE BUPYCOB M JIPYTHX HECAaHKIMOHMpPOBaHHBIX mporpamm Ha IIK wmnm cepsepax c
uHdopmaIue.

AKTHUBHOCTbB 1 BABUCUMOCTbD OT UC(AC)

—yrpo3bl yTeYKd WHGOPMALMU MOSIBISIOTCS TOJIBKO B MOMEHT Iepenadyd Uil o0padoTKu
JAHHBIX, HAIpUMEP, paccbuika BupycHoro [10;

—yTpO3bl PEATU3yIOTCSl HE3aBUCUMO OT aKTUBHOCTH AC, HampuMmep, BCKPBIBAIOTCS MIUGPHI U
JIPYyTHE pa3HOBUIHOCTH 3aILUTHI.

Bonpoc 13. IIpemioxure kKiacCupUKAINIO HCTOYHUKOB YTrpo3 HHOOPMAIIMOHHON O€301TaCHOCTH
OrtBert: Mcrounuku yrpo3 HHQOPMAITHOHHBIX CUCTEM

COCTOAHUE UCTOYHUKA YT'PO3bI

—MCTOYHUK HAXOJUTCS HEMOCPEICTBEHHO B caMOll MHPOPMAIIMOHHOW CUCTEME;

—MCTOYHUK pacrojaraercs B mpezenax Bo3AeHCTBI HH(OPMAIIMOHHON CUCTEMBI;

—MCTOYHUK HAXOIUTCS 3a MEPUMETPOM JCHCTBUS WH(POPMAIMOHHOW CUCTEMBI, B TaKOM
CJIy4ac€ JaHHBIC ICPEXBATBIBAIOTCS C ITIOMOIIBIO CUUThIBAHUSA H3Hy‘leHHfI.

CTEITEHb BO3JIEMCTBUS YT'PO3bI HA THOOPMAILIMIO

—dKTHUBHBIC YI'PO3bI, KOTOPLIC HE TOJILKO BO3II€I>'ICTBYIOT Ha CUCTEMY, HO CIIC U MCHAIOT PAL
€e CBEJICHUI, TAKUMHU CBOMCTBaAMH 00JIaIat0T, HAIIpUMep, BUPYCcHOe U BpeaoHocHoe [10;



—[acCUBHBIE YTpo3bl, KOTOpbIE HE BIMSIOT Ha caMU HH(OPMALMOHHBIE CHCTEMBI, a
HE3aMETHO CYMUTHIBAIOT HH(opmMaruu. Takue BHUABI Yrpo3 BO3JIEHCTBYIOT Ha cuUCTeMy Oosee
JUIMTeIbHOE BpeMmsi, noka Mb-cnenuannuctel KOMIaHUU HE 0OHAPY’KaT YTEUKHU JTaHHBIX.

CIIOCOBb AOCTVYIIA

—KaHajJ JOCTyMNa SIBISIETCS HECAHKIIMOHMPOBAHHBIM, 3aMacCKHPOBAHHBIM C IPEAINOJIaraeT
UCTIOJIb30BaHue CKPBITHIX myTe Kk 1O u padoroii ¢ OC B 1emsiX MOLIEHHUKOB,;

—KaHajJ JIOCTyIa SBJSETCS JIMLEH3UOHHBIM W CAaHKUHMOHHPOBAaHHBIM. B TakoMm ciydae B
CUCTEMY BBOJST HEIPABWIbHBIE JAHHBIE U 3aTEM MAaCKUPYIOT IEATENbHOCTh IOJ JEATEIbHOCTH
PAIOBOTO COTPYAHHKA KOMIIAHUH, HAIPUMEP, MOILIEHHUKH HAXOJAT MApPOJIU K YUYETHBIM 3aIUCAM U
IIOJIB3YIOTCSl CTAaHAAPTHBIMU KaHAIAMMU JUIs [TOJIy4E€HHUS JaHHbIX.

MECTO XPAHEHU A JAHHBIX UC(AC) U CIIOCOB I[TPOXOJA YI'PO3bI

—IIPOXOJ, YTpO3 CO CTOPOHBI NPUKIATHBIX IPOrpaMM, a TAKXKE JOCTYIl K CUCTEMHOM 4acTH
MECT XpaHEeHUs UH(OpMaLUu;

—MpOXOJl K CIEUUAIbHBIM BHEUIHUM HOCHUTENSAM HH(GOpMAlMM, dYalle BCEro O3HayaeT
KOIIMPOBAHUE JIaHHBIX C KECTKOI'0 BHEIIHETO JIUCKA;

—TOoJTy4eHue UH(HOpMAIK ¢ TEPMHUHAJIOB BO BPEMsI 3alIUCH Ha BUACOKAMEPHI;

—fojilyyeHue HHQOpMalMM U peanusalus yrpo3 uepe3 KaHallbl CBSA3M, HaIpHUMeEp,
HOJKJIIOUEHHUE K KaHaJlaM CBSI3U, BBE/ICHUE JIOKHBIX JJAHHBIX, MOAU(DUKALIUS U IIepeada J1aHHbIX.

Bonpoc 14. Ha kakue cBoiicTBa 6€30mMacHOCTH HH(DOPMAIIMKA MOKET OBITh HalpaBleHa yrpo3a
OtBer: CBoiicTBa Oe3omacHOCTH HWH(POpPMAUU — 3TO KOH(MUIECHIUATBHOCTh, IIEJIOCTHOCTD,
noctynHocTh. CleioBaTeNbHO, Ha ATH CBOMCTBA O6€30MacHOCTH MH(OPMAIIUK HATPaBIEHbI YTPO3bI

Bomnpoc 15. [Ipusenute npumeps! noacuctem 3auutsl nHdopmaru UC(AC)
OtBer: Hanpumep, pyKkoBOIALIMI JOKYMEHT «ABTOMaTHU3WPOBAHHbBIE CHCTEMbI. 3aluTa OT
HECaHKIMOHUPOBAHHOIO J0cTymna K uHpopmanuu. Knaccudukanns aBTOMaTU3UPOBAHHBIX CUCTEM
U TpeOoBaHwms 10 3anuTe HHGopMarum» (YTBEpKIESHO pelieHreM rpeacenarels [ ocynapcTBeHHON
TexHnueckoil komuccun npu Ilpesupente Poccuiickoit ®enepanuu ot 30.03.1992), onpenenser
KaKHhe 3alUTHbBIE MOJICUCTEMBI JOJKHBI OBITH pEaln30BaHbl HA JEHCTBYIOIIMX M MPOEKTUPYEMBIX
HNC(AC) yupexxaeHuid, opraHuzalMii U NpeanpusTuii, odpadaThiBaroliye KOH(UACHIHAIbHYIO
UH(OPMALIHUIO.

3alMTHBIE IOJCUCTEMBI:

—I0JICUCTEMA YIIPABJIECHUS JOCTYIIOM

—TOJCUCTEMA PETUCTPALIMU U yUeTa

—KpunTorpaduyeckas nojcuctemMa

— MojicucTeMa o0ecreyeH s HeJIOCTHOCTU

Komnerennus IIK-5 Criocoben obecrnieunBaTh KaueCTBO pabOThI IU(PPOBOTO MPOTPAMMHOTO
IPOIYKTa

OOyuarommiicss 3HaeT: crnocoObl U METoAbl obOecriedeHHus: MHPOPMAIMOHHON O€30MacHOCTH B
KOMIIBIOTEPHBIX CETAX, YIAJECHHBbIE YIPO3bl W aTaKdh, OCHOBBI KpPUITOrpapUuecKOW 3alluThl
nH(pOpMaIH, Cioco0bl YIIpaBICHUS HHITUAEHTAMU HH()OPMAITMOHHOW 0€301MacHOCTH.
OOyualommiicss  ymeeTr: OmpeiensiTh U OOOCHOBBIBATb  OPraHU3AIMOHHO-TEXHUYECKHE
MEPOTPUSITHS 110 3aIKUTe HHPOPMAIMK B THPOPMAITMOHHBIX CUCTEMAX.

OOyuamomuiicsi BjajJeeT: HAaBbIKAMH HCIOJIB30BaHUS HWHCTPYMEHTAJIbHBIX CPEACTB 3allUTHI
UHPOPMALIMK B XO/€ NMPO(EeCCHOHANBHON AEATENbHOCTH; HABBIKAMH YIPABICHUS WHIMICHTAMU
MH(POPMALIMOHHON 0€30MacHOCTH.

3AJJAHUA 3AKPBITOI'O TUITA

3ananme 1. AKTUBHBIN TIepexBaT HHPOPMAIIMH ITO TIEPEXBAT, KOTOPHIN

a) 3aKJIFOYAETCS B yCTAHOBKE MOJICITYIINBAIOIIETO YCTPOHUCTBA B allapaTypy CpPeICTB
00paboTku nHbpOpMaIUU
0) OCHOBAH Ha (PUKCALUU JEKTPOMATHUTHBIX U3JTyUYEHHH, BOSHUKAIOIUX MIPU

(GYHKIIMOHUPOBAHUU CPEJICTB KOMIBIOTEPHON TEXHUKHU U KOMMYHHUKAIIHHA
B) HEMPABOMEPHO UCTIOIB3YET TEXHOJIOTHIECKHIE OTXO0AbI HHPOPMAIIMOHHOTO MpoIiecca



r) OCYIIECTBIISAETCS ITyTEM UCMOIb30BAHMS ONTUYECKON TEXHUKH

b1 OCYIIECTBIISIETCS. C TIOMOIIBIO MOAKITIOYEHUS K TEICKOMMYHHUKAIMOHHOMY O00OPYIOBAHUIO
KOMIIbIOTEpa
OTBerT: 1.

3ananue 2. IlepexBar, KOTOPBIN 3aKIIOYaeTCs B YCTAHOBKE MMOJCTYIIMBAIOIIETO YCTPOWCTBA B
amnmapaTypy CpeacTB 00paboTku HH(OpMAIUU, HA3BIBACTCS

a) aKTUBHBIN IepexBaT
0) NaCCUBHBIN NEpEXBaT
B) ayJuornepexsar

r) BHJICONIEPEXBAT

1) IPOCMOTpP Mycopa
OTser: B.

3apanue 3. IlepexBar, KOTOpBIi OCHOBaH Ha (IUKCALMU BJIEKTPOMArHUTHBIX M3IIyYECHUH,
BO3HHUKAIOIIUX HpU (YHKIMOHUPOBAHUM CPEACTB KOMIIBIOTEPHON TEXHUKH M KOMMYHHKAIMH,
Ha3bIBACTCA

a) aKTUBHBIN IepexBaT
0) NaCCUBHBIN NEpPEXBaT
B) ayJuornepexsar

r) BHJICONIEPEXBAT

1) IPOCMOTpP Mycopa
Ortser: 0.

3ananne 4. [lepexBaT, KOTOPHIN OCYIIECTBIISACTCS MyTEM HCIIOJIB30BAHUS ONTUYECKOW TEXHUKH,
Ha3bIBACTCs

a) AKTHBHBIN IepexBar
0) MAaCCUBHBIN MEpPEeXBaT
B) ayauoIepexBar

r) BHUJIEONIEpEXBAT

) MIPOCMOTP Mycopa
OrtBer: 1.

3aganue 5. Ilo aKkTUBHOCTM 3aIMTHOIO BO3JCHCTBHS Mepbl MO obecredeHus 0e30MacHOCTU
UH(POPMALIUK JIeNIAT Ha (HECKOJIBKO BapUAHTOB OTBETA)

a) MACCHBHBIC

0) AKTUBHBIC

B) IIOJIyIIACCHUBHBIE
r) MOJTyaKTHUBHbBIC
OTtBer: a, 0.

3ananme 6. Eciiu pa3nuyHbIM IpyIinaM Nojb30BaTeiel ¢ pa3IMyHbIM YPOBHEM JI0CTyNa Tpedyercs
JOCTyH K OJHOM M TOW ke HuH(pOpMaluu, KaKkoe W3 YyKa3aHHbIX HIKE JACWCTBUN Cleqyer
IPEIIPUHSTH PYKOBOJCTBY?

a) CHU3UTH ypOBEeHb 0€30MACHOCTH ATOW MH(OpMAIMK AJii OOecreueHus: ee JOCTYIHOCTH U
y100CTBa UCIIOIB30BaHUS

0) TpebGoBarh mOANUCAHMS CHELMATBHOTO pa3pelIeHHs] KaxAbld pa3, KOrja 4YeloBeKYy
TpeOyeTcs TOCTYM K 3TON HH(OpMaIIK

B) VYaydmuTe KOHTPOJIb 32 0€30MacCHOCTHIO TON WH(OpMAIUn

r) CHU3UTH YpOoBEHb KJIAaCCH(PUKALUU 3TOH HHpOpMaUU

OTser: B.

3apnanmne 7. Bam HyXHO KiacCU(PHUIIUPOBATh JaHHBIC MO CTENEHW KOHQUIEHIIMATBLHOCTH. YUTO
camoe TJIaBHOE HEOOXOAUMO MPOayMaTh?

a) THUIIBI COTPYTHUKOB, KOHTPAreHTOB U KJIIMEHTOB, KOTOPHIE OYyT UMETh IOCTYT K JaHHBIM

0) HEOOXOUMBIN YPOBEHB TOCTYITHOCTH, IIEJIOCTHOCTH M KOH(PHIEHITUATBHOCTH

B) OIICHUTH YPOBEHb PUCKA U OTMEHUTH KOHTPMEPHI



T) yIpaBleHUE TOCTYIIOM, KOTOPOE JOJKHO 3alUINATh JaHHBIC
OTtBer: 0.

3ananue 8. ®enepanpublit 3akoH "OO0 31eKTPOHHON moATHICH"

a) 149-03
0) 152-03
B) 63-03
r) 5485-1
OrtBer: B.
3aganue 9. 3akon P® "O rocynapctBeHHOIl Taline"
a) 149-®3
0) 152-03
B) 63-03
r) 5485-1
OrtBer: 1.

3aganue 10. OenepanbHblii 3akoH "O nMepcoOHAIbHBIX TaHHBIX"

a) 149-®3
0) 152-®3
B) 63-03
T) 5485-1
OTtBer: 0.

3AJJAHMA OTKPLITOI'O TUITA

3apanme 1. ConocraBbTe HaA3BaHUE 3aKOHA C €T0 HOMEPOM.

No HA3BAHUE
1. 5485-1 Al ®enepanbublii 3akoH "O06 nHpopMamu, HHHOPMAITMOHHBIX
TEXHOJIOTHSIX M O 3anuTe nHpopmanun"
2. 63-03 B. ®denepanbHbIil 3ak0H "O0 37IEKTPOHHOM ToanucH"
3. 149-03 C. 3akoH P® "O rocynapctBeHHOH TaiiHe"
4. 152-03 D. ®enepanbHblil 3ak0H "O MEPCOHATBHBIX TAHHBIX"

OtBeT: A-3, B-2, C-1, D4

3aganue 2. TakTHyeckoe MIaHUPOBAHUE - ITO
OtBet: CpenHecpouHOE IIIaHUPOBAHKE

3ananme 3. YTeukoi nH(OpMAIIMK B CHCTEME Ha3bIBACTCS CUTYAIIMs, XapaKTepu3yemas. ..
OrtBert: IloTepeil 1aHHBIX B cUCTEME

3aganme 4. K kakuM BHJaM yrpo3 OTHOCUTCS HEJIErajJbHOE BHEIPEHUE W HCIOJIb30BAHHE
HEYUYTCHHBIX TpOorpamMM (UTPOBBIX, OOYYAIOMIMX, TEXHOJOTHMYECKUX U JAp., HE SBISIONIMXCS
HEOOXOAMMBIMH JIUII  BBIMIOJHEHUS HAPYIIMTEJIEM CBOMX CIY)KEOHBIX OO0s3aHHOCTEH) C
MOCJIEAYIOIUM HEOOOCHOBAaHHBIM PAacXOJOBAHHEM pECYpcoB (3arpyska Iporeccopa, 3axBaT
OTIEPATUBHOW MaMSITH U MaMsTH Ha BHEITHUX HOCUTEISX)?

OrtBet: K nmpeiHaMepeHHBIM HCKYCCTBEHHBIM yIpo3am

3apanme 5. Ilepeuncnure cyObeKkThl HMH(MOPMAIMOHHONH O€30MAaCHOCTH (aKTUBHBIC YYaCTHUKHU
MPOIIECCOB)
OTBeT: rocy1apcTBO, 00IIECTBO, TPAKIAHE




3apnanmne 6. Ilepeuncnure 00BEKTHI HHGOPMAIMOHHONW OE€30MAaCHOCTH (IMTACCHBHBIC YYaCTHUKH
MPOIECCOB)
OT1BeT: HHGOPMAIIMOHHBIEC PECYPCHI, HHPOPMAIIMOHHBIE M TEIEKOMMYHHUKAITMOHHBIE CHCTEMBI

3aganme 7. YTo oTHOCHUTCS K (PYHKLHUSAM CHCTEMBI 6€30aCHOCTH?
OTtBeT: YCTaHOBICHNE PETIIAMEHTA, ayJUT CHCTEMBI, BBISIBJICHHE PHCKOB

Bomnpoc 8. [lepeunicnure OCHOBHBIE KaHAJBI YTEUKH WH(OPMAIH
OrtBert: B m000ii KOMIIaHUM CYIIECTBYIOT YEThIPE TUMA KAHAIOB YTEUKH JAHHBIX.

1)AKycTudecKkuil KaHaj, KyJa OTHOCST BCE€ cCiay4yau OOLIECHHS MEXAy COTpYIHUKAMH,
KOTOpPbIE MOT'YT JI€JIUThCS CIIy:KeOHOHM nHpopMmanuei B padouux nensx. CTOUT ydecTb CUTyalUH,
KOTJ]a COTPYAHUKU ¢ Oojiee BBICOKMMHM IpaBaMH JIOCTyNa K MH(MOPMALWU HEYasHHO BBLIAIOT
Ba)KHbIE JAaHHbIE JPYTUM paOOTHUKAM WIIM KOHKYPEHTaM.

2)DJIeKTpOMAarHUTHBIA KaHall, MO KOTOPOMY IIPOUCXOOUT XHIIEHHE JAHHBIX 3a CYET
CUMTBIBAHUS SJIEKTPOMArHUTHBIX BOJH M HAaBOAOK TEXHUYECKUX CpeICTB. BrisBinenue ¢akra
YTEUKH MPOUCXOIUT YXKE IOCJIE TOr0, KaKk KOHKYPEHT IOJY4YWJ U HCIOJIb30Bajl JIaHHBIE MPOTUB
KomnaHuu. [ 3alUTBl NPUMEHSIOTCS CTaHAAPTHBIE IPUEMBI, KOTOPBIE IOAJNEPKHUBACT
OOJIBIIMHCTBO aBTOMATH3MPOBAHHBIX CHCTEM: SKPAHHPOBAHUE M HCIIOJIB30BAaHHE T'E€HEPATOPOB
Paaro4acTOTHOrO HIyMa.

3)BusyanpHO-OoNTHYECKUH KaHal, 10 KOTOPOMY BO3MOKHO XHIIIEHHE IIPOTOTUIIOB MOJEIIEH
YCTPOMCTB, COIAEP/KAHUE 3AKPBITBIX COBELIAHMHA M T.A. YTE€UKa BU3yaJIbHOTO THIIA HEBO3MOXHA B
cilydae, eclM MpeAMET MHTEpeca HaXOAUTCS B IMOMEIIEHUH, KOTOPOE MOJHOCThIO U30JINPOBAHO OT
€CTECTBEHHOI'O OCBEILICHUS.

4)MarepuanbHO-BEIIECTBEHHBIH KaHaJI, 10 KOTOPOMY IHPOMCXOAWUT XHUIIEHHE KOMMM
JIOKyMEHTOB, MOJIEJEH, SCKM30B B (PM3UUECKON U AJIEKTPOHHOU (opMe, a TaKKe Kpaka HOCUTENCH
UHPOPMALUU ¢ KOHPHUICHIIMATHHBIMHI JaHHBIM.

Bonpoc 9. Onumunre BUOpoaKyCcTHUECKUN KaHAT YTEUKH WHPOpMALUU
OtBer: B BuOpoakycTHUeckOM KaHaie yTeyka HHGOpMAIMM TPOMCXOJUT 33  CYET
pacrpocTpaHeHHsI 3BYKOBOI'O CHTHajla B CTPOUTENBHBIX KOHCTPYKIMSAX 3/aHUs (CTEHaX, IOJax,
NOTOJIKAX), a TakkKe KOMMYHHKAIlMOHHBIX TpyOax. PacmpocTtpaHeHne aKyCTHYECKHX BOJIH
NPUBOJUT K BO3HUKHOBEHHIO BHOpalMu B TBEpABIX M KHIKHX cpenax. Jius mepexsara
UHPOPMALIUU HCIIOB3YIOTCS:
—aKCceJIepOMETPHI (CIEIUaIbHbBIC TaTYNKH, YIaBIMBAIOIINE BUOPAIIMOHHBIE KOJICOaH s );
—paarOCTETOCKOIIBI (YCTPOMCTBA AJIs TIepeXBaTa CUTHAJIOB, TIOCTYIAIONINX 110 paJOKaHallaM);
—J1a3epHbIE CUCTEMBbI YJIaBIUBaHHUS BUOPAIIH CTEKOJ;
—THPOAKYCTHYECKUE TpeoOpa3oBaTesid — Uil NepexBara HHPOPMAIUU C TIOMOIIBI0 CUTHAJIOB,
pacIpOoCTPaHSIOIIUXCS Yepe3 BOLy B TPyOax BOAOCHAOKEHUS U KaHATM3AIHH.

Bonpoc 10. IIpennoxure npumep peanusaliy OpPraHU3aLMOHHO-TEXHUYECKUX MEPONPUATUHI IO
3ammuTe nHPopManuu B ”HPOPMAIIMOHHBIX CUCTEMaxX

OrtBet: B xauecTBe MHPOPMALMOHHONW CUCTEMBI PACCMOTPUM aBTOMATHU3UPOBAHHYIO OAHKOBCKYIO
CUCTEMY, a 3HAYUT NEepeUeHb MPEAaraéMbIX 3alIUTHBIX MEp JO0KEH COOTBETCTBOBATH JOKYMEHTY
I'OCT 57580.1-2017. U3-3a rpoMO3AKOCTH 1 00BEMHOCTH JOKYMEHTA MIEPEHOCUTD CI01a He OyJieM.

Bomnpoc 11. Yto Takoe 31eKTpOHHAs MOANKUCH U 3a4€M OHA HYXHa?

OtBer: OnektponHas mnoamuchk (OII) 310 Ta ’xe moAmMMCH, YTO W Ha Oymare, TOJBKO Ha
aMeKTpoHHOM Hocutene. Ol sBiseTcss aHamoroMm OOBIKHOBEHHOW moanucu. HMubopMmaius o
BJIQJIETIBIIE COACPIKUTCS Ha CIELMAIbHOM HOCHUTENE 1MoXoxkeM Ha ¢uieiky. C IopuIudecKond TOUKU
3penusi, DIl Oe3omacHa, Tak Kak OHA TapaHTUPYET, YTO JAOKYMEHT MOJIMUCAH KOHKPETHBIM
YEJIOBEKOM WM KoMMaHuen. biaromaps 5Tomy, SJIEKTPOHHYIO TMOAMKCH HCIOJB3YIOT TPH
pa3IMYHBIX YAAJICHHBIX CAENIKaX, HallpuMep, NpU MPOoAaKe MAIIMHBI WK KBapTuphl. Kpome Toro,
MOAMKUCH TIPUTOIUTCA TpPU OOMEHE [OKYMEHTaMH, TMPU TOoJade HWCKa WIM KaJIoOBI B CYH
JTUCTAHIIMOHHO, TIPU OOpAIIeHUH B TOCOPTaHbl, ISl CAAYU JIEKTPOHHON OTYETHOCTH, JUISI Y4aCTHUs B
Toprax W.T.A. HECOMHEHHO 5JEeKTPOHHBIN JOKYMEHTOOOOPOT YCKOpSIeT pabouyue MpOLECcCHl,
MO3BOJIET 3aTPATUTh MEHBIIE CHJI U SHEPTUU Ul JOCTHKEHHUS HEOOXOAMMOIO pe3yibTara, Beldb
JUTSI 9TOTO HE TpeOyeTcs BBIXOAUTH U3 IoMa WiIu oduca.



Bonpoc 12. Kakue Buapl OIIII cyimecTByOT 1 UeM OHH OTIMYAKOTCS IPYT OT Apyra?
OTtBeT: Buabl 371€KTPOHHON MOIMHUCH

—IIpocrast 3neKTpOHHAs MOJMUCH MOATBEPKAAET (aKT MOATUHHOCTU BiaJenbla. ITOT B
MOJITMCH, KOTOPBIM Hcmonb3yercs moctossHHO. Hampumep, 310 KoMOMHAIMs KOJOB JIOCTyHa Mpu
BXOZIC B JIMUYHBIA KaOMHET WU C MOMOIIbIO JIOTHH-TIAPOJIb B OHJIAMH-0AaHKE, MOJTYYEHHBIX U3 CMC.
[Ipn nanpHeWIEM HCIOJNB30BAHUM OHA HMMEET IOPUAMYECKYI0 CHUIYy M paBHO3HAuYHAa OOBIYHOM
noanvcu. Ho ¢ HauMeHbIIel CTENEHbIO 3alUThI.

—Ycunennas HekBaH(pUIIMPOBaHHAs eKTpoHHas noAanuck wim HOII. B ocHoBHOM Takoii
BUJ| 2JIEKTPOHHOM MOANKCH HCHOJB3YIOT BO BHYTpeHHeM M BHemHeM OJIO ¢ KOHTpareHTamH.
VYcunenHas HekBalu(UUMPOBAHHASA MOMNUCH HE MCIONb3YeTCS IMPU Y4YacTUHU B 3IIEKTPOHHBIX
Toprax. YcuiaeHHas HekBanuduuuposanHas DL umeer cpenHioo crenens 3amuThl. C MOMOIIBIO
HEe MO>KHO y3HaTh BHOCHJIMCH JIM U3MEHEHHUSI B JIOKYMEHT, U OIPEIEIUTh NOANUCAHTA.

—YcusneHHas KBaauduuupoBaHHast 3nekTpoHHas noanuck win KOII — nudposoit ananor
coOctBeHHOpYyuHOM noanucu. Kpanudpuuuposannas DI moaxoauT ans yyacTHsi B 3J€KTPOHHBIX
TOprax M sBJIS€TCd TrapaHToM opuaudeckod cuibl. C  MOMOUIbIO  KBaTU(PHUIMPOBAHHOU
IEKTPOHHOW TMOANUCH MOXXHO TMOJYYUTh JOCTYH K HH(OPMALMOHHBIM TOCYAapCTBEHHBIM
cUcTeMaM M TOJb30BAThCSA MOPTAIOM rocyciayr. UtoObl ee mMpuOOpecTH, HYX HO OOpaTHTbCS B
yaocrtoBepsitomuii eHTp (YL) akkpeauroBanasii MunkomcBszu Poccun. lanuwni Y1 gomken
umeth JuneH3nio @Cb Poccun u BbIaBaTh COOTBETCTBYIOIIME CEpTUUKATHI MOAMUCEH (CT. 5
3akona ot 6 ampensa 2011 r. Ne 63-®3). Bnangenen mosydaeT 3J€KTPOHHYIO MOJNMCH B BHJE
OTKPBITOTO UM 3aKpbITOrO KIIOYa, MU CEepTHUPHUKAT MOATBEPKIAIOUIMNA JHUYHOCTh BIajeNibla.
3aKpbITHIA KIIIOY HYXEH JJs TOJNUCAHMs JIOKyMEHTOB, a C IIOMOILIBIO OTKPBITOTO KIIOYa
IIPOBEPSETCS MOIIUCH.

Bonpoc 13. Uro Takoe mudpoBanue HHPOPMaLIUK, U KaKUe €CTh COCTaBIIsAOLIME K ppa
OtBer: lludppoBanne — 3TO COKPHITHE WIM BHIOW3MEHEHHE IAaHHBIX TaKUM 00pa3oM, 4YTOOBI
Jpyrue JIOAM He MOIJM MX MPOYUTATh WM MOHATH. Jlaxe ecnu 370yMbIIIJIEHHUKaM YJacTcs
yKpacTb 3aiin(poBaHHYIO HH(OPMALIMIO, OHU HE CMOTYT €€ HCIOIb30BaTh, HE Pa3rajaB KoJ.
HIudpoBanre UCHOIB3YIOT BCE: JETH NPUAYMBIBAIOT COOCTBEHHBIHN S3bIK, KOTOPBIH HUKTO
KpOME HHUX HE IOHMMAET, a B3pPOCIJIblEe IMEPENUCHIBAIOTCS B MECCEH/DKEpax: Takas Iepernucka
XpaHutcs B 3amuppoBaHHOM Bujae. Kpunrorpagus — Hayka o mu(pPOBaHUM — BBLAEISAET TPU
OCHOBHBIX COCTaBJIIONIUX MHppa:

1. OObekT. B coBpeMeHHOM MHpe 3aKOJAMPOBAaTh MOXKHO TPAKTUYECKU UYTO YTOJIHO:
TEKCT, ayJI10, BUJICO, N300pakeHUS 1 JIFOOBIE (ailiibl B TIOOOM 00BEME.
2. AnroputMm. DTO TpaBWiIa BHIAOU3MEHEHHS HH(DOPMAIIMH, KOTOPBIC MOTYMHSIOTCS

ornpenenéHHon noruke. [Ipoctoif mpumep anropurma mUGpoBaHUS — KOTIa OYKBBI 3aMEHSIOTCS MX
MOPSAIKOBBIM HOMEPOM B ali(haBUTE.

[Ipu wcmonp30BaHUM aNTOPUTMA 3aMEHBI OyKB Ha uUX Homep B andaBure BMecTo «K»
mmumercs 12, BMecto «O» — 15, a BMecto «T» — 20

3. Kittou. Oto ko pacmmdpoBku uHGopmanmn. B ciydae ¢ anropurMoM, YIoMsHY THIM
BbIIIIE, 3TO OyAeT Tabauia ¢ Mops,IKOBEIMU HOMepaMu OyKB andaBuTa.

Bonpoc 14. [Iepeuncnute cnocoObl 1 METOAbI IIUPPOBAHUS
OtBet: OCHOBHBIE TPH BHJIA ITU(PPOBAHUS:

l. Cummerpuunoe. Ero cytb B TOM, 4TO /Ui KOAMPOBAaHUS M paclIMppOBKU
UH(OPMALIUHU UCTIONIB3YETCS OMH M TOT XK€ OTKPBITHIN KIII0U, TOCTYT K KOTOPOMY MOXKET TOTY4YHTh
1r000i nmosp3oBarenb. Takol cocod AOCTATOUHO YSI3BUM € TOYKH 3pEHHs 0€30IMacCHOCTH JIaHHBIX,
MIOSTOMY OH Yallle MPUMEHSETCS He JUI nepeaayu, a Juist XpaHenus uHpopmanuu. K npumepy, Ha
CUMMETPUYHOM MIM(POBAHUM OCHOBAHO XpAHEHHUE IEPEeNHUCKU B MECCEH/Kepax M Ieperaya
naHHbIx yepe3 HTTP.

2. AcummerpuuHoe. bonee cnoxHbI BUA MM(PpPOBaHUSA NaHHBIX, NP KOTOPOM MJIs
KOJMPOBaHUS U JEMIM(PPOBKH MCHOIB3YIOTCSA pasHble KIOUd. [Ipy 3TOM KIIFOY, KOTOPBIA HYKEH
JUISL pas3rajblBaHMs KOJAA, — 3aKPBITBIA, TO €CTh UM BJIAJEET TOJBKO HY)KHBIM IOJIydaresb. Takou
BU WU(PpOoBaHUA WH(POPMAIMK CUHUTAETCA Oojiee HAAEKHBIM, M €0 aIrOPUTMbI MPUMEHSIOTCS,
Harpumep, B CUCTeMe LIU(PPOBBIX MoANKMCEN U OIOKYEHHe.



3. Xem-pynkuust (hash function — nepememmuBanue). OcoOeHHOCTH 3TOTO BHUIA
mudpoBaHUS B TOM, YTO OH HE HMMeET OOpaTHOM CHIIbI, TO €CTh XeHI-(DYHKIHIO HEBO3MOXHO
packoaupoBathk. VIcxoqHble AaHHBIE MOXXHO HpeoOpa3oBaTh MIJUIMOH pa3, M Pe3ylbTaT BCeraa
Oyaer oauHakoBbId. OHAKO, €CIIM BHECTH H3MEHEHHE B IEPBOHAYAIBHYIO HH(OPMALHIO,
WU3MEHHUTCS U Xell-pyHKIus. braromaps 3ToMy CBOWCTBY HCIIOJIb30BaHHE 3TOTO BHA MIH(PPOBAHUS
yale BCero BCTpeyaeTcs MpU XpaHeHWH maposieil Ha caiftax. Korga mosib3oBaTens BBOAUT HaOOp
CHMBOJIOB, CUCTEMa CO37aéT U3 HETO Xenl-(pyHKIMIO U CBepsieTCs ¢ Xenl-QOyHKIMEH U3 XpaHHMIIHINA
JaHHbBIX. Ecay oHM cOBMaaloT, MoJb30BaTeNb MIONAIAeT B IMYHBIA KaOMHET, €CIIM HET — 3HaYHT, OH
BBEJI HEBEPHBIN NapOJIb.

Bomnpoc 15. Yto npencrapisier co00il KOMIIPOMETAIHs KItouel 3JIeKTpOHHOM moanucu? B kakumx
CllydasiX HacTymnaer?
Otser: KoMmmpomeranuss KiatO4ed MHOMIKACH — 3TO yTpara JOBEPUS K TOMY, YTO KJIKOYU MOTYT
obecrieunth Oe3omnacHocTh HH(popManuu. Komnpomeranmuss MOXET HPUBECTH K CIEAYIOIIUM
HETraTUBHBIM MOCJIEICTBUAM:

—yTeuke HH(POpMaLHH;

—MEepEeBOY ACHEKHBIX CPEJICTB C 0AHKOBCKUX CUETOB KOMIIAHHH;

—IIPEIOCTABIECHUIO JAHHBIX TPEThEW CTOPOHE, HAIPUMEDP, KOHTPAr€HTOB;

—Iepeiadye NHCAUIEPCKUX JAHHBIX TPEThEW CTOPOHE.

KomMmmpoMeranus HacTynaeT B CIEAYIOLUX CIydasx

—OcTaBieHue B MECTe CBOOOIHOTO JIOCTyIa

—Du3nueckas yTepss HOCUTENS MHOpMaIK

—Ilepenava nadopmanny Mo OTKPHITHIM KaHaJIaM CBSI3H

—JlocTyn MOCTOPOHHETro JIMIa B MECTO (PU3MUYECKOro XpaHEHHs] HOCUTENs MHpOopMaluu, K
YCTPOUCTBY XpaHEHUs] WHPOPMALNHU, BU3YAIbHBI OCMOTpP HOCHUTENS WHPOPMAIMU TTOCTOPOHHUM
JMLIOM WIM TOA03pPEHUE, 4YTO JaHHble (aKThl HMeNH MecTo (cpabaThlBaHHE CHUTHATU3AIUM,
noBpexaeHue ycrpoictB koHTposiss HCJl (cienkoB mneuareii), MOBpPEXAECHHWE 3aMKOB, B3JIOM
Y4ETHOM 3alKCH M10JIB30BATENSA U T. 11.)

—CKMMMMHT ¥ IIUIMMUHT OaHKOBCKHUX KapT

—IlepexBar nndopmaruu BperoHocHbIM 110

—IlepexBat (moacayunMBaHue) 3ByKOBOW HH(pOpMaLun

—IlepexBaT Ki1r04a MpU pacHpeeICHUN KII0YeH

—IlepexBaT NOOOYHBIX 3JIEKTPOMATrHUTHBIX U3JIyY€HUN U HABOJOK

[lepexBat nHGOPMALIUU C FTEKTPUUECKUX KAHAIOB YTEUKH

—Co3zHarenbHas nepenaya nHHOpMaIuu NOCTOPOHHEMY JIUILY

U Jpyrue, B 3aBUCUMOCTH OT BUAA HOCHUTENs 3allluIlaeMoid HMH(poOpMalMM U CIIOCOOOB
paboThI C HUM.
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