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1. OBLIASA NTH®OPMALIUA

Pabouas mnporpamma aucuuiuinHbel «MHpOpMannonHas 0e€30MacHOCTR» COCTaBIEHA B
COOTBETCTBUHU C TpeOOoBaHUSMHU (DenepabHOTO TOCYIapCTBEHHOTO O0pa30BaTEIbHOIO CTAaHIApTa
BBICIIETO OOpa3zoBaHusi — OakamaBpuar mo HamparieHuio noarotoBku 09.03.03 «lIpuxnamgnas
nH(pOpMaTHKa», YTBEPKICHHOTO MpUKazoM MuHHCTEpCcTBa 00pa3oBaHus U Hayku Poccuiickoii
Oepepaunn 19.09.2017 Ne922 (¢ usmeHeHusmMu M jaononHeHusiMu ot 26.11.2020, 08.02.2021,
19.07.2022, 27.02.2023), u yueOHOro TuiaHa HampaieHus moarotoBku 09.03.03 «Ilpukmamnas
nHpopmatukay, mnpodmib «JluzaliH u pa3paboTka MHQPPOBBIX MPOTPAMMHBIX TPOIYKTOBY
(mporpamma OakanaBpuarta).

Tpynoemkocts mucturuinael: 4 3ET / 144 akagemudeckwx yaca, B TOM yucie 52 dgaca
KOHTaKTHOU paboThl 1 92 "aca caMOCTOSTEILHON pabOThI 00YJIAFOIIIUXCS.

Pacnpenesnenue yacoB JUCHMILIMHBI IO cCeMeCTPaM M BHAaM 3aHATHI (110 yueOHOMY IJIaHY)

KoanuectBo yacos
Bua yueOHoii padoThl Bcero 1o CemecTpbl
yueOHOMY
naany 1|2(3|4]|5 6 7 (8
KonTakTHasi padora (Bcero): 52 52
B TOM YHUCJIE:
Jlexuuu 16 16
[IpakTyeckue 3aHATUA 28 28
KonTpons camocrositenbHoi pabotsl (KCP) 8 8
CamocrosiTesibHas padoTa (Bcero): 92 92
B TOM YHCIIe: KypcoBas paboTa 36 36
3ayer, 3ayer,
Bujabl IpoMe:KyTOUYHOM aTTecTAUN 3aImuTa 3amuTa
(3auem, 3auwuma Kypcoeou pabomul) KypCOBO# KypCOBOM
paboThl paboThl
ObHIAS Yacsi: 144 144
TPYAOEMKOCTH
AUCHUINJIAHBI: 3au. en.: 4 4

2. HEJIN U 3AJAYA TUCHUTIJINHBI

Heab qucHUmIMHBI — GOPMHUPOBAHKE y OOYUAIONIMXCS 3HAHUN B 00JIACTH TEOPETUICCKUX
OCHOB HMH(GOPMAIIMOHHONW O€30MaCHOCTH W HABBIKOB TMPAKTHYECKOTO OOECIICUCHUS 3alUThI
uHpopManuu M OE30MacHOr0 HMCIOJIb30BAHUS TPOTPAMMHBIX CPEICTB B HH()DOPMAIMOHHBIX H
BBIUUCIHUTEIBHBIX CHCTEMaX. BocmuraTeiabHOU OCJIbIO AJUCHUINUIMHBI BBICTYIIACT PA3BUTUC Y
O6yanOHII/IXC$I HaBbIKOB KPUTHYCCKOI'0 MBIINUICHUA, IIO3BOJIAIOIICTO ITOHUMATh HpO6JICMI)I
MH(pOPMAITMOHHOTO OOIIECTBA, OCO3HABATh PUCKH B CBOCH MPO(PECCHOHAIIBHON JCSITEIHPHOCTU U €€
COLIMAIIBHYI0 3HAYUMOCTh, CTPEMHUTBCSI HAXOAUTh CHOCOOBI pa3pelieHuss BOSHUKAIONIUX MPOOJIEM;
(hopMUpOBaHHE HABBIKOB CAMOCTOATEIBHOU [EATENBHOCTH, Kak B 00pa3oBaTeNbHOHN, TaKk U

npodeccuoHaIbHOMI chepe.



3agaum AUCHMIIMHBIL

" pasBUTH HABBIKH 10 ONMHCAHMIO MH(DOPMAIMOHHONH GE30MACHOCTH M PeaNn3aIlii OM3HEC-
MPOIIECCOB 3aKa34NKa;

" chopMHpOBaTE Y OOYYAOLINXCS KOMIIETEHIHH B OONACTH 6E30IIACHOCTH COBPEMEHHBIX
IU(PPOBBIX MIPOTPAMMHBIX IPOAYKTOB B cepe YIpaBIeHHs AeSITeIbHOCTBIO MPEPUITHUS;

~pa3BI/ITI) HAaBbBIKWM NPUMCHCHHA CHUCTCMHOI'O IMOJAXOAa K 6C3OHaCHOCTI/I, I/IH(l)OpMaTI/I:%aHI/H/I n
aBTOMATHU3AIMU PEIICHNS PUKIATHBIX 3a/1a4;

" aTh IpeJICTaBlIeHHE 00 HHCTPYMEHTAX MHTEIUICKTYaIbHOTO aHATH3a JAHHbIX;

pa3BUTHh HaBBIKM (OPMHUPOBAHUS OOOOILICHHBIX TpeOOBaHUN K MH(POPMAIMOHHON cUCTeMe

NPEANPUATHS, €€ CTPYKTYpE U OCHOBHBIM JIaHHBIM.

3. MECTO JUCHUIIJIMHBI B YYEBHOM IIVTAHE

VYuebnas mucrummHa «MHbOpMarmonHas 0€30MacHOCTBY» OTHOCHUTCS K JUCIUTIIMHAM
gyactu bnoka 1. [lucuumiauasl  (Momyiu), ¢GopMUpyeMOil y4YacTHHKaMH  00pa30BaTENbHBIX
oTHOWeHUH. M3yueHne [aHHON JAUCHMIUIMHBI Oa3upyeTcss Ha MaTepuane, H3yYeHHOM B
micuuruinHe  «OO0mue  mHopMamumoHHble — TexHoJorum»,  «LluppoBoe  obecmeueHme
npodeccuoHanbHoil  gestenbHOCTH», «lIporpammuo-anmapatHoe oOecnedeHue  IUGPOBBIX
yCTPOMCTB». 3HAHUS, YMEHUS U HABBIKU, IPUOOPETEHHBIE B PE3yJbTaTe W3YUYEHUS JUCIHUILTUHBL,
OyayT BOCTpeOOBaHBI MPU OCBOCHUHM TUCHMIUIMH «IIpaBoBble OCHOBBI Chepbl MHPOPMALMOHHBIX

TEXHOJOTHI», «IIporpaMMHas HHKEHEPHs» M HATUCAHNUU BBIITYCKHOM KBaJIM(UKAITMOHHON paOOTHI.

4. IINTAHUPYEMBIE PE3YJIBTATBI OBYYEHUA 110 AUCHUIIVIMHE JJIsA
®OPMHUPOBAHUA KOMIIETEHIIUI OBYUYAIOIIUXCA

PesynbraTel OCBOEHHS 00pa3oBaTENbHONW MPOTrpaMMBbl (KOMIIETECHIIMU OOYYaroImuxcs)
YCTaHABJIMBAIOTCSI B COOTBETCTBUM C (eAepalbHbIM TIOCYAapCTBEHHBIM 00pa30BaTeIbHBIM
CTAaHJApPTOM 110  HANpaBJIIEHUIO  TMOATOTOBKM M  NPO(ECCHOHAIBbHBIMU  CTaHAAPTAMHU,
COOTBETCTBYIOIIUMHU MPO(HECCHOHAIBHON JAESITEIbHOCTH BBIITYCKHUKOB, a TAK)KE€ HA OCHOBE aHAIN3a
TpeboBaHuil paboTonaresneil, NpPEIbABISEMBIX K BBITyCKHHKaM. [lnaHupyemble pe3ynbTaThl
OCBOEHHUSl JUCHUIUIMHBI (3HAHWS, YMEHHUS, HaBbIKM) COOTHOCATCA C YCTAHOBJIIEHHBIMH B
0o0pa3oBaTeNbHONW MpPOrpaMMe HHIMKAaTOPaMU JOCTHIKEHUS KOMIIETEHLMH, 4YTO oOecreduBaeT

¢dopmMHupoBaHHEe Yy OOydYalOUIMXCS 3aIUIAHUPOBAHHBIX pPE3YJIbTaTOB OCBOEHHUS 0Opa30BaTENbHON

MPOTrPAMMBI.
Iu¢p u Ha3BaHuUe HNuauxaTopsl ILnanupyemsle pe3yabTaThbl 00y4eHHs 110
KOMIIETeHIHHU KOMIIETeHIUHU AMCUMILIMHE
YK-8 YK-8.3. - 3HaTth:
CriocobeH co3naBaTh U ObecneunBaeT - HOPMAaTHBHO-IIPaBOBbIE OCHOBBI
MOAAECPKUBATH B MEPCOHATIBHYIO nH(pOpMaITMOHHOM 0€30MMacCHOCTH B
MTOBCETHEBHOM KU3HU U | ”HGOPMAITMOHHYIO Poccuiickoit @enepaiuu;




B IIpo(hecCHOHANBEHOM
JESITEIIbHOCTH
0e301acHbIe YCIOBHS
KUZHECATCIIEHOCTH IS
COXpaHEHHUS MIPUPOJTHOMN
cpebl, o0ecreueHus
YCTOWYMBOTO Pa3BUTHUSA
00111eCTBA, B TOM YHCJIE
IpH yTPO3€E U
BO3HUKHOBECHUH
Ype3BBIYAITHBIX
CUTYyallMil 1 BOEHHBIX
KOH(JIMKTOB

0€30MMacHOCTh B
uudpoBoii cpene, B
TOM YHUCIIe
CpelcTBaMu
KpunTorpaduu

MeXIyHapOIHbIE U OTEYECTBEHHBIE
CTaHJIAPTHI, pErIIaMEHTUPYIOIITHE
npoecCHOHANbHYIO IeITeTLHOCTD B
obnactu nHGOPMAITMOHHOM
0C30I1aCHOCTH;

YMmerhb:

pa3pabaTbIBaTh NOJUTUKY
nH(pOpMaIIMOHHOM 06€30MmacHOCTH
POTPaMMHBIX MPOIYKTOB U
OpraHu3alMi ¢ ONIOPOH Ha
HOPMAaTHBHO-IIPABOBBIE JOKYMEHTBI

Biaagern:

HABBIKAMU JIOKYMEHTHPOBAHUS
HHIOUICHTOB U ITPOLICCCOB
nH(OpMaIMOHHOM 0€30MMacCHOCTH.

IMK-1. Criocoben

IIK-1.1. - [IpoBoaut

3HATh:

BBISIBJISITH obcnenoBanue - TpeOoBaHMs 0€30MAaCHOCTH K
UH(POPMAITMOHHBIE OpTraHH3aIHi, HH(POPMAITMOHHBIM CHCTEMaM;
NOTPEeOHOCTH BBISIBIISIET - TpOrpaMMHO-aIMapaTHoe,
MIOJIB30BaTENEN U nH(pOpMallMOHHbBIE OpraHM3alMOHHOE, NHKEHEPHO-
COCTaBIISITh TEXHUYECKOE | MOTPEOHOCTH TEXHUUYECKOE 00ECTIeUeHUE 3aIIUThI
3aJjaHUe Ha Pa3pabOTKy | 3aKa34yuKa, UCIIOIb3YsI uH(pOpMaITUH

U(ppPOBOro 1u¢poBbIe Ymern:

IPOrPaMMHOTO HHCTPYMEHTHI U - TPOBOJUTH aHAJU3 MTPEIMETHOM
MPOIYKTa o0JnavHbIe pelIeHUs 001aCcTH U BBISIBISTH HH()OPMALIMOHHBIE

JUTsl cOopa M aHan3a YIPO3bI B OpraHU3aIny;

JTAHHBIX - pa3pabarbIBaTh KOHIIEITYaIbHOE
perieHue mo 00ECICYCHHUIO 3aIIUThI
uHpOpMaLKU B pa3padaTbIBaeMbIX
CUCTeMax

Biaagern:
- HaBBIKaMH aHAJIM3a WH()OPMAIIMOHHBIX
PHUCKOB;
- HaBbIKaMU 0(pOpPMIICHUS JOKYMEHTOB Ha
pa3paboTKy HH(pOPMAIIMOHHON
CUCTEMBI B YaCTH WH(POPMAITMOHHOMN
0€30IMacHOCTH B COOTBETCTBUU C
TpeOOBAHUSIMH
K-5 K-54. - 3HaTth:
Crocoben obecnieunBath | ObeceunBaeT -  CHOCOOBI M METOABI 00ECIICUEHHS
KauyecTBO PabOThI 6e301macHOCTh paboTHI nH(GOPMaIMOHHON 06€30MacCHOCTH B
nudpoBoro nudpoBoro KOMIBIOTEPHBIX CETSX, YIAJCHHbBIC
MPOrPaMMHOTO MPOrPaMMHOTO YTPO3bI U aTaKu, OCHOBBI
MIPOIYKTA MPOIYKTA KpunTorpaguueckoi 3anmThl

UH(pOPMaLIKH, CIIOCOObI YIpaBICHUS
WHIMICHTaMU HH()OPMAITMOHHON
0€30I1aCHOCTH;
HOPMAaTHUBHO-IIPABOBBIE OCHOBBI
MH(POPMALIMOHHOM 6€30MacHOCTH B
Poccuiickoit ®enepanuu,
MEX/TyHapOJHbIE U OTEYECTBEHHbIE
CTaHJAPTHI, pErJIAMEHTHUPYIOIIHNE
npo¢eCCUOHATILHYIO AEATEIbHOCTD B
o0nactu nH(OPMaLIMOHHON
0€30IMaCHOCTH;




- BO3MOJKHBIE PUCKHU, BO3HUKAIOIINE TIPU
pabote ¢ nH(HOPMALIMOHHBIMU
CHUCTEeMaMH B OpraHU3allnu;

YMeTh:

- TIPUMEHSTH HUPPOBBIE U OTPACIIECBHIE
TEXHOJIOTHH IS TIPOBEACHUS aHAIHM3a
PHUCKOB pabOThI HHPOPMAITHOHHBIX
CUCTEM;

Baagern:

- HaBBIKAMU aHAJIN3a PHCKOB PaOOTHI
U(POBBIX MPOTPAMMHBIX MTPOYKTOB;

- HaBBIKAMH MCIIOJb30BaHUS
WHCTPYMEHTAIBHBIX CPEJCTB 3aIIUThHI
nH(pOpMaluu B X0/1€
npodeccuoHaNbHON e TENbHOCTH;

- HaBBIKAMH YIIPABJICHUS WHIIUICHTAMHU
MH(POPMAIMOHHON 0€30IMaCHOCTH




5. CTPYKTYPA U OFBEM JNCHUIIJIMHBI

Cemectp nzyuenus: 6

Buabl yueOHoii padboThl

KonTakTHas padora
CamocrosiTesibHast padora
(B yacax) o
opMH
Paznen, IIpomeskyTOUHA dopma ei)u,lep
moayab | Ilogpa3saes, Tema - KCP sl aTTecTAlNS TeKyLlero K)(I)MHeTe
AKTHY mnmpoin MbI TaHU3alInHu
Jlekn P ¢ (mponop (bop op 3 u“ B Yacax KOHTPOJIAA
- CKHe IHUOHAJIb B Jacax CaAMOCTOATECJIbHOHU HIOUN
3aHATUA HO paﬁOTI)I
TeMaM)
Tema 1. Benenue B -
BT HU
UH(POPMAITMOHHYIO OBTOpCHHC
JICKIMOHHOI'O MaTcpuajia o
0€301macHOCTb, 1 - 6 t p ’ - VYernsiii onpoc | TIK-1.1
IIOATOTOBKA K
yPOBHH ce IMPAKTUYCCKUM 3aHATUAM
obecrnieyeHus
Tema 2. CrannapTsl HosTopenne
o JICKIIMOHHOI'O MaT€puajia o
UH(POPMALIMOHHOM 1 2 - 8 H puaa, - VYernsiii onpoc | YK-8.3
6 IIOArOTOBKA K
C30MaCHOCTH IMPAKTHYCCKUM 3aHATHAM
IToBTOpEeHU
Tewma 3. OBTOPCHHC
JIEKIMOHHOTO MaTepHaia, . IK-1.1
HNHdopmanroHHble 1 2 - 8 - VYcTHBII onpoc
IOArOTOBKA K
yrp03bl MPAaKTHYCCKUM 3aHATHAM
Tema 4. IToBTOpEHME
I/IH(I)OpMaHHOHHaH JICKHUOHHOI'O MaTcpuaja,
IIOArOTOBKA K o
0€30macHOCTh B 1 2 - 8 A - VYernoiit onpoc | T1K-5.4
IMMPAKTUYCCKUM 3aHATUAM.
KOMIBIOTCPHBIX Brinonnenue kypcoBoit
CeTAX paGoTHL.
Tema 5. IIoBTOpEHME
TIporpammHO- JICKIIMOHHOTO MaTepuaa, IIpoBepka
ALIADATHOE 2 2 - 8 MOJITOTOBKA K - BeImoHeHHBIX | [IK-1.1
5 p MPaKTUYECKUM 3aHITHSIM pabor
obecredeHne Beinosninenune KypcoBoit




MH(POPMALIMOHHOM paboThL.
0e30MacHOCTH
IToBTOpEHHE
Tema 6. JEKIMOHHOTO MaTepHaia,
Kpuntorpaduuecka HOJrOTOBKA K .
4 samTa 2 4 8 HPAKTHYCCKUM 3aHATHAM VYernsiii onpoc | [1K-5.4
HH(bOpMaHI/II/I Brimonnenue KprOBOﬁ
pabOTHI.
Tema 7. IIoBTOpEHME
OpraHH3aIHOHHOE JIEKIMOHHOTO MaTepHaa,
obecrieueHme 2 4 8 rroarotoBia K VYernsiii onpoc | TIK-1.1
HPAaKTHYCCKUM 3aHSITUSIM
SaluTBl Brinonnenue KypcoBoi
uHpOpMALIH padoTHL.
Tema 8. [ToBTOpenue
NuxenepHo- JICKIIMOHHOTO MaTepHuaJa, Tposepxa
TEXHUYECKOE HOJrOTOBKA K
06ECIICICHITe 2 4 10 HPAKTHYCCKUM 3aHATHAM BbIMoJAHEHHBIX | [IK-1.1
3alUTHI Brimonnenue KprOBOﬁ pa6OT
uHbOpMaLHH paboTEHIL.
IToBTOpEHUE
Tema 9. Cucrembl JIEKITMOHHOTO MaTepHaa,
YIIPaBIICHUS HOATOTOBKA K . IK-1.1,
nH(GOPMaMOHHON 2 4 10 NPaKTUYCCKUM 3aHATHIM Y CTHEIA 0npoC [1K-5.4
6E30IMaCHOCTRIO Brinonnenue KypcoBoit
paboTHI.
Tema 10.
OpranuszannoHHoe Hoxroroska k ITposepka
yIpaBieHUE ) 4 10 MPAKTHYCCKUM 3aHATHSIM BELLOMHCHHELX VK-8.3,
WHIYICHTAMA Brinonnenue KypcoBoii [IK-5.4
UH(POPMALIMOHHOM paGoTEL. pagor
0€3011acCHOCThIO
o ITogroroska k
3ader, 3aluTa KypcoBOi .
paboThI - - 8 HPOMEKYTOYHOU - -
aTTeCTAIMU
Bcero 16 28 92 -




144




6. COJAEPKAHUE JTUCIUITJIMHBI

Tema 1. BBenenue B ”HGOPMAIMOHHYI0 0€30IACHOCTh, YPOBHH €€ o0ecrevdeHust

[IpoGnembl MH(GOPMALMOHHBIX BOMH M MH(OpMAIMOHHON Oe3omacHocTu obmiectBa. [lonstue
«uH(popMmaloHHass  Oe3omacHocThy». CocTaBisionie MHGOPMALMOHHOM  Oe3omacHOCTH
(1OCTYMHOCTb, 1IEIOCTHOCTh, KOH(UACHIMAILHOCTh HH(pOpManuu). YpoBHU (OPMHPOBAHUS
pexuma uHGOpManmMoHHOW Oe3zomacHocTH. CTpaTernd TOCTPOCHHUS CHUCTEMBI  3aIlUTHI
uHbopMaluu. AIMUHUCTPATUBHBIN YpOBEHb 0OecriedeH sl HH(POpMalMOHHOM 6€301acHOCTH.
Tema 2. Ctangaptbl HHGOPMALMOHHOM 0€30MACHOCTH

HopmatuBHO-1IpaBoBble  OCHOBBI ~MH(poOpMalMoHHON Oe3omacHoctd B P®. Crannaptsl
uHpopMannoHHOM OezomacHocTu. TpeboBaHMs 6€30MaCHOCTH K MH(POPMALMOHHBIM CHCTEMAaM.
JIOKyMEHTBI O OILIEHKE 3alMIIEHHOCTH aBTOMATHU3UPOBAHHBIX cucteM B P®. denepanbpHas
ciy)x0a 1O TEXHMYECKOMY M HKCHOPTHOMY KOHTpomto. CraHaapThl HH(OpMaMOHHON
0€30MaCHOCTH PACIIPEICIIEHHBIX CUCTEM.

Tema 3. UndopManoHHbIe YTPO3bI

Knaccel yrpo3 undopmarrionHoit 6ezonacHoctu. KaHaibl HECAaHKIIMOHUPOBAHHOTO JIOCTyHa K
uHpopmarmu. TexHudeckue KaHalbl yTeukn wuHpopMmanumu. Hawmbornee pacmpocTpaHeHHBIC
yrpo3bl HApYLIEHUs TOCTYNHOCTH MH(opMaru. OCHOBHbBIE YIpO3bl HAPYLIEHHUS LIETOCTHOCTH U
KOH(QHUACHIIMATLHOCTA HHPOPMAITUH.

Tema 4. UndopmanuonHasi 6€30MaCHOCTh B KOMIIbIOTEPHBIX CETAX

Ocob6ennoctu obecnieueHnss HHGOPMAITMOHHONW 0€301MaCHOCTH B KOMIBIOTEPHBIX ceTsax. CeTeBbie
MOJeNId Teperaud JaHHbIX. Mojenb B3auMOJEHCTBHS OTKPBITHIX cucTeM. Knaccudukanus
YAAJEHHBIX YIPO3 B BBIUUCIUTEIbHBIX CETSIX. TUIIOBBIE yAAIEHHBIE aTaKU U UX XapaKTEPUCTHKA.
Tema 5. [IporpamMHo-annapaTHoe o0ecneyeHue HH(POPMALIMOHHON 0€30aCHOCTH
BpenoHocHsle TporpaMMbl U aHTUBUPYCHbIE IPOrpaMMel. Mnentudukanus u ayTeHTuUKaLMs.
Mertoab!l pa3rpaHudeHust AocTyna. Perucrpanus u ayauT coObITHI MHOOPMAIIMOHHBIX CUCTEM.
MexcereBoe skpaHupoBaHue. TeXHOIOIUS BUPTYAJIbHBIX YaCTHBIX CETEH.

Tema 6. Kpunrorpaduueckas 3amura ungopmanumn

CoBpemenHble  TexHoJoruu  kpunrorpadpuu. CHUMMETpUYHbIE CHCTEMbl  IIU(GPOBAHUS.
AccuMeTpuyHble CHUCTeMbl IMUGPOBaHUI. OJIEKTPOHHO-UM(POBas MOANUCH. YIIpaBICHHUE
KpUNTOrpapuyecKuMy KIr04aMu.

Tema 7. OpranusanuonHoe odecrnevyeHue 3alMTHI HHPOPMALMHU

3amaya OpraHM3allMOHHOTO oOOecreueHus: 3aluThl MHQOpMaluu. AHaIU3 U OLEHKa yrpo3
UHPOpPMALMOHHON Oe3omacHOCcTH oObekTa. OleHka yuiepba BCIEICTBUE MPOTUBOIPABHOIO
packpbitus uHGOpManuu. Ciyxba OezomacHocTH oObekTa. OpraHuzanus U obecreueHue
peXrMa CEKPEeTHOCTHU. 3amuTa HHPOPMALUU MPH aBApPUAX U MHBIX SKCTPEMAJIbHBIX CHTYalHsX.

Obecnieuenue 3amuThl HMHQOpPMALMM TPU  OCYLIECTBICHUH MEXKIAYHApOJHOTO Hay4dHO-



TEXHUUYECKOTO U SKOHOMHYECKOIO COTPYITHUYECTBA.
Tema 8. Un:keHepHO-TeXHUYeCKoOe o0ecnevyeHue 3alUThl HHPOpManu
OO06mme BOMPOCH OpraHU3alUd TMPOTHUBOACHCTBUS TEXHUYECKOW pa3Benke. Kiaccubukarus
KaHaJoB yTeuku uHpopMmaimu. CriocoOsl noObiBaHus nHGopMalmu. Knaccudukaius MeTo10B U
CPEICTB HWH)XEHEPHO-TEXHUYECKOH 3amuThl HHpOpMamuu u OOBEKTOB HH(POpMATH3ALMH.
MeToap! 3amuThl HHPOPMAIIUH CIICIHATBHBIMU CPEICTBAMH.
Tema 9. CucreMsbl ynpapjieHuss HHGOPMALMOHHOI 0€301aCHOCTHIO
ApXUTEKTypa CHUCTEM YIpaBlieHUs1 UH(POPMAIIMOHHOM 0e30macHOCThI0. [IpUHIUMTIBL yIIpaBIeHHUS.
I'OCT P UCO/MDBK 27001-2006. Ceprudukanus cucTteM yrpaBieHUs HHPOPMALMOHHOM
0€30MacHOCTHIO.
Tema 10. Opra"HuzanuoHHoe  yNpaBiieHHe  HHUMIAEHTaAMM  MHGPOPMALMOHHOI
0€301aCHOCTHI0
Metonuka ympaBiaeHus uWHIUAeHTaMd. CTpyKTypa H 3aJadyd TPYNNbl pearupoBaHUs Ha
UHIMJCHTBI, €e cocTaB U Imporecc co3fganus. OneHka >(QQPEeKTUBHOCTH pearupoBaHHs Ha
UMHIUACHTB. Meronpl OOHapyXeHHMsT HMHIMJIEHTOB. AHaIu3 aHoMalud HH(GOPMalMOHHON
0€30MacHOCTH.
7. CAMOCTOSATEJBHASA PABOTA OBYYAIOLIUXCS

B pamkax naHHOW y4yeOHOW AMCIUIUIMHBI 0OydYalOUIHECs BBIMOJIHIIOT CaMOCTOSATEIBHYIO
BHEAY/IUTOPHYIO pabOTy B BUJAE: U3YUEHHs] TEOPETUYECKOr0 Marepuana mo temam 1, 3, 6, 7, 9;
M3YUYEHHS JTOKYMEHTOB IO TeMe 9; MOArOTOBKM K MPAKTHUYECKUM 3aHATHSAM IO TemaM 2, 4,5, §,
10; BbIMOIHEHHS] KypcOBOW pabOThl MO BBIOPAHHOI TeMe, MOATOTOBKHU K €€ 3allluTe U CIayu
3aueTa.
8. OBPA30OBATEJIBHBIE TEXHOJIOI'MA

[Ipyn u3yueHuu AAHHON AMCLUMIUIMHBI HCIOJB3YIOTCA CIEAyIOLIMe 00pa3oBaTebHbIC

TCXHOJIOI'H:

Bun o6pasoBaTesabHOM ®DopmMa NIpoOBeEACHUA
TEXHOJIOTHU 3aHATHSA

Tema 3aHATHSA

Tema 1. Beenenue B
MH(POPMALIMOHHYIO 0€30MaCHOCTb, TpagunuoHHas TEXHONOTHSA Jlexnus
YPOBHH €€ 00eCIIeUeHUS

Tema 2. CtanmapTsl Jlexuust
- TpanuuroHHast TEXHOJIOTUSI
nH(pOpMaMOHHOM 6€30MacHOCTH [TpakTHYeCKOE 3aHATHE
Jlexius
Tema 3. lHpopMaIimoHHbIE yTPO3bI TpaauuoHHas TEXHOIOTHUS
HpaKTI/ILICCKOC 3aHATHEC
Jlexmus
Tema 4. MadpopmannonHas
TpaguuroHHast TEXHOJIOTUSI
0€30MMacHOCTh B KOMITBIOTEPHBIX CETAX ITpakTHUecKoe 3aHATHE
Tema 5. [IporpaMMHO-anmapaTHoe Jlexus

obecrnieueHre MHPOPMAITMOHHOM TpaauioHHast TEXHOIOTUSI

0e30I1aCHOCTH [IpakTrueckoe 3aHATHE




Tema 6. Kpunrorpadudeckas 3ammra Jlexuust
TpaguumoHHas TEXHOIOTHS

HHpopMaLmH IIpakTHueckoe 3aHATHE

Jlexuus

Tema 7. OpraHu3alOHHOE 1
TpanuuroHHast TEXHOJIOTUSI

obecneueHue 3allIUThI I/IH(bOpMaHI/II/I HpaKTI/I‘-ICCKOG 3aHSITHE

Tema 8. IH)xeHEepHO-TEXHUYECKOE Jlexms
TpanunroHHas TEXHOIOTHS

obecreyeHne 3auThl HHHOPMALIUN TIpaKTHUeCKOE 3aHSTHE

Tema 9. CucTeMbl yripaBiaeHus Tpa MIHOHHAS TEXHOIOTHS Jlexupsa

UH(OPMAIMOHHOH 6€3011aCHOCTHIO [IpaKTHIECKOE 3aHATHE

Tema 10. OpranuzanuoHHoe Jlexuusa

yIOpaBJICHUE UHIIUIEHTAMU TpagunuoHHast TEXHOIOTHA

MH(POPMALMOHHOM OE30IIaCHOCTHIO HpakTnyeckoe 3aHATHE

9. TEKYIIIUHA KOHTPOJIb YCOIEBAEMOCTHU U TIPOMEXKYTOUYHASA
ATTECTANMUA ITO JMCIIUITJIMHE

9.1. ®opMbl KOHTPOJISI 110 AUCUMUILIMHE

Texkymmii kKoHTpPoJIb. B mporecce u3ydeHuss yuyeOHOW IUCHUILIMHBI O0YydYarOIIHecs
y4acTBYIOT B YCTHBIX TEOPETHMYECKHX OIPOCaxX, BBINOJIHAIOT IPAKTUYECKUE 3a/JaHUS.
Pe3ynbTaThl BBINONHEHNS B YCTHBIX ONPOCAX M BBIOJHEHUS MPAKTUUECKUX 3aJaHUN SBISIOTCS
OCHOBaHHUEM JJIsl BBICTABJIEHUS OLIEHOK TEKYLIEr0 KOHTPOJIS MO JaHHOM y4eOHOM NHCHUIUIMHE.
BeinonHeHue Bcex MPAaKTUYECKUX 3a/laHUil sABIseTCA 00S3aTENbHBIM 7S BCEX OOyYarOIIMXCS.
OOyuatomiuecs, He BBINOJHUBIINE B MOJIHOM OOBEME BCE 3a/laHUs, HE JIOIMyCKAIOTCS K claue
3ayeTa 1o JAHHOW yueOHOM NUCLHUIUINHE.

IIpomexyrounas arrecranms. /(I8 KOHTpPOJII YCBOEHMS OOyYarOIIMMMCS JTaHHOM
JUCLUIUIMHBl y4eOHBIM IJIAHOM MPEAYCMOTPEH 3a4eT, KOTOPBIM MPOBOIUTCS B (pOpME yCTHOTO
OTBETa HA BOIPOC U BBINOJHEHUS NPAKTUUYECKOTO 3aJaHMs, M 3allUTa KypcOBOH paboTHI,
BBIIIOJIHSIEMOM B TEUEHHUE CEMECTPA.

9.2. OueHoyHble MaTepuajbl (OLEHOYHBbIE CPEACTBA) /JUIA TeKYLIero KOHTPOJIs
YCIIEeBAEMOCTH M NPOMEKYTOYHOM aTTEeCTALMH M0 AMCLHMILINHE
Tekymmnii KOHTPOJIb.

CnHcok BONPOCOB /ISl YCTHOTO ONpPOca
no meme «Beedenue 6 ungopmayuonnyio be3onacHocme, yposHu ee obecneuenusy
1. Teopwus 3ammtel nHbGOpMaruu. OCHOBHBIC HAIPABIICHHUS.
2. Ob6ecnevyenne MH(GOPMAITMOHHON O€30IIaCHOCTH U HAIIPABIICHUS 3aLLUTHI.
3. KomminekcHocTs (LieneBasi, HHCTpyMEHTallbHasl, CTPYKTypHasi, QyHKIMOHAIbHAS,
BpPEMEHHAs).
4. TpeboBaHus K cucTeMe 3alIUThl HHPOPMAIUH.

5. Yrpo3bl uHpopMaIum.
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10.

11.
12.

13.

14.

15.

Bunel yrpo3. OCHOBHBIE HapyILLIEHUS.
Xapakrep MPOUCXO0XKACHUS YIPO3.
Hcrounuku yrpo3. [Ipeanocbuiky NosiBIEHUS yIpo3.

Cucrema 3aiThl HHPOPMAIIIH.

. Kimaccel kaHanoB HeCaHKIIMOHUPOBAHHOTO MOTYYEHUS HHPOPMALIUH.
11.
12.
13.

[TpuumnHBI HApYIIEHUS [IETOCTHOCTH UH()OPMAIIHH.
MeTo/1bl ¥ MOJIETHN OLEHKHU YSI3BUMOCTH HH(OPMALIUH.
OOw1ast Mozienb BO3JIeMCTBUS HA MHPOPMALIUIO.

no meme «Cmanoapmsi ungopmayuonHol 6e30nacHoCmuy
OO6m1ast Mozienb mporecca HapymeHust GU3nYecKon IeTOCTHOCTH HH(OPMAITHH.
CTpyKTypHpOBaHHas cXeMa MOTEHIIUAIBHO BO3MOKHBIX 3JI0YMBIIUICHHBIX J€HCTBUI B
aBTOMAaTH3UPOBAHHBIX CHCTEMaX 00paOOTKU IaHHBIX.
Metopaonornyeckre NoaxoAbl K OI[eHKe YsI3BUMOCTH MH(OpMAIUH.
Mogenb 3alMThl CHCTEMBI € ITOJHBIM NIEPEKPBITUEM.
PexoMeHauu 1o 1Crnonb30BaHUIO MOJIENEN OLIEHKH YS3BUMOCTH MH(POpPMAIUH.
JlonyiieHus B MOJENAX OLIEHKH ySI3BUMOCTH HH(OPMAIIHH.
Mertoab! onpezeneHus TpeOoBaHUH K 3amuTe HHPOPMALIUU.
dakTopbl, 00yCIaBIUBAIOLINE KOHKPETHBIE TPEOOBAHMS K 3aIUTE, O0YCIOBICHHBIE
cnenn(rKoil aBTOMAaTU3UPOBAHHON 00pabOTKK HH(POPMAITUHL.
Knaccudukanus TpeboBaHuil K CpecTBaM 3alUThl HHPOPMAIIHH.
TpeboBaHus K 3a1uTe, ONpeaeIsseMble CTPYKTYPOil aBTOMAaTU3UPOBAHHON CHUCTEMBI
00pabOTKH TaHHBIX.
TpeboBanwus K 3amure, 00yCIaBIUBaeMbIe BHIOM 3alMIAeMOI HH(OPMAIIHH.
TpeboBanusi, 00ycnaBiuBaeMble, B3aUMOAECHCTBUEM 10JIb30BATENS ¢ KOMILIEKCOM
CpEeICTB aBTOMATU3ALUH.
Crangapt CIIA «Kputepuu oLieHKH rapaHTUPOBAHO 3aILUIIEHHBIX BIYMCINTENBHBIX
cucTeM B uHTepecax MuHucTepcTBa 000poHbl CLIIAY». OCHOBHBIE MTOJIOKEHHUS.
PykoBoasiem nokymente ['ocrexxkomuccuu Poccun «Knaccudukanus
aBTOMATH3UPOBAHHBIX CUCTEM U TpeOOBaHUI 10 3a1uTe HHPOPMALUN, BBIITYILIEHHOM B
1992 rony. Yacts 1.
Kitaccel 3a1umneHHOCTH cpeACTB BHIYMCIUTENBHON TEXHUKNA OT HECAHKIIMOHUPOBAHHOTO
JIOCTyIA.

no meme «Mngopmayuonusvie y2po3ol»

JlaiiTe onpeneneHne NOHATUI «yIpo3ay, «YSI3BUMOCTb» U «aTaKay.
Kakwue knaccugukanuonnsie cxemsl yrpo3 b Bam n3BecTHbI?

[Tepeuncnure ncrounuku yrpos Ub.
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4. Ha3zoBuTe KaHaJIbl IPOHUKHOBEHMSI B aBTOMAaTU3UPOBAHHYIO CUCTEMY M YTEUKHU
UH(pOpMaLIUH.

Kaxue dakrops! nexat B ocHOBE (hOpMHUPOBAHMS MOJEIIN HAPYIIUTENS?
KaxoBbI nienu pa3paboTKu Moeiel yrpo3 U HapyIuTenei?

B uem pa3Huua Mexay HapyIIUTENEM U 3JI0YMBIILIJIECHHUKOM?

© =N W

OyHKIUY U 337a4¥ 321U Tl HHPOopMarui. OCHOBHBIE MOJIOXKEHUS MEXaHU3MOB
HENOCPEJICTBEHHOM 3aIIUThl U MEXaHU3MBbl YIIPAaBIECHUS MEXaHU3MAMHU
HEIOCPEICTBEHHOM 3aIlUTHI.
9. Metozas! popmupoBaHus GYHKIUN 3aINTHI.

10. Co0ObITHsI, BO3HUKAIOIINE TIPU (POPMHUPOBAHUHU (PYHKLUH 3aIUTHI.

no meme «Mnugopmayuonnas 6e30nacHocms 8 KOMNbIOMEPHBIX CEMAX»

B uewm 3akioyaeTcst OCHOBHAsI IPUYKMHA IPEIOCTABICHUS CIIYKO MOJIb30BaTENISIM?
IToueMy cucTeMBI, K KOTOPBIM OCYILECTBIISETCS JOCTYIl U3 BHEIIHENW CPEJIbl, HE MOTYT
I10JIb30BATHCA MOJIHBIM JI0BEpUEM?

[Touemy npotokon ICMP sBnsiercss BaxHbIM KOMIIOHEHTOM CETU?

CKOJIBKMM BHYTPEHHUM CHCTEMaM paspelraeTcst ucnoib3oBatb NTP B unTepHeTe?
MosxHO 11 paccMaTpuBarth ncrosib3osanne SSH kak peanuszanuo VPN?

[Touemy nonp3oBarenbckue VPN TpeOyroT cTporoii ayreHTHGUKaUN?

MoskeT Jii @ poBaHUE TIOTHOCTHIO 3aIUTUTH TAHHBIC, TIepeaaBaeMbie yepe3 VPN.

C yeM HE0OXOAMMO KOMOMHHPOBATH MOJUTHKY, YTOOBI 00ecteunTh 6e3omacHocTh VPN?
SIBnsieTcs M OJMH U3 TUIIOB MEXKCETEBBIX IKPaHOB OoJiee 0e30MacHbIM, HEXENU APYToit?
. Yro MexkceTeBOM 3KpaH NPUKIATHOIO YPOBHS 110 YMOJIYAHHUIO JEJIAET C BHYTPEHHUMHU
aapecamu’?

B gem cxo1cTBO MeKCeTeBOIr0 SKpaHa ¢ (puibTparyeld makeToB U MapuIpyTuzaTopa’?
no meme «lIpoepammuo-annapamuoe obecneuerue UHGOPMayUoHHOU Oe30NACHOCIUY
[TonsiTHE Yyrpo3bl 6€30MACHOCTH KOMITBIOTEPHOUM CUCTEMBI. METOIBI «B3TIOMa)
KOMIIBIOTEPHBIX CUCTEM.

3amuTa KOMIBIOTEPHON CUCTEMBI OT «B3j10May. [IporpaMMHbIe 3aKIaiKHy.

MeTopl YHUUTOKEHUS HH(POPMAIIUU, XPAaHUMON Ha SHEPrOHE3aBUCUMBIX HOCUTEIISIX.
YPpoBHU CTENEHEN HAZEKHOCTH.
3amuTa nporpaMmMHoro ooecriedenust. [I[peBeHTUBHBIE MEPHI 3AILMUTHI.
3ammTa mporpaMMHOTo obecrnieueHus. CpeacTBa COOCTBEHHON 3aIUTHI.

3amuTa nporpaMmHoro obecreuenus. CpeAcTBa 3alluThl B COCTaBE BHIYMCIUTEIBHON
CUCTEMBI.
3amra nporpaMMHOro obecnieueHus. CpencTsa 3amuThl C 3apocoM HHPOPMAIIUH.

3ammTa mporpaMMHOTo ooecnieueHusi. CpeacTBa aKTUBHOM 3aIIHUTHI.



11.
12.
13.
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3amra nporpaMMHoro odecneuenus. CpecTBa MacCUBHOMN 3aIUTHI.
TexHonorus 3anmThl HHGOPMAIIMKA HAa OCHOBE: 3JICKTPOHHBIX KIIIOUEH, CMapT-KapT,
MEPCOHATBHBIX UICHTH(PHKATOPOB.
[TpuHIUIBI 1 METO/BI CO3JaHMS 3ALIUILIEHHON ONepaliMOHHON CUCTEMBI.
Lenu u cpenctBa 3amuThl HHGopMauu. TUnuyHbii HA00P QYHKIIMOHAIBHBIX ITOICUCTEM.
OcHOBHBIE TPUHIIMIIBI OpraHu3anuy 3amuTsl nHGopmanuu ot HCJI 1 obecneuenus ee
KOH(UIEHIINATbHOCTH.

no meme «Kpunmoepaguueckas 3awuma unghopmayuuy
Uro aBnseTcs npeameroM Hayku Kpunrtorpadus
[lepBas mpakTUdeckas peaau3ays KpUNTOrpaguu ¢ OTKPBHITHIM KITFOUOM
Hcnonp3oBanue B KpunTorpapuu MOJIEIH OTKPBITOTO TEKCTA, YUYUTHIBAIOIINAE 3aBUCIMOCTD
OYKB TEKCTa OT MPEIbIAYIINX OyKB.
B uem cocrout npuHuunuansHoe oranure HoBoro cranaapra I'OCT P 34.10 — 2001 nHa
anroput™ dopmuposanus u nposepku DI ot ctaporo OCT P 34.10 — 1994.
Ocnosno#t npunuun Keprogdea.
Yro noHMMaeTcs Mol KpUNnTorpadu4eckuM IpoTOKOJIOM
B 4yem cocrout kpunrorpadudeckas 3agada ooecrnedeHus s eJT0CTHOCTH.
MerTop! ¢ 11enbio o0ecTieueHHs ayTeHTH(PHUKAIUN

no meme «Opzanuszayuonnoe obecneuenue 3auumsol UHGOpMayuu»
Mogenb 3aIuThl CUCTEMBI C TIOJIHBIM EPEKPBITUEM.
PexomeHgalMu no UCMoNIb30BaHUIO MOJETICH OLIEHKH YSI3BUMOCTH HH(OpPMAIIHH.
JlonyuieHus B MOJIEIISAX OLIEHKH YSI3BUMOCTH WH(pOpPMAIIHH.
MeTtoas! onpenenenns TpeOoBaHU K 3amuTe HHPOPMALUK.
dakTopsl, 00ycIaBIMBAIOIINE KOHKPETHBIC TPEOOBAHMS K 3aIIUTE, 00YCIOBICHHBIE
cren(UKON aBTOMAaTU3UPOBAHHON 00pabOTKH HHPOPMALIUH.
Knaccudukanus tpeboBanuii K CpeacTBaM 3aIlIUThl HHPOPMALIUH.
TpeboBanwust K 3ammre, OnpeaesieMble CTPYKTYpOil aBTOMaTH3NPOBAHHON CHCTEMBI
00pabOTKH JTaHHBIX.
TpeboBanus k 3amure, 00ycnaBIMBaeMble BUJOM 3alMIIAeMOi HH(OpMAILIHH.
TpeboBanust, 00ycnaBiInBaeMble, B3aUMOICHCTBIEM MOJIB30BATENS C KOMIJIEKCOM CPEZCTB
aBTOMaTH3AIINH.
no meme «Muoiceneprno-mexnuieckoe obecneuenue 3auumsol UH@Gopmayuu»

Crpareruu 3amuThl HHGOPMALIUH.
CrniocoObl U cpecTBa 3alUTHl HHPOPMALIKK.
CriocoOb1 «abCOMOTHON CHCTEMBI 3AIIUTHD.

ApxuTekTypa cucTeMm 3aiuThl nHpopmanuu. TpedoBaHus.
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OO011eMeTo/10IOTHYECKUX MTPUHIIUIIOB aPXUTEKTYPhl CUCTEMBI 3aLIUTHI UH()OPMALIHH.
[TocTpoenne cpeacTB 3auIUThl HH(OPMAIIHH.
SAnpo cucTeMspl 3alIUTHI.
Cemupy0OexHas MOJIENb 3aIUTHI.

no meme « Cucmemul ynpagienus UHGOpMayuoHHoU 6€30NACHOCMbIO»
AHanu3 puckoB
[Tonutuka nHpopManOHHON OE30MaACHOCTH
Konuenuus nadopmanonHoi 6e3onacHocTu
Hoctyn B uH(opMaronssie cuctemsl. [lonuTtka nocryna. duznyeckuii J0CTyII.
ITocTpoenue cetu. Y naneHHbId JOCTYIL.
WHmmneHTsl. AKTUBEBL, 9TO TpeOyeTcs 3aIlUTHTb.
Mepni 6e3omacHocty B koHTekcTe ISO 27001
D¢ hekTUBHOCTH MPUMEHSIEMBIX METO/I0B 0OecIieueHus1 0€30MacHOCTH
AJIMUHUCTpPATHBHBIN YPOBEHb 3aLIUTHI HH(OpMAIMU. 3aa4l pa3IMyHbIX YPOBHEH
YIpaBJIEHUS B PELICHUH 33/1a4u o0ecrieueHus: UHPOPMallMOHHON 0€30MacCHOCTH.
[IponienypHBIi ypoBeHB 0OecIieueHus: 0€30MacHOCTH. ABTOpU3AITUs MTOJIB30BATENCH B

MHGOPMALIMOHHOH cucTeMe.

no meme «Opecmwauuonﬂoe ynpaejieHue um;udenmamu qubOpMdquHHOﬁ be3onacHocmovioy

1.

A

[TonaTue nHIMAEHTA HHOOPMAIIMOHHON 0€3011aCHOCTH

Mecto ynpaBiieHUs UHIIMICHTaMH B O0IIeH crucTemMe HHGOPMAIIMOHHONW O€30MacCHOCTH
Oco0eHHOCTH yTpaBiIeHHs COOBITUSIMU 0€30MaCHOCTH

[Ipouenypa ympasienus nHGOPMAMOHHON O€30MaCHOCTH

YcTpaHeHre PUYXH | MTOCIIEICTBUI COOBITHS, €T0 PacCiIeI0BaHNe

HpeBeHTI/IBHHe MCPbI, UBMCHCHUS CTAHAAPTOB U JIMKBUAAI WA HOCJ'Ie,I[CTBI/Iﬁ

IIpomexyTounas arrecTanms.

IlepeyeHb NpUMepPHBIX TeM I KypPCOBOii padoThl

HaumenoBanue oObekTa 3ammThl HHOOPMAIUH:

1.
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OAMHOYHO CTOALINI KOMITBIOTEP B OyXTajaTepuu.
Cepgep.

[TouToBHIl cepBep.

Beb-cepsep.

KomnbroTepHas cetb AKageMuu.

OpnHo paHroBasi TIOKaJbHAs ceTh 0€3 Bhixoa B IHTepHET.
OnHo paHroBasi JIOKaJIbHas CETh C BBIX0/10M B MHTEpHeT.

Cerb c BBIJICIICHHBIM cepBepoM 0e3 Bbixojaa B VIHTepHeT.



11.
12.
13.
14.
15.
16.
17.
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10.

11.

12.

13.
14.
15.
16.
17.
18.
19.

CeTb ¢ BBIJICIIEHHBIM CEpBEPOM ¢ BbIXo1a B MIHTepHET.

Tenedonnas 6a3za naHHBIX (coaepkamias 1 UHPOPMALIUIO OTPAHUIEHHOTO TIOJIH30BAHNS) B
TBEPJIOH KOTIMH U Ha DIIEKTPOHHBIX HOCHUTEIISX.

Tenedonnas cetp.

CpencTBa TelneKOMMYHUKAIUH (paguoTenedoHbl, MOOMIbHBIE TeNe(OHBI).

bankoBckue onepanuy (BHECEHUE JIEHET HA CUET U CHSTHE).

Omnepanyn ¢ 0aHKOBCKUMH TUTACTUKOBBIMHU KapTOYKAMH.

KomnbroTep, xpansaimuii KoHQUIEHINAIbHYI0 HHYOPMALUIO O COTPYIHUKAX MPEIIPUATHSL.
Komnbrotep, xpansaimunii KoHQUISHIHANIbHYI0 HHOPMAIHIO O pa3paboTKax MpeArpUsTUs.

MaTepI/IaJIBI JUIA cny>1<e6H0ro MMOJIb30BaHHUA Ha TBCPAbIX HOCUTCIIAX B IIPOU3BOJACTBC.

Cnucok BONPOCOB /U151 MOATOTOBKH K 3a4eTy
[Tpo6aembl HHPOPMAITMOHHBIX BOMH U MHPOPMALIMOHHOM 6€3011acHOCTH 00IIeCTBa.
[Tonarue nHHOpMaIIMOHHON 0€30IACHOCTH U €€ COCTABIISIOLIHE.
YpoBHU nHGOPMAITMOHHON OE30MTaCHOCTH.
Crpareruu oGecrieueHus 3auThl HHHOPMAITHH.
HopmaTtuBHO-TIpaBOBbIE OCHOBBI MH(OpMaMOHHOW Oe3onmacHoctH B P®. CranmapTs
MH(POPMALIMOHHOM 6€30MacHOCTH.
TpeboBanust Oe3zomacHOCTH K WHPOPMAIMOHHBIM cHUCTeMaM. JlOKyMEHTBI IO OIICHKE
3aIIMIEHHOCTH aBTOMaTU3UPOBAaHHBIX CUCTEM B PO.
CrangapThl HHPOPMAIIHOHHOM 0€30ITaCHOCTH PACIPE/ICICHHBIX CHCTEM.
Knaccsl yrpo3 nnpopmanoHHo# 0€30macHOCTH.
Kananbl HecaHKIIMOHUPOBAHHOTO JTOCTYTIA M YTEUKU HH(POPMAITUH.
Haubonee pacmpocTpaHeHHBIE yTrpo3bl  HApyHICHUS  JIOCTYIMHOCTH  HH(opMmanuy,
HapyUICHUS LEJIOCTHOCTH U KOHPHUICHINATLHOCTH HH(OpMALIUH.
OcobenHoctu obecniedeHuss UHPOPMAITMOHHON 0€30MacHOCTH B KOMIBIOTEPHBIX CETSX.
CereBble MOZETH NTEpeIaun JaHHBIX. MOJeNb B3aUMOICHCTBUSL OTKPBITBIX CUCTEM.
Knaccudukanus yaaneHHbIX Yrpo3 B BBIYACIHUTENBHBIX CETAX. THIIOBBIC YIaJCHHBIC aTaKu
U UX XapaKTEePHCTHKA.
BpenoHocHble mporpaMMbl U aHTUBUPYCHBIE TPOrPaMMBI.
Wnentudukamnys u ayreHTAUKAUSA. MeTo bl pa3rpaHUueHUs TOCTYTIA.
Perucrpanus u aymuT coObITH HHOOPMAITMOHHBIX CUCTEM.
MexceTeBoe SKpaHUPOBaHUE.
TexHoa0rUs BUPTYyaJIbHBIX YAaCTHBIX CETEH.
CumMmeTpuuHbIe CHCTEMBI MIH(POBaHUSA. ACCUMETPUUHBIE CHCTEMBI MU(POBAHUSI.

DneKTpOoHHO-UK(POBas MOIIKCH.



20. YmpapneHHe KpUITOTpapUUECKUMH KITIOYaMHU.

21. 3amaya opraHM3alMOHHOTO 0OecTeueHHs 3auThl HH(pOpMaIU.

22. AHanu3 W OIeHKa yrpo3 HH(POpMaMOHHON Oe3omacHOCTH 00bekTa. OleHka ymiepoa
BCJIEJICTBHE IPOTUBOIPABHOIO PACKPBITUS MH(DOPMALIUH.

23. Cnyx6a 6e3omacHoCcTH 00bekTa. Opranuszanys u odecrnedeHrue pexuma CeKpeTHOCTH.

24. 3amuTa uHGOPMAIMH NIPU aBAPUAX U MHBIX IKCTPEMAIIbHBIX CUTYaLUSX.

25. OGecrieyenre  3alUThl  MHQOpPMAIMM  MPU  OCYLIECTBIEHUH  MEXIyHApOJHOTO
COTPYAHUYECTBA.

26. Kiaccuduxanys METOAOB M CPEJCTB MHKEHEPHO-TEXHMUYECKOW 3aIIUThl MHPOPMALUU U
00BEKTOB MH(POPMATHIALHH.

27. Metop! 3aUTH MHPOPMAIIUHU CTIEUAEHBIMU CPEJICTBAMH.

28. ApPXHTEKTypa CUCTEM yIpaBicHHUs HHHOPMAITMOHHOW 0€301TaCHOCTHIO.

29. IlpuHUUOBI yrIpaBieHUs HH(OPMAIIMOHHON 0€30MaCHOCTHIO.

30. CrangapTsl B 00JacTd MEHEIKMeHTa MH(pOpManuOHHOH OezomacHoctu. CepTudukanus
CUCTEM yIpaBlieHUs] THPOPMAILIMOHHOMN 0€3011aCHOCTHIO.

31. Meroapl 0OHApY>KEHUST UHITUICHTOB.

32. VYnpaBineHue UHIMJEHTaMU UH()OPMAIIMOHHON 0€30acHOCTH.

33. Ouenka 3()(peKTUBHOCTH pearupoBaHus HA UHIIUICHTBHI.

[lopsimox TpoBeneHHsT TEKYIeT0 KOHTPOJS YCIIEBAEMOCTH M IPOMEXYTOYHOU
aTTecTaluy MO JUCHMIUIMHE Ui MHBanuaoB W jun ¢ OB3 npenycmorpen Ilosmoxenuem o

TCKYIIEM KOHTPOJIC YCIICBACMOCTHU U HpOMC)I(yTO‘IHOfI aTTeCTal 06yqaroumxcs[.

10. PECYPCHAS COCTABJISIIOLIASL

Jlis mpoBeneHusl 3aHATUN JIEKIMOHHOTO THMA IO JaHHON NHUCUUIUIMHE HCIOJIb3YIOTCA
ayJIMTOPUU C Meua-o000pyI0BaHNEM (IIPOEKTOP, IKPaH, HOYTOYK) U yueOHON MeOebIo.

Jlnis mpoBeneHusl 3aHATUH CEMHHAPCKOro THMA (MPAaKTUYECKUX 3aHATUN) MO JaHHOU
JMCIUTUIAHE UCTIOIB3YIOTCS KOMIBIOTEPHBIE KJIACCHI, OCHAIIEHHBIE KOMIBIOTEPAMH C JOCTYIIOM
B lHTEpHET 1 HEOOXOAMMBIM MTPOTPAMMHBIM 00ECTICUECHHEM.

Jis  camocTosTenbHOM pabOThl  OOYYalOIIMXCS HCMONb3yeTcs MOMELIEHUE JUIs
CaMOCTOSITENIbHOW paboThl 0OYYaIOIIMXCs, OCHAIEHHOE KOMIIbIOTEpaMH C HEOO0XOJIUMBIM
IPOTpaMMHBIM 00€CTieYeHHeM H JI0CTynoM B WHTEpHET M 3IEeKTPOHHYIO HH(OpMaIMOHHO-
o0pa3oBaTeNbHyI0 Cpelly By3a.

Jlis mpoBeleHHs KOHTPOJIS CaMOCTOSTENbHONM paboThl MO JaHHOW IUCHUIUIMHE
UCTIOJIb3YIOTCSI KOMITBIOTEPHBIE KJIacChl, OCHAIEHHbIE KOMITBIOTEpaMU C JOCTynoM B MHTepHeT

Y HEOOXOAMMBIM IIPOrPaMMHBIM 00€CIIEUEHUEM.



HaHHOI;'I JAUCHUIINIMHE HUCIOJB3YIOTCSA KOMIIBIOTCPHBIC KJIACChI, OCHAIICHHBIC KOMIIBIOTCpaMu C
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noctynoM B IHTEpHET U HEOOXOAMMBIM MPOTPaMMHBIM 00€CTIEUEHUEM.

IlepeyeHb JMIIEH3MOHHOTO MPOTPAMMHOI0 o0ecnevYeHust

Ne
w/n HaumeHoBanue Tun pecypca
] Cy06nuuensunonnsiii jorosop AO «CodrJlaiin
1 Microsoft Office Tpeitm» Ne /131 ot 10.07.2020. Cpoxk neiicTaus
JIOTOBOpA U JIMLIEH3UHN - OecCPOUHBIit
. ' (nuen3uoHHoe cornamenue Microsoft - Open
2 Microsoft Windows Value Subscription mis pemennit Education
Solutions NeV8265046)
Koncynprantlintoc - cnpaBo4Ho-
MpaBoBas CUCTEMA JInuensuonnsiii forosop OOO "KoHCynbTaHT
3 «KommeHTapuu [Tntoc TonssarTu" norosop Ne251 ot 01.01.2023
3aKOHOJATEIbCTBAY CETeBas (nueH3us 6eccpoyHasi, J0roBOp €XKEroaHO
(cmapT-koMIieKT ONTUMANIBHBIA | TPOJIJIEBAEMBbI)
- OTEYECTBEHHOT'O IPOM3BOJICTBA)
AnTtusupyc Kacnepckoro 10 mist .
. Py p s Cy06nuuen3unonssiit jorosop CJIJI AO
Windows Workstations . .
. . «Co¢rJlaita Tpeiim» NeTr000840657 ot
(Kaspersky Endpoint Security s .
4 SU3HECA — CTAHIADTHEL Russian 04.12.2023, cpok aeicTBHS 10roBOpa 10
.. sap 11.02.2026 (250-499 Node 2 year Educational
Edition, oTe4ecTBEHHOTO :
Renewal License)
MIPOU3BOACTBA)
Ilepeuens cBOOOAHO pacHpoOCTPAHSIEMOro NPOrPaMMHOro odecneyeHust
1. Bbpayseps Yandex, Google Chrome.
2. Koncynbrantllntoc — MHTEpHET-BepcHs MOCTOSHHO JOCTYNHOW CIIPaBOYHO-TIPaBOBOM
CHCTEMBI OT€YECTBEHHOT'O TIPOU3BO/ICTBA.
B coorBerctBuu ¢ [lomokeHHEM O CO3aHUM CIIEIUAIBHBIX YCIOBUH IS MHBAIUAOB U
mu ¢ OB3  uHpopMannoHHO-TeXHOJIOTHYECKass 0a3a  oOpa3oBaTenpHOrO  Ipoliiecca

peIycMaTpUBAET HCIIOJIB30BAHUE MaTepUATbHO-TEXHUYECKUX CPEICTB C yUYETOM pPa3IMYHBIX
HO30JIOTHI MHBAINAOB U aull ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas JIMTEpaTypa

Ne bubéanorpaduyeckoe onucanue Tun usganus Kﬁolfﬁle ‘::TT:I?:
1 | bapanoga, E. K. Madopmanrionnast 6€301macHOCTb U
3amuTa uHpopManmn : yaeoHoe nmocodbue / E.K. SEC
bapanosa, A.B. babam. — 4-e u3z., nepepad. u gomn. | yaeOHOe mocodoue 3Hamym
— Mocksa : PUOP : UH®PA-M, 2025. — 336 ¢c. —
URL: https://znanium.ru/catalog/product/2178344
2 | 3ammra uHGOpManuu : yaebHoe nocodue / A.IL
Kyxk, E.IL. Kyxk, O.M. Jlenemkun, A.1. Tumonikus. 9bC
" 3lc w3 — Mocksa : PUOP : HHOPA-M, 2024, | Yieonoemocodue | 5 oo
— 400 ¢c. — URL:




| | https://znanium.ru/catalog/product/2140566

11.2 JonosiHUTEIbHAS JJUTEpPATYpa

1. Wuadopmanmonnsiii wmup XXI Beka. Kpunrtorpadguss - ocHoBa HHPOPMAITMOHHOMN
0€30MacHOCTH : HAy4YHO-TIOMYJIsIpHOE u3nanue / moa pen. O. A. bonemoBa ; MockoBckwmii
rOCYJJapCTBEHHBIN TEXHUYECKUN YHUBEPCUTET I'PAKJAHCKOM aBuanuu. - 6-¢ u3z. - Mocksa :
W3narenscko-ToproBass kopnopauus «JlamkoB u  K°», 2022. - 126 c¢. - URL:
https://znanium.com/catalog/product/2082694

2. Tlonos, U. B. Hudopmannonnas Oe3omacHocTh : mnpaktukym / WM. B. Ilomos, H. .
Vnenpaeena. - Camapa : Camapckuii opunndeckuii uHCTUTYT @CUH Poccun, 2022. - 90 c. -
URL: https://znanium.com/catalog/product/2016193

3. Kmumenko, U. C. MHdpopmanmonHas 0e30macHOCTh W 3aliuTa WHGOpMAalUU: MOAETU U
MeTozbl ynpasieHus : Mmonorpadus / U.C. Knumenko. — Mocksa : UTHOPA-M, 2024. —
180 ¢. — URL: https://znanium.com/catalog/product/2052391

IMepuoanveckue u3TaHust

1. IlporpammHbIe MPOIYKTHl U CUCTEMBI: MEXAYHAPOIAHbIA HAYyYHO-NPAKTUYECKUHN KypHAI. -

URL : https://znanium.com/catalog/magazines/issues?ref=f9bfbd0e-239¢-11e4-99¢7-
90bl1c31dedc
2. OTKpbITBIE CHCTEMBI. CYBU: KypHaJl. - URL:

http://dlib.eastview.com/browse/publication/64072

11.3 CoBpemenHble mnpogeccHoHATbHbIE 0a3bl JaHHBIX, HH(GOPMAIMOHHbIE

CIIPpaBOYHBIC CUCTEMBI, JJICKTPOHHBLIEC OnOJIMOTEYHbIE CHCTEMbI

1. ZNANIUM.COM: snekTpoHHO-0nOMMoTeuHas cuctema. — URL: http://znanium.com.
2. IPR SMART (IPRBooks.ru): anekrponno-6ubnuoteunas cuctema. — URL:
https://www.iprbookshop.ru/.

eLIBRARY.RU: nayunas snextponnas 6ubnuoreka. — URL: https://elibrary.ru.
OnekrponHas 6uonmuorexka TAY. — URL : http://83.234.207.58/MarcWeb2/Default.asp.

NBUC (East View) : 6a3a nanusix nepuoandyeckux uznanuid. — URL: https://eivis.ru.

S

KoncynbranT miroc: cripaBouHo-mpaBoBas cucrema. — URL: http://www.consultant.ru;
T:\consultantplus\cons.exe.
7. Polpred.com O630p CMMU: arentcTBO AenoBoii nHdopmaruu. - https://www.polpred.com

8. HBOUKOH: apxuB HayuHbIX xkypHaioB. — URL: http:/neicon.ru

12. METOJAUYECKUE YKA3AHUSA JUIS OBYYAIOUUXCSA IO OCBOEHHUIO
T CIATITAHBI


https://znanium.com/catalog/magazines/issues?ref=f9bfbd0e-239e-11e4-99c7-90b11c31de4c
https://znanium.com/catalog/magazines/issues?ref=f9bfbd0e-239e-11e4-99c7-90b11c31de4c
http://dlib.eastview.com/browse/publication/64072
http://neicon.ru/

Jucunmuna  «MHpopmarmonHas ~ 0€30MacHOCTBY»  IMpENIojiaraeT  IOCeleHHe
o0yyaromuMuCs  JICKIUH, BBIMOJHEHHE NPAKTUYECKUX  3aJaHuil, Oompmiol  00beM
camMocTosTeNIbHOM paboTel. [lo nucuuIuIMHE MOMHMO TpPAaJUIMOHHON JIEKIMH, HAa KOTOPOM
IpernoAaBaTeNlb  OCBELIACT KIIOYEBbIE BONPOCHI TEMbI, TaKXe MPOBOAATCS:  JIEKIUS
UHQOPMALIMOHHOTO  XapakTepa,  Mpeamnojiararomas  OOBSICHEHHS  IpernojaBaTens ¢
WUTIOCTPaTUBHBIM M3JIOKEHHMEM MaTepuana. Ha nexuusx npenojaBareinb MOXET MPOBOJIUTH
YCTHBIA OMPOC B IIENSAX BBISICHEHUS CTENEHH YCBOSHHS IMPEIBIIYNIET0 MaTephalla, a TaKXkKe
IpeIoiaraeTcsa BBICTYIUIEHHE OOYydYaroluXcsl C JAOKIAJaMH 1O OTAEIbHBIM TEOPETUYECKUM
BornpocaM. /lanubie popMbl paboThI ABIAIOTCS JIEMEHTaMHU TEKYIIET0 KOHTPOJIS M OLIEHUBAIOTCS
npenoaasareneM. Bce 3To mpeamonaraeT MOATOTOBKY M CaMOCTOSITENIBHOE HM3y4Y€HUE
00y4aroIMHUCs TEOPETUYECKOT0 MaTepuala Mo 3asBJICHHOMN MPernoiaBaTeaeM TeME.

BrimonHeHHbIE TpakTU4YecKhe padoThl MPOBEPSIOTCS MPEINoIaBaTeIeM HEMOCPeICTBEHHO
B ayJUTOpHUM JMOO OJHUM U3 CJIEAYIOIUX CIOCOOOB: COXpPaHEHHE B AJIEKTPOHHOU
UH(POPMALIMOHHO-00pa30BaTENbHOM Cpefie, OTIpaBKa MPENoJaBaTeIo Ha MOYTOBbIN smmK. [Ipn
OTIIPaBKE MPENOAABATENI0 BBIMOJIHEHHONM paboOThl 1O TMouyTe O0O0ydYaromemycs Ccleayer
olecneunTh JUUHYI0 HaeHTUuKanuo. Kak npaBuio, B TeMe WIN TEKCTE MHChbMa yKa3bIBaeTCs
kypc, @O obyuaromierocs, AMCUUILUINHA, TeMa, 10 KOTOPOI BbINMONHEHa paboTsl. HekoTopsie
NPaKTUYECKUE 3a/JlaHUsl HE MOTYT OBITh CHIeNaHbl TOJBKO B paMKax BBLIEJICHHOTO 00beMa
KOHTaKTHOW paOoThl (B ayAMTOPUH) M «IOENIBIBAIOTCSA» B Yachl CaMOCTOSITENILHOM pabOoThI.
Cpaua Takux paboOT Ha MPOBEPKY OCYLIECTBISETCS TEMHU K€ CaMbIMHM CIOcO0aMH, YTO U IO
OKOHYAHUM MPAKTUUYECKUX 3aHATUH. Pe3ynpTaThl MPOBEPKH BBHITOJHEHHBIX pa0OT TOBOJATCS 10
CBE/ICHUS 00YYaIOLIEToCs BO BpeMs ayAMTOPHBIX 3aHATUH 1/uiu B yackl KCP.

B xo1e ocBOeHUS AUCHUIUTUHBI 00yYaromuecs: MPUMEHSIOT 3yYeHHBIE MaTepHalIbl IS
MOJICIUPOBaHUsI HMH(POPMAIIMOHHON O€30MacHOCTH KOHKPETHOro oOBekTa. Tema KypcoBOH
paboThl BbIOMpaeTcss OOy4arolUMCS U3 CIUCKa MPEAJoKEHHBIX INperojaaBareneM, IJnudo
oOyuyaromuiicss mpejiaraer cBolo Temy. KypcoBas paboTa COCTOUT M3 TEOPETUYECKOTO
UCCIieIoBaHusS B (OpME ACCe Ha ONMPENeICHHYI0 TEMY M PELICHHE 33a/Ja4H, TOIATBEpIKIAI0IIeH
MOJIyYCHHBIE KOMITETEHIIUHA OOYYArOIIMMCS 10 u3ydaeMmon nuctuumuinae. CoaepxaHue KypcoBOn
paboThl JOKHO CBHUJAETEIBCTBOBATH O JOCTAaTOYHO BBICOKOM TEOPETUYECKOW MOJIrOTOBKE
00yyYaromerocss 1 0 HAIMYMU Y aBTOpa HEOOXOAUMBIX 3HaHUI 1o TeMe padoThl. PaboTa nomkHa
UMETh TPABWIIBHO COCTAaBJICHHYIO OMOimorpaduio, JOTHUHYIO CTPYKTYpPY, OOeCHeuuBaromnIyro
packpeiTue Tembl. KypcoBas pabora pgomkHa ObBITh HalucaHa TPaMOTHO, XOPOIIMM
JUTEPATYpHbIM U  NPO(PECCHOHANBHBIM  SI3BIKOM, HMMETh MPaBUIBLHO  OGOPMIICHHBIN
UHCTPYMEHTAJbHBIN anmapar. B TeopeTndyeckoil 4acTH KypcoBOM paOoThI ClieAyeT OmHMcaTh
COBPEMEHHOE COCTOSIHHUE TpoOJieMbl MH(DOPMAIMOHHOW OE30MACHOCTH B IIEJIOM, PE3YJbTaThl

aHaJIM3a COCTOSIHUSL OOBEKTa 3allluThl, MOTEHIHaNbHBIE Yrpo3bl. Coxaep:kaHue 3TOM 4YacTu



JIOJDKHO TI0Ka3aTh CTENEHb O3HAKOMJICHHMsS OOydaromierocs ¢ IOCTaBJIEHHOW mpobieMoil u
COBPEMEHHBIM HAayYHO-TCOPETUYECKHM YPOBHEM HCCIICJOBAHMHA B JaHHOW OOJIACTH, a TaKke
yMeHHe padoTaTh ¢ (paKTHUECKUM MaTepuaioM, CXKaTo M apryMEHTHPOBAaHHO (OpMYJIHUPOBATH
3aJa4d U pe3yJIbTaThl UCCIEAOBAaHUM M JaBaTb OOOCHOBAaHHBIE PEKOMEHAALUHU IO PEUICHUIO
BBIABJICHHBIX MpoOseM. B mpakThueckoil YacTu AOMKHBI OBITh TNPHUBENEHBl KOHKPETHBIE
MeponpuATH 10 HH(pOopMarmoHHo! 3amuTe 00bekTa. OO0beM KypcoBoi paboTsl coctaBmsieT 30
— 35 cTpanuu.

JUis  BBINOJIHEHMsS KypcOBOW pPabOTBl W CaMOCTOSITENBHONM paboThl IO JaHHOM
JUCLUIUIMHE B JIOMAIlHUX YCJOBUAX (3a mpenenamu AkajnemMuu) oOydaromeMmycss HeoOXOauM
NePCOHANBHBIM KOMIbIOTEp (IJIAHIIET) U MakKeT MPHUKIAIHBIX IporpamMM Microsoft Office (ne
Hke 10 Bepcun). KoHcynbTanuy 1no BHIMOJIHEHUIO MPAKTUYECKUX pabOT U KypcoBOM paloTHhl,
o0cyXaeHue JOMyIIEHHBIX OMUO0K ocymecTBisercss Bo Bpemss KCP Ha kadeape npuximagHoi
UH(POPMATUKU WIN B ayJUTOPUU MO pacnucaHuio. KoHCybTalMu MOTYT OCYIECTBIISATHCS TAKKe
MOCPEJICTBOM  acuHXpoHHOro  (mouyra, OHWOC) ©u  CHHXpOHHOro  (zZOoOm,  CETH)
KOMMYHMKAIIUOHHOTO  B3aUMOJAEHMCTBHMSI 1O  IpEABAPUTENBHONM  JOTOBOPEHHOCTH  C
IpernoaBaTeseM.

Ilo oxoHYaHMM JUCLMIUIMHBI OOydYalOUIMHCsS MOJDKEH 3allUTUTh KYypCOBYIO paboTy:
NpeACcTaBUTh 0(OPMIIEHHYIO MOSCHUTEIBHYIO 3alIUCKY U OTBETUTH HA BONPOCHI MPETOaBaTels
0 CyIIECTBY pa3padotku. [lyig cnaun 3auera o0yvaroniemMycs Heo0X0IMMO MOATOTOBUTh OTBETHI

Ha TCOPETUYCCKUEC BOIIPOCHI K 3a4€TY U IOBTOPUTH PECIICHHUE OCHOBHEBIX IIPAKTHYCCKUX 3a/1a4.



13. JIUCT COI'JTACOBAHUA

CocraBui:

H.A. UBanoBa, ct.mper.

3aBeayronmii kadeapoit

H.B. Crpexkanosa, 11.11.H., TOIEHT

3aBeayronuil BeIycKaromen kadeapon

H.b. CtpekanoBa, 1.11.H., TOUEHT
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(moamucek)

(nmoanuce)

ey

(Tmoamucs)

Ty —>

/

(roAmnuck)

77

(moxnuce)



