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1. OBIIAA UH®OPMALIUA

Pabouass mporpamma guctumiuHbel «MHQOpManMoHHas 0€30MacHOCTE» COCTAaBJIICHA B
COOTBETCTBUH C TpeOOBaHMAMH (elepalbHOr0 TOCYAapCTBEHHOTO 00pa3oBaTEIbHOIO CTaHIapTa
BBICIIETO OOpa3oBaHusi — OakanaBpuar mo HamparieHuto noarotoBku 09.03.03 «lIpuxnagnas
nH(pOpMaTHKa», YTBEPXKIEHHOrO MpuKazoM MuHucTepcTBa 0Opa3oBaHusi W Hayku Poccuiickoit
Oepepauun 19.09.2017 Ne922 (¢ uzmeHeHussMH U jAomnoiHeHusiMa ot 26.11.2020, 08.02.2021,
19.07.2022, 27.02.2023), u yueOHoro riana nHampasieHus noarotoBku 09.03.03 «lIpuknamHas
uHpopmaruka», mnpopuas «Pazpaborka u  ympaBieHne Wweb-KOHTEHTOM»  (IIporpamma
OakanaBpuaTa).

Tpynoemkocts mucummuidnbl: 4 3ET / 144 akagemuyeckux 4aca, B ToM uucie 44 gaca
KoHTakTHOU paboTel 1 100 yacoB caMOCTOATENBHON PAOOTHI O0YUYAIOIIIXCS.

Pacnipenesienue 4acoB JUCHHMILIMHBI 110 CeMeCTPaM M BHaM 3aHATHI (110 y4eOHOMY IJIaHY)

KoanuecTBo yacos
Bup yueoHoii padoTnl Beero mo CemecTpbl
yueOHOMY
niany 1123|415 6 71819
KonrakTHas padora (Bcero): 44 44
B TOM YHCJIE:
Jlexkuun 8 8
[IpakTrueckue 3aHATUS 28 28
KoHTpousb camocTosTebHOM 8 8
pabotsl (KCP)
CamocrosiTeibHas padora 100 100
B TOM YHCIIE: KypcoBas paboTta 36 36
N 3ayer,
Buasl npomMe:kyTouHoM sammTa
aTrecTalMM (3auem, 3auuma 3auer KypCoBOii
Kypcoseou pabomul)
paboTHI

ObLIAA Yacor: 144 144
TPYA0eMKOCTh ]
JUCHUIIIMHBI . 3au. en.: 4 4

2. OEJIA U 3AJAYU JUCHHUTTJIMHBI

Heasb aucuumianHbl — GopMUpOBaHUE y OOyUaIOUIMXCS 3HAHMKA B 00JAaCTH NPUMEHEHUs
Pa3NIUYHBIX CIIOCOOOB 3alIUThl MHPOPMALMK B Web-TpUIIOKEHUSX M HaBBIKOB MPAKTHYECKOTO
oOecrniedyeHrs 3amMThl MH(GOpMalMu KU 0€30MacHOro HCIOJIb30BaHHUS MPOrpaMMHBIX CPEICTB B
WHGOPMAIIMOHHBIX W BBIYMCIUTEIBHBIX CHCTEMax. BocnHTaTeNbHOW MENbI0 AUCIUTUINHBI
BBICTYNa€T PAa3BUTHE Yy OOYYAIOUIUXCS HABBIKOB KPUTHYECKOTO MBIIIICHUS, MO3BOJISIOLIETO
MOHMMaTh  MpoOneMbl  MH(OPMAIMOHHOIO  OOIIecTBa, OCO3HaBaTb PUCKM B CBOEH

HpOCb@CCHOH&HBHOﬁ ACATCIIBHOCTH U €€ COIUMAJIbHYIO 3HAYUMOCTD, CTPEMUTLCA HAXOAUTH CIIOCOOBI



paspelleHus BO3HUKAIOMIKUX Mpo0seM; (OpMHUPOBAHNE HABBIKOB CAMOCTOSTEIbHON NIEATEIbHOCTH,

Kak B 00pa30BaTeIbHOM, TaK U MpodeCCHOHATBHON cdepe.

3agauu AUCHMILINHBI:
® pa3BUTh HABBIKM 10 MPUMEHEHHUIO DPA3IUYHBIX CIIOCOOOB 3amMThl WH(poOpManuu B web-
MIPUIOKECHUSX,
e chopmupoBaTh y 00ydarONIMXCS KOMIETCHIIMH B 00JacTH Oe30macHOCTH Web-npunoxeHuit
B chepe ynpaBiieHus ACSITEIbHOCTbIO MPEANPUSATHUS;
® pa3BUTh HABBIKM NMPUMEHEHHUS CHCTEMHOIO MOAXOAa K 0e30macHOCTH, HHPOPMATU3AIUH U
aBTOMATH3AlMK PEIICHUS TPUKIIATHBIX 33/1a4;
® J1aTh Mpe/CTaBICHHE 00 HHCTPYMEHTAaX MHTEIJICKTYaIbHOTO aHaIN3a JaHHbIX;
e pa3BUTh HaBBIKK (OPMUPOBAHHUS OOOOINECHHBIX TpeOOBaHMH K WED-TPUIIOKEHUI0, €ro
CTPYKTYpE ¥ OCHOBHBIM JaHHBIM.
3. MECTO JUCHUIIJIMHbI B YYEBHOM IIJIAHE
VYuebnast muctmminHa «MHopMaimonHas 0€30macHOCTh» OTHOCUTCS K JUCIHILIHHAM
gactu brnokal. Jucuurumael  (Momynu), (opMupyeMOll ydacTHMKaMH 0Opa3oBaTeIbHBIX
oTHomIeHUH. W3ydeHwe naHHOM AMCUMIUIMHBI Oa3upyeTcss Ha MaTepuane, H3y4eHHOM B
mucuummuHaM  «O6mue  uHopmauuoHHble  TexHonorum»,  «l{udpoBoe  obecneueHue
npodeccuoHanbHON  AedrenbHOCTH»  «l[Iporpammuo-ammapatHoe — obecneueHne — H(POBBIX
YCTPOMCTBY». 3HaHUS, YMEHUS M HAaBBIKU, NMPUOOPETEHHBIE B PE3yJbTaTe M3y4EHUs AMCLUUILINHBI,
OyayT BocTpeOOBaHBI NMPU OCBOEHUHU JUCHMIUIMH «IIpaBoBble OCHOBBI cepbl HHPOPMALMOHHBIX

TEXHOJIOTHi», «[IporpaMMHas HHKEHEpHs» U HalTUCAHWHU BBITYCKHOM KBaJIM(UKAITMOHHON pabOTHI.

4. IINTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUSA 11O AUCIUIIJIMHE 151
®OPMUPOBAHUA KOMIIETEHIIUHA OBYYAIOIIIUXCHA

Pe3ynpTaThl ocBOeHHUS 00pazoBaTeIbHOM NPOrpaMMbl (KOMIIETEHLIMH OO0YyYaroluxcs)
YCTAHABIIMBAIOTCS B COOTBETCTBUU C (efepalbHbIM TIOCYAapCTBEHHBIM 0Opa30BaTeIbHBIM
CTaH/IapTOM [0  HAMNpaBJICHUIO  MOJATOTOBKM U  NPO(PECCHOHAIbHBIMU  CTaHIApPTaMU,
COOTBETCTBYIOLIMMHU MPO(HECCHOHAIBHOM JeSITeTbHOCTH BBITYCKHUKOB, a TaK)Ke HAa OCHOBE aHaIN3a
TpeboBaHUil paboTonarenei, NPeIbSIBIAEMBbIX K BBIYCKHHKaM. IlmaHupyemble pe3ysibTaThl
OCBOEHHUSl TUCHUIUIMHBI (3HAHUS, YMEHHUS, HAaBBIKH) COOTHOCSTCS C YCTAHOBJIIEHHBIMH B
o0pa3oBaTeNnbHON MporpaMMe HWHAMKATOpPaMU JOCTH)KEHHUS KOMIIETEHIIMM, 4To o0ecrednBaeT
¢dopmupoBaHre y OOydYalOUIMXCS 3aIUIAHUPOBAHHBIX PE3YJIbTATOB OCBOEHHUS 00pazoBaTeIbHOM

IPOTrpaMMBl.



IlnanupyemMblie pe3yabTaTbl 00y4eHUs MO

HIndp koMnereHunu HNuaukaropsbl THCHMILTHHE

YK-8 -Cnocoben YK-8.3. - O6ecnieunBaer 3HaTh:

co3llaBaTh U NEPCOHATBHYIO - HOPMAaTHUBHO-IIPABOBBIC OCHOBBI
MOJ/IEPKUBATH B UH(OPMAIMOHHYIO nH()OPMAIIMOHHON OE30MaCHOCTH B

IIOBCEIHEBHOM JKU3HU
U B IpoeccuoHaNbHOM
NEeSATEIbHOCTH
0e30macHbIe yCIOBUS
KU3ZHEEATEIIBHOCTU
JUISL COXpaHEHUS
IIPUPOJIHOM CpeJIbI,
obecnieyeHus
YCTOMYHMBOIO Pa3BUTHUSA
o0111ecTBa, B TOM YHCIe
IIpU yIpo3e U
BO3HUKHOBEHUU
YpE3BBIYANHBIX
CUTyallMil U BOEHHBIX
KOH(JINKTOB

0e30macHOCTh B ITU(GPOBOMA
cpeze, B TOM YHCIIe
CpeAcTBaMu
Kpurnrorpaduu

Poccuiickoit ®enepaiuu;

- MEXKIYHapOJHBIC U OTCUECTBEHHBIC
CTaHJapThI, pErIIaMCHTUPYIOIINE
npodeccuoHaBbHYIO 1eATeIbHOCTh
B 00s1acT HH(POPMAITMOHHOM
0e30IMacHOCTH;

Ymersn:

- pa3pabaThIBaTh MOJIUTUKY
MH(POPMALMOHHON O€30MTaCHOCTH
IPOTPaMMHBIX TPOTYKTOB H
OpraHu3alui ¢ Oropon Ha
HOPMAaTHUBHO-IIPABOBBIC JIOKYMEHTBI

Baanern:

- HaBBIKaMU JIOKYMCHTHPOBAHUS
WHITUJICHTOB | IPOIIECCOB
nHOpMaIMOHHOM 0€301TaCHOCTH;

IIK-1 - Cnocoben

IIK-1.1 - TIpoBoaut

3HATh:

BBISIBIISITh 0GCIIeIOBAHIE - TpeboBaHMs O€30MACHOCTH K

UHPOPMAIIMOHHBIC OpraHW3AIHil, BHISBISET WH(POPMAIIMOHHBIM CUCTEMAaM;

moTpeOHOCTH § MH(OPMALIMOHHbIE Ymerb:

NOJIb30BaTEeNCH U NOTPeGHOCTH 3aKa3UMKa, - MPOBOJUTH aHAJIM3 MPEIMETHOM

COCTAaBIISAITh HCTIONB3ys THbPOBHIE 00J1aCTH U BBISIBIIATH

TEXHHYECKOE 3a/IAHUE | yyerpyMeHTH! 1 0OTAYHbIe WH(POPMAIIMOHHBIE YTPO3bI,

Ha pa3paboTky Web- pererns 1u1s c6opa Baanern:

MPUIOKECHHUS AHHBIX - HaBBIKAMH aHaJIHM3a HHPOPMAITMOHHBIX
PHCKOB;

IK-5 - Cniocoben ITIK-5.4 - ObecnieunBaet 3HaTh:

obecreynBaTh
Ka4yecTBO paboTh Web-
MPUIIOKEHHUS

0e30macHOCTb PaboThI
web-nipuoxenus B
udpoBoi cpeze

- crocoObl M METO/bI O0eCTIeUeHuUs
“H(POPMAIMOHHOM 0€30MMaCHOCTH B
KOMITBIOTEPHBIX CETSX, ylaleHHbIE
yTPO3bI U aTaKH, OCHOBBI
KpUnTorpaduyeckoi 3auThl
nHpopmMannu, cocoobl
yIpaBIeHUS HHIIUIEHTaMH
“H(POPMaITMOHHOM 0€30MacHOCTH;

Ymersn:

- OIpenessiaTh 1 000CHOBBIBATh
OpraHU3aIMOHHO-TEXHUYECKUE
MEPOTIPUSATHSI IO 3aIUTE
nHpopManuu B HHYOPMAITMOHHBIX
cucTeMax;

Baapers:

- HABBIKAMU HCIIOIH30BaHUS
WHCTPYMEHTAILHBIX CPEJICTB
3amuThl H(HOPMALIUY B XOJIe
npodeCcCHOHATBHON JIEATETLHOCTH;

- HaBbIKaMU YIIPaBJICHUS




MHIUACHTaMH WH(HOPMAIMOHHON
0€e30IacHOCTH;




5. CTPYKTYPA U OFBEM JUCHHUIIJIMHBI

Cemectp uzyuenus: 6

Buabl yueOHo# padoThl
KonTakTHas padora
CamocrosiTesibHas padoTa
(B yacax) @
Pazneu, @ s _ IIpomeskyTounas ®opma Zﬂtﬁp
moayab | Ilogpazmen, Tema = £ E = arrecTauus TeKyl1ero y

= S = & 5 = $opmbl OpraHH3aliH B 4acax KOHTPOJIS KOMIIeTe

% = = g S = B Yacax CaMOCTOSITEJIbHOM HIMHU

= <3 S E padoThI

= g%

Tema 1. OcHOBBI
SAMATEL IToBTOpEHHE JIEKIIMOHHOTO 3 K-1.1

1 - 6 MaTepuaa, IoAroToBKa K - YcTHBIN onpoc
nHpopmanuu B web- [IK-5.4

IMPAKTUYCCKUM 3aHATHAM

MIPUIIOKEHUAX
Tema 2.
HopmarusHoe [ToBTOpEHME TEKIIMOHHOTO
peryaupoBaHue 1 2 - 10 MaTepuaia, IoJAroToBKa K - Yeraerii onpoc | YK-8.3
UH(OPMAIUOHHOM NPAaKTHIECKAM 3aHSTHIM
0€30MMacHOCTH
Tema 3. Bunasl [ToBTOpEHHE JICKITUOHHOTO K-1.1
MH(OPMALIMOHHBIX 1 2 - 10 MaTepHaa, IIoroToBKa K - YceTHBIN onpoc HK-5. 4
yIpo3 HPAKTUYCCKUM 3aHATUSIM :
Tema 4. [ToBTOpEHUE TEKIMOHHOTO
Nudopmannonnas MarepHaa, IoroToBKa K K-1.1
0€301acHOCTh B 1 2 - 10 MPAKTHIECKUM 3aHSITHSIM. - YceTHBIN onpoc HK-5. 4
KOMITBIOTEPHBIX BelnonHeHne KypcoBoi :
CeTAX paboThL.
Tema 5. [ToBTOpEHHE JICKIIMOHHOTO
IIporpammHo- Marepuaa, IoAroToBKa K [IpoBepka YK-8.3
anmnapaTHoe 1 2 - 10 MPAaKTHYCCKUM 3aHATHSIM - BbinoiHeHHsx | ITK-1.1
obecrieyeHne Brinonuenune kypcoBoi pabot [1K-5.4
MH(OPMAIIHOHHOM paboTHL.




0€e30I1acHOCTH

[ToBTOpEHME TEKIIMOHHOTO

Bcero

144

Tema 6.
Mmarepuaa, IoAroToBKa K
Kpunrorpagutcckas 4 10 i} aKEI/I‘{eCI’G/IMI;aHﬂTI/IHM YcrHbINM onpoc VK-8.3
3aIuTa P . p [1K-5.4
BrinonHenue KypcoBoil )
uH(popmamn paboThI.
Tema 7. IToBTOpEHME TEKLMOHHOTO
Opranu3zanuoHHOe marepuaa, IoaAroToBKa K VK-8.3
obecrnieueHue 4 10 HPAKTUYECKUM 3aHATUSIM VYcrHbll onpoc K 1'1
3aIUTHI BrinonHenue KkypcoBoit )
nHpopmauu paboThL.
Tema 8.
WHskeHepHo- [ToBTOpEHKE TEKLUUOHHOTO
eXHIYECKOE marepuala, IoJroToBKa K [IpoBepka VK-8.3
0BCCIICUCHITC 4 10 MPAaKTHYECKUM 3aHATHUSIM BeimoaHeHHBIX | [IK-1.1
BEINoNHEHRE KyPCOBOT pabor IK-5.4
3anTel paboThL.
uHbopManuu
Tema 9. CHCTEMbI [ToBTOpEHME JEKITHOHHOTO
ABJICHIS MaTepuaa, IoAroTOBKa K VK-8.3
1}:;2)0 MALHOHHOM 4 10 MPAKTHYCCKUM 3aHITHIM VYernsiii onpoc | I1K-1.1
pman Brinonnenue KypcoBoit TIK-5.4
0€30MacHOCThIO paGoThL
Tema 10.

OpFaHI/ISaHI/IOHHOC IToaroroska x HpOBepKa VK-8.3
TIPABJICHUC MIIPAKTUYCCKUM 3aHATHUIAM '
yrp 4 10 P . BbimoyiHeHHBIX | [IK-1.1
WHITUACHTAMH BeimosiHeHrEe KypcoBOi paGor [K-5.4

nH(OPMAIIMOHHOU paboTsL. '
0€301aCHOCTHIO
o IToxroroBka k
3auer, 3a1UTa KypcOBOM .
- 4 POMEXKYTOYHOM - -
aTTeCTalluu
28 100 -




6. COAEPXXAHUE JUCLHUIIJINHBI

Tema 1. OcHOBBI 321U THI HMH(OPMALIMU B Web-nipuiiokxeHnsIX

Cocrasistomue UH(POPMALMOHHOM 0e30macHOCTH (ocTynHOCTb, L[EJIOCTHOCT,
KOH(pUICHIHMAIBHOCT, HMHGOpMAIuK). YPoBHH (HOpMUPOBaHUS pexuMa HHGOPMAIIMOHHON
6e3omacHocTH. CTpaTeruu MOCTPOCHUSI CHUCTEMBI 3aIIUThl MH(POpPMAIMHU. AIMUHUCTPATUBHBIHN
ypOBeHb o0ecrnieueHus HH(HOPMAIMOHHON OE€30MMaCHOCTH.

Tema 2. HopmaTuBHOe peryjJupoBanne HHGOPMALMOHHOI 0e30acHOCTH
HopmatuBHO-ipaBOBbIe  OCHOBBI HMH(pOpMalMOHHON Oe3omacHocT B P®. CraHmapTsl
nHpopmanmoHHOM Oe3onacHoCcTH. TpeboBaHus 6€30MaCHOCTH K WH()OPMAITMOHHBIM CHCTEMaM.
JIOKyMEHTBI O OILIEHKE 3alMIIECHHOCTH aBTOMAaTU3MPOBAHHBIX cucTeM B P®. denepanbHas
ciIy)k0a 10 TEXHHYECKOMY U JKCHOPTHOMY KOHTpomoo. CraHmapTtbl HH(OPMAIMOHHON
0€30MacHOCTH PacCHpPEeICIICHHBIX CUCTEM.

Tema 3. Buabl nH(p)OPMALMOHHBIX YIPO3

Kiaccrer yrpo3 undopmarmonsoi 6ezonacHocTd. KaHanbl HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K
uHpopmanuu. TexHudyeckne KaHaimbl yTeukn uHPopmanuu. Hambomee pacmpocTpaHeHHBIE
yrpo3bl HAPYIIEHUS! TOCTYNHOCTH HH(popManu. OCHOBHBIE YIPO3bl HAPYIICHUS [IEJIOCTHOCTH U
KOH(HICHIIMAIIBHOCTH HH(OpMAIUH.

Tema 4. UndopmanuonHasi 6€30MaCHOCTh B KOMIIBIOTEPHBIX CETSAX

Ocobennoctu obecnieueHust UHOOPMAITMOHHON 0€30MTaCHOCTH B KOMITHIOTEPHBIX ceTsAX. CeTeBbie
MOJIeTIM TIepeAayu JaHHbIX. Mojenb B3auMOJEHCTBUSL OTKpPBITHIX cucTteM. Kiaccudukarms
YAAJIEHHBIX YIPO3 B BBIUUCIUTEIBHBIX CETSAX. TUIOBBIE yIaJ€HHBIE aTaAKU U UX XapaKTEPUCTHUKA.
Tema 5. [IporpamMHo-annapaTHoe odecrneyeHue HH(POPMALIMOHHOMH 0€3011aACHOCTH
BpenonocHsie mporpaMMbl U aHTUBUPYCHBIE TTporpaMMbl. Unentudukanus u ayreHTUUKAIHS.
MeTtoapl pazrpaHuyeHus A0CTymna. Perucrpanus u ayauT coObITHII MHGOPMAIIMOHHBIX CHCTEM.
MexcereBoe skpaHupoBaHue. TeXHONIOrusl BUPTYaIbHBIX YACTHBIX CETEH.

Tema 6. Kpunrorpadpuyeckas 3amura uagopmauuu

CoBpemenHble  TexHoJoruu kpunrorpagpuu. CHMMETpUYHBIE CHCTEMBl HIHM(PPOBAHUS.
AccuMeTpUYHBIE CHUCTEMBI IIH(PPOBaHUSA. IJIEKTPOHHO-IU(pPOBasT TMOANUCH. YTIpaBICHHE
KpUnTorpaguuecKuMu KIroyamH.

Tema 7. OpranusanuonHoe odecrnevyeHue 3alMTHI HHPOPMALHMH

3amaya OpraHM3allMOHHOTO oOOecreueHusl 3amuThl HHpOpManuu. AHalIM3 U OIEHKA Yyrpo3
uH(popmanmoHHo Oe3omacHOocTH O0BekTa. OleHka ymepOa BCIEACTBUE MPOTHUBOMPABHOTO
packpeitusi uH(popmaruu. Ciyxba Oe3omacHocTH oObekTa. Opranmsanuss U obecreueHue
pEeKHMMa CEKPETHOCTH. 3amuTa HHGOpMAINK TIPH aBapHsIX U MHBIX YKCTPEMAaJIbHBIX CUTYAIIHIX.
Obecnieuenne 3amUThl HWH(OpPMAMKM TPU  OCYIIECTBIEHUH MEXAYHApPOAHOTO HAY4YHO-

TEXHUYCCKOTO U SKOHOMHNYECKOI'O COTPYAHHUYCCTBA.



Tema 8. UH:keHepHO-TeXHUYECKOE o0ecneyeHne 3aluThl HHpopManuu
OO0mue BOMPOCHI OpPraHW3alMU MPOTHBOJCHCTBUS TEeXHUYECKOW pas3Benke. Kiaccudukarms
KaHayoB yreuku nHpopmaru. Criocoos! 1o6bBanms nHpopMmarmu. Knaccupukanus MeTo10B 1
CPEICTB WH)XCHEPHO-TEXHUUYECKON 3amMThl HHPOpMAIMM U OOBEKTOB HH(MOPMATHU3ALIUU.
MeTo/b1 3a1uThl HHGOPMAIIUHU CHEIUATLHBIMUA CPEICTBAMHU.
Tema 9. Cucrembl ynpapJjieHusi HH(POPMAIMOHHOH 0€30M1aCHOCTHIO
ApXHUTEKTypa CHCTEM yIpaBlieHUs HH(POPMAIIMOHHOM 0€301acHOCThI0. [IpUHITUTIBI YITPaBIICHUS.
I'OCT P UCO/MBK 27001-2006. Ceprudukanus cucrteM yrpaBiaeHUs HWHHOPMAIMOHHON
0€301MacHOCTBIO.
Tema 10. Oprasu3anuoHHOe  yHpaBjieHHMe  HHUWIEHTAMHM  HHQOPMANMOHHOI
0e3011aCHOCTBI0
Metonuka ympaBineHus uHIUAeHTamMu. CTpyKTypa M 3aJadyd TPYIIBl pearupoBaHUs Ha
WMHIUJCHTBI, €€ cOocTaB U mporecc cosnanHus. OueHka 3(QQPeKTUBHOCTH pearupoBaHHs Ha
WHUUJEHTBI. MeTtonbl OOHAapy)KeHHsS HWHUMJCHTOB. AHamu3 aHoMaliuid HWHGOPMAIIMOHHON
0€30MacHOCTH.
7. CAMOCTOSTEJBHAS PABOTA OBYYAIOIIIUXCSA

B paMkax naHHO# y4eOHOM AMCUUIIIMHBI O0YYaroNIHecs BBIMOJIHSIIOT CaMOCTOSATEIbHYIO
BHEAYJAUTOPHYIO pabOTy B BHJE: M3YUYCHHUSI TEOPETUUECKOT0 MaTepuana 1mo temam 1, 3, 6, 7, 9;
W3Yy4eHUs JTOKYMEHTOB O TeM€ 9; MOATOTOBKH K MPAKTHUYECKUM 3aHITHAM 1Mo Temam 2, 4 5, 8,
10; BBIMONHEHUS KYpPCOBOM pabOTHI MO BHIOPAHHOW TeMe, MOJArOTOBKU K €€ 3aIllUTe M CIa4d
3a4era.
8. OBPA3OBATEJIBHBIE TEXHOJIOT U

[Ipn w3yyeHWM NaHHOW IUCHUIIIMHBI HMCIOJB3YIOTCS CIEAYIOIIMe 00pa3oBaTeIbHbIE

TEXHOJIOTHH:
Bupa oopa3zoBaTebHOM ®dopma nmpoBeIeHUS
Tema 3aHaATHSA AL oop p posex
TEXHOJIOTHHU 3aHATHSA
Tema 1. OcHOBEI 3a1IUTEI HHGOPMAIIUU
o (b pMmal TpaauumoHHas TEXHOIOTUA Jlekmus
B Web-TIpHIIOKEHUAX
Tewma 2. HopmaTuBHOE peryinpoBaHue Jlexuus
. TpaauumoHHas TEXHOIOTUA
UH(POPMALIMOHHOM 6€30MaCHOCTH [TpakTHYecKOe 3aHsATHE
Tema 3. Buasl uHGMDOpPMAIUOHHBIX Jlexumst
TpaauiMoHHast TEXHOIOTUS
Yrpos [pakTHyeckoe 3aHATHE
Jlexus

Tema 4. ndopmarmonnas

Tpa,I[I/II_II/IOHHaSI TCXHOJOTUA

0e3011acCHOCTh B KOMITIBIOTCPHBIX CCTAX IIpakTrueckoe 3aHATHE
Tema 5. [IporpammHoO-anmapaTHoe Jlekuus
oOecrieyeHre NHPOPMALIMOHHOM TpaaguuoHHas TEXHONOTUA

6e30MaCHOCTH HpaKTI/I‘ICCKOG 3aHATHC

Tewma 6. Kpunrorpadgudeckas 3ammra TpaguunoHHas TEXHOIOTHUS Jlexuus




nHpopmaruu [IpakTuueckoe 3aHsATHE

Tema 7. OpranuzaiioHHOE Jlexus
TpaaunmoHHas TEXHOIOTUA

obecrnieyeHue 3auThl HHOPMaIUU [MpakTH4ecKoe 3aHsTHE

Tema 8. MHKeHEpHO-TEXHUYECKOE exups
TpaaunmoHHas TEXHOIOT U

o0ecrieueHue 3alIUThI I/IH(l)OpMaI_II/II/I HpaKTI/ILIeCKOC 3aHsITHUC

Tema 9. CucTeMbl ynpabieHus Tpa MIMOHHAS TEXHOJIOTHS Jlexuys

UH(POPMALIMOHHOM 0€30MaCHOCTHIO TTpaKTHUECKOE 3aHATHE

Tema 10. OpranuzanuoHHoe Jlexuust

ynpaBHeHHe HHIIUJICHTaMU TpaI[I/IIII/IOHHaH TEXHOJIOI'uAa

nH(pOpMaITMOHHOM 0€3011aCHOCTHIO HpaxTiieckoe 3aHATHE

9. TEKYIIUA KOHTPOJIb YCIEBAEMOCTH Y IIPOMEXKYTOUYHAS
ATTECTALNMUSA IO AMCHUIIJIMHE

9.1. ®opMbI KOHTPOJIA MO AUCHUILIMHE

Texkymuii KOHTpPOJb. B mpomecce m3ydeHus ydyeOHOH IUCHUIUIMHBI OOYYarOIIUECs
YY4acTBYIOT B YCTHBIX TEOPETHMYECKHMX OIPOCaX, BBIIOJHIOT MPAKTUYECKUE 3aJaHMsL.
Pe3ynbTarhl BRINONHEHNS B YCTHBIX ONPOCAaX M BBIOJIHEHUS NPAKTHUUECKUX 3aJaHUM SBISAIOTCA
OCHOBAHMEM JIJIs1 BBICTABJICHUS OLICHOK TEKYIIETro KOHTPOJIS MO JaHHOW yueOHOM TUCHMITIMHE.
Beinonnenne Bcex MPAaKTUYECKUX 3a/laHUM SBISETCS 00s3aTENbHBIM JUISI BCeX OOYUaroIIMXCs.
OOyyaromuecs, He BBINOJHMBIINE B MOJHOM 00ObEME BCE 3aJaHMsI, HE JOMYCKAIOTCS K claye
3a4eTa Mo JaHHOW y4eOHOW JUCIUTIIIMHE.

IIpomexkyTounasi arrectauusi. [ KOHTpOJs YCBOGHHMsS OOY4YalOLIMMUCSA JaHHOU
JUCLUIUIMHBI Y4€OHBIM IJIAHOM MPEAYCMOTPEH 3a4eT, KOTOPbI MPOBOAUTCS B (OpME yCTHOTO
OTBETa Ha BOINPOC W BBINOJHEHHUS NPAKTHUECKOrO 3aJaHMsl, W 3alliuTa KypcoBOM paboThl,
BBITOJIHSAEMON B TEUEHHE CEMECTpA.

9.2. Ouenouynble Marepuajbl (OLEHOYHBIE CPEICTBA) A TEKYUIEro KOHTPOJIS
yCIIeBAEMOCTH H IIPOMEKYTOYHOM aTTeCTalliy 10 AUCHHILIMHE
Texkymmii KOHTPOJIb.

Cnucok BONPOCOB /1Jisl yCTHOIO ONpoca
no meme « OcHoswl 3auumsl uHopmayuu 6 web-npunoscenusx»
1. Teopwus 3amuTs! nHpopMaru. OCHOBHBIEC HalpaBlIEHUS.
2. O0ecrieueHrie HHOOPMAIIMOHHOW OS30MTACHOCTH M HAIIPABIICHUS 3alTUTHI.
3. KowmmiekcHocTh (11en1eBasi, HHCTpyMEHTaIbHAas, CTPYKTYpHas, QyHKIIMOHATbHAS,

BpPEMEHHAs).

4. TpeOoBaHMS K CHCTEME 3alIUTHI HH(POPMAITUH.
5. ¥Yrpo3ssl naopmanuu.

6. Buasl yrpo3. OCHOBHBIC HAPYIICHHS.
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10.

11.
12.

13.

14.

15.

XapaxkTep NPOUCXOXKACHUS yIPo3.
Hcrounuku yrpo3. IIpenanocbuiku nosiBiaeHus yrpos.

Cuctema 3amuThl ”HPOPMALIUH.

. Kitaccbl kaHa0B HECAaHKIIMOHUPOBAHHOTO MOJYy4eHUs HHPOPMALIUH.
11.
12.
13.

[TprunHbBI HapyIIEHUS LETOCTHOCTH UH(OPMALIHH.
MeToabl 1 MOJIENIN OLIEHKHU YS3BUMOCTH MH(POPMALIUH.
OOm1ast Mosienb BO3ACHCTBUS HA MHPOPMALIUIO.
no meme «Hopmamusnoe pezynupoganue uHghopmayuonHol 6e30nacHocmu

OOwast Mozienb Iponecca HapylmeHus (GU3nYecKoi 1eT0OCTHOCTH UH(OPMALIHH.
CrpykTypHupoBaHHas cXxema MOTEHI[MAJIbHO BO3MOYHBIX 3JI0YMBILUICHHBIX JEHCTBUI B
ABTOMATH3UPOBAHHBIX CHCTEMaX 00paOOTKHU JTaHHBIX.
Mertoponornyeckue NoXoAbl K OL[EHKE YSI3BUMOCTH MH(OpPMAIUH.
Mozenb 3aIlUThl CHCTEMBI € TIOJHBIM IIEPEKPBITHEM.
PexomeHmanmm no uCoNb30BaHUIO MOJETICH OIICHKH YSA3BUMOCTH WH(OPMAIIHH.
Jlony1ieHus: B MOJIESX OLEHKU yA3BUMOCTU MH(OPMALIUU.
Mertoab! onpezeneHus TpeOOBaHUH K 3a1uTe HHPOPMAaLIUU.
dakTtopsbl, 00ycIaBIMBaIOLINEe KOHKPETHbIE TPEOOBAHMSI K 3alllUTe, 00YCIOBICHHBIE
cnenupuKoi aBTOMaTU3UPOBAHHON 00pabOTKH UHPOpMALIHH.
Krnaccugukanus tTpeboBaHuil K cpeacTBaM 3allluThl HHQOpPMAaILUH.
TpeboBanus K 3amuTe, onpeaeseMble CTPYKTYpOil aBTOMAaTH3UPOBAHHON CUCTEMBbI
00paboTKU JaHHBIX.
TpeboBanus k 3amure, o0yciaaBIMBaeMble BUAOM 3alIUIIAeMON HHPOpMaLUH.
TpeboBanusi, 00yciiaBnuBaeMble, B3aMMOEHCTBHEM IOJIH30BATENS C KOMIIEKCOM
CPEJICTB aBTOMATH3ALINH.
Crangapr CIIIA «Kputepuu oLieHKH rapaHTUPOBAHO 3aIlUIIEHHBIX BBIYMCINTENBHBIX
CUCTeM B HHTepecax MuHHcTepcTBa 000poHbI CIIIA». OCHOBHBIE MTOJIOKEHHUS.
PykoBogsmem nokymente ['octexkomuccuu Poccun «Kimaccudukanms
ABTOMATH3UPOBAHHBIX CHCTEM U TPeOOBaHUI 10 3a1uTe HHPOPMALIUN», BBITYILIEHHOM B
1992 rony. Yacts 1.
Kiaccsl 3alMIIEHHOCTH CPENICTB BBIUUCIUTENBHON TEXHUKN OT HECAHKIIMOHUPOBAHHOIO
JOCTyIa.

no meme «Buovi un@opmayuonHvix y2po3»
JlaiiTe onpenesneHye NOHATUN «yrpo3ay, «ysI3BUMOCTb) U «aTaKay.
Kakue knaccugukanmonssie cxemsl yrpo3 b Bam n3BecTHbI?

[Tepeuncnure uctounnku yrpo3 Ub.
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11.

4. HazoBuTe KaHabl IPOHUKHOBEHHS B aBTOMAaTU3UPOBAHHYIO CUCTEMY M YTE€UKHU
uHpOpMaLIUH.

Kakwue ¢akTopsl 1exar B 0cHOBE (HOPMUPOBAHHS MOJICIINA HAPYIITUTES?
KaxkoBbI nienmu pa3paboTKu Mojiesield yrpo3 U HapyIIuTenei?

B yem paznuiia Mexny HapyImuTeNIeM U 3T0YMBIIITICHHUKOM?

L N o o

OyHKIMH 1 331294 3amuThl HHGopManuu. OCHOBHBIC MOJIOKCHHSI MEXaHU3MOB
HENOCPEJICTBCHHON 3aIIMTHl K MEXaHU3MBbI YIIPABICHUS MEXaHU3MAMHU
HETIOCPEICTBEHHON 3aIlIHTHI.

9. Meroas! hopmupoBanus GyHKIIUN 3aIIUTHI.

10. CoOpITHS1, BO3HUKAIOMINE TIPU (POPMHUPOBAHUH (PYHKIUH 3aIIUTHI.

no meme «Mngpopmayuonnas 6e30nacHocms 8 KOMNbIOMEPHBIX CEMAX»
B yeM 3akitogaeTcst OCHOBHAs IPUUKHA NIPEIOCTABICHHUS CIIYKO 110JIb30BaTENsAM?
[Touemy crucTeMbl, K KOTOPBIM OCYILIECTBIISIETCS JOCTYI U3 BHEIIHEN CPe/ibl, HE MOT'YT
10JIb30BATHCS IOJHBIM JJOBEpUEM?
[Touemy nporokosn ICMP sBisieTcst BaXXHBIM KOMIIOHEHTOM CETH?
CKOJIBKMM BHYTPEHHUM CHCTEMaM paspernraercs ucnoyb3oBatb NTP B unrepuere?
MoskHo 11 paccMaTpuBaTh Hcnonb3oBanue SSH kak peanuzanuio VPN?
[Touemy nonb3oBarensckue VPN TpeOyroT cTporoit ayreHTUPUKAIIN?
Moxet 1 mmdpoBaHue MOJHOCTBIO 3alUTUTH JJaHHbIE, NlepeaaBaeMble uepe3 VPN.
C yeM He0O6X0IMMO KOMOMHUPOBATh MOJUTHUKY, YTOOBI 00ecreunTs 6e30nacHocTb VPN?

SIBnsieTcs M OJIMH M3 THIIOB MEKCETEBBIX IKPAHOB O0jiee 0€30MacHBIM, HEKEIH APYTroi?

. UTO MexceTeBOM IKpaH NPUKIAAHOTO YPOBHS IO YMOJIYAHHUIO JI€JIAET C BHYTPEHHUMU

aapecamu’?

B uem cx0/1cTBO MeKCETEBOTO dKpaHa ¢ GUIbTPAIUEH MaKeTOB U MaplIpyTH3aTopa?
no meme «llpoepammno-annapammuoe obecneuerue UHGOPMAYUOHHOU OE30NACHOCTIUY
[TonsiTre yrpo3sl 0€30MaCHOCTH KOMITBIOTEPHOU CUCTEMBI. METOIBI «B37IOMaY
KOMITbIOTEPHBIX CUCTEM.

3amuTa KOMIBIOTEPHON CUCTEMBI OT «B3J10May. [IporpaMmHbIe 3aKIaKy.

MeTo1bl YHUUTOKEHUS WH(OPMAIIUU, XPAaHUMON Ha SHEPTOHE3aBUCUMBIX HOCHUTEIISIX.
YpoBHM CTENEHEN HaAeKHOCTH.

3amuTa nporpaMmHoro odecnedenus. [IpeBeHTHUBHBIE MEpbI 3aIIUTHI.

3amuTa mporpamMmHoro obecneuenus. CpeacTBa COOCTBEHHOM 3aIIUTHI.

3amuTa mporpaMmHoro obecredenus. CpeacTBa 3allUThl B COCTaBE BHIYHCIUTEIBHON
CHCTEMEL.

3amuTa nporpaMmmHoro odecneuenus. CpeacTBa 3alluThl ¢ 3alIPOCOM HHPOPMAIIHH.
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3amuTa nporpaMMHOro obecrnieueHus. CpencTBa akTHBHOW 3aIlUTHI.

3amuTa mporpaMmmHoro obecneuenus. CpeacTBa MacCUBHOM 3aIlUTHI.

TexHonOrHs 3aUTH HH(OPMAIIMH HA OCHOBE: SJIEKTPOHHBIX KIIOUEH, CMapT-KapT,
MEPCOHAIBHBIX UICHTU(PUKATOPOB.

[TpyHIMIIBI 1 METOMBI CO3/IaHUS 3AIIMILEHHON OMEePAIMOHHON CUCTEMBI.

Llenu u cpencTra 3amuTel HHGopMaruu. TUNMHYHBIN HA00P (QYHKIIMOHAIBHBIX MTOJICUCTEM.
OcHOBHBIE IPUHIMIIBI Opranu3anny 3amuTsl nHGpopmarun ot HCJI u obecnieuenus ee

KOH(HMICHIIMATBHOCTH.

no meme «Kpunmozpaguueckas 3awuma ungopmayuuy
Uro siBrsieTcst mpeameroM Hayku Kpunrorpadus
[TepBas mpakTuyeckas peaau3anus KpUNTorpaguu ¢ OTKPHITHIM KIIFOUOM
Hcnonb3oBanue B KpUNTOrpaguu MoJIeIu OTKPBITOTO TEKCTA, YUUTHIBAIOIUE 3aBUCUMOCTD
OyKB TEKCTa OT MPEAbIAYIIUX OYKB.
B uem cocTout npuHuunuansHoe otauune HoBoro cranaapta 'OCT P 34.10 — 2001 Ha
anroput™ dopmupoBanus u nposepku ILII ot craporo 'OCT P 34.10 — 1994,
Ocnosno#t mpunnun Keproddea.
Urto moHUMaeTCst o1 KpUNTOrpahuIecKuM MPOTOKOJIOM
B gem cocrout kpunrorpadudeckas 3agada 00eCcIedeHus s MeTOCTHOCTH.
Mertozpl ¢ 11enbI0 o0ecnedeHns ayTeHTU(HUKALUU
no meme « Opeanuzayuonroe obecneuenue 3auumol UHGOPMayULy
Moienb 3alHThl CUCTEMBI C TIOJTHBIM MTEPEKPBITHEM.
PexomeHmarmu mo MCHoIb30BaHUIO MOJIETICH OIIEHKH YSA3BUMOCTH WH(POPMAIIHH.
JlonyiieHus B MOJIENAX OLIEHKH YSI3BUMOCTH HH(OpMAIIHH.
Mertoap! onpeneneHust TpeOOBaHUH K 3aIuTe HH(POPMAIIHH.
dakTopbl, 00ycIaBIUBaOIINE KOHKPETHBIC TPEOOBAHMSI K 3aIIUTE, 00YCIOBICHHBIC
cnenupuKoi aBTOMaTU3UPOBAHHON 00pabOTKH HH(POPMAIIHH.
Knaccugukarus TpeboBaHuii K CpeAcTBaM 3aIUThl HHPOPMALIKH.
TpeboBaHUs K 3a1UTe, ONpeaeisieMble CTPYKTYPOil aBTOMAaTU3UPOBAHHON CUCTEMBbI
00paboOTKU JaHHBIX.
TpeboBanus k 3ammre, 00ycaaBIMBaeMble BUAOM 3alUIIAEMO HHPOPMAIIUH.
TpeboBanwusi, 00ycIaBIMBaeMble, B3aNMOICHCTBIEM TOJIB30BATENSI C KOMIIEKCOM CPE/ICTB
aBTOMaTH3aIIHH.
no meme «HMnaicenepHo-mexnuyeckoe obecneyenue 3auumsl UHGopmayuu»
Crpareruu 3amuThl HHHOPMALIUU.

CriocoOsI 1 cpeicTBa 3alTUTHI HHPOPMAIIUH.
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10.

Croco0n!I «aOCOIFOTHON CHCTEMBI 3aIIUTED).

ApPXUTEKTYpa CHCTeM 3aIIuThl HHPopMmanuu. TpedoBaHus.
OO011eMeT010IOTHYECKUX TPUHIUIIOB APXUTEKTYPhI CUCTEMBI 3aLIUTHI HH()OPMAIIHH.
[TocTpoenue cpencTB 3ammThl HHGOPMALIUH.

Snpo cucTeMsbl 3aIUTHI.

CemupyOexHast MOJCIb 3aIUTHI.

no meme « Cucmemvol ynpasieHusi UHGoOpMayuoHHoU Oe30NaACHOCMbIO»
AHanu3 puckoB
[TonuTrka nHPOPMAIMOHHON G€30MacHOCTH
Konuemnus nadopmanmonHoi 6e3o0nacHOCTH
Hoctyn B undopmanmonusie cuctemsl. [loautuka noctyna. @usndeckuii JOCTYII.
[locTpoenue ceTu. Y aajleHHbINA JOCTYII.
WHIuACHTE. AKTHBBIL, 9TO TPEOYETCS 3aIIUTUTh.
Mepsi 6e3omacHocTH B KoHTeKcTe [SO 27001
O} PexTUBHOCTD MPUMEHIEMBIX METOI0B 00ecreueHust 0€30MacHOCTH
AJMUHUCTPATUBHBIN YPOBEHB 3alIUTHI HHPOPMAIMH. 3a/1a4ll Pa3TUYHBIX YPOBHEH
yIpaBieHUS B PELICHUH 3a/1a4 o0ecrieueHus: THPOPMaMOHHON 0€3011aCHOCTH.
[IpouienypHbIii ypOBEHb OOECTIedeHUs] O€30MaCHOCTH. ABTOpH3AIIUS TTOJIb30BATENICH B

UH(POPMALIMOHHOM cUCTEME.

no meme «OpeaHus’auMOHHoe ynpaejeHue l/lHl/ﬂ/laeHmaMM uH¢OpMCZZ4MOHHOZZ bezonacrocmvioy

1.

2
3
4.
5
6

[TonsiTve MHIUAEHTAa HHPOPMALTMOHHON 0€3011aCHOCTH

MecTto ynpaBiaeHUs] HHIMEHTaMH B 0011el cucteMe HH(GOpMallMOHHON 0€3011acHOCTH
OcobeHHOCTH yIpaBiIeHHs COOBITUSAMH 0€301MaCHOCTH

[Tponenypa ynpasieHuss HHPOPMALMOHHON O€30MaCHOCTH

VYcTpaneHne NpUYrH U MOCIEACTBHM COOBITHS, €T0 pacciielOBaHNe

HpeBeHTI/IBHBIe MCPbI, UBMCHCHUSA CTAHAAPTOB U JIMKBUAAIIHUA HOCJ'IG)ICTBI/II\/’I

IIpomexyTouHast aTTeCTAMA.

Ilepeyenb NpUMepPHBIX TeM I KypPCOBO# padoThl

HaumenoBanue o0beKTa 3alllUThI I/IH(I)OpMaL[I/II/II

1
2
3
4.
5
6

Kowmmbrorep, xpansiuii KoHGUIEHITHATHHYIO HHHOPMAITUIO O COTPYIHUKAX MPEITPUITHSI.
Kowmmbrorep, xpansmmii KoHGUISHIHATEHYIO HH)OpMAITHIO 0 pa3paboTKax MpeAnpUsITHs.
Matepuansl 1Jis CTy»)KeOHOTO TIOJE30BaHMUs Ha TBEPBIX HOCUTENSX B IPOU3BOICTBE.
OOMHOYHO CTOSIIUN KOMITBIOTEP B OyXTalITepUH.

Cepsgep.

[TouToBHIH cepBep.
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10.

11.

12.

13.
14.
15.
16.
17.

Beb6-cepep.

KomnrelorepHast cetb AxkagemMun.

OpnHo paHroBas JOKaJbHasA ceTh 0e3 BbIxoa B IHTEepHeT.

OpHO paHroBast JOKajabHas CETh C BBIXOJOM B MIHTEpHET.

Cerb ¢ BbIIIEIEHHBIM cepBepoM 0e3 Beixoa B MIHTepHeT.

CeTb ¢ BBIJICIIEHHBIM CEPBEPOM C BbIX0J1a B MIHTEpHET.

Tenedonnas 6a3za gaHHBIX (coaepxamas 1 HHPOPMALIUIO OTPAHUIECHHOTO MOJIH30BAHNUS) B
TBEPJIOW KOMMU U HA HJIEKTPOHHBIX HOCUTEIISAX.

Tenedponnas cetp.

CpenctBa TeneKOMMYHUKaUHU (pagunoreneoHbl, MOOMILHBIC TEIe(OHBI).
bankoBckue onepanyy (BHECEHUE JICHET Ha CUET U CHATHUE).

OnepauHH ¢ OAHKOBCKHMH IJIACTHKOBBLIMU KapTO4YKaMHu.

Cnucok BONPOCOB /1Jisl MOATOTOBKH K 324eTy
[Tpo6nembr nHGOPMAITMOHHBIX BOIH U MHPOPMALMOHHONH O€3011aCHOCTH 00IIEeCTBA.
[NonsiTre nHOPMALMOHHOI 6€30MaCHOCTH U €€ COCTaBIISIOLIHE.
VYpoBHU HH(DOPMALTMOHHOH OE30MTaCHOCTH.

Crpareruun o0ecnieueHus 3aUThl UHGOPMAIUK.

HopmaTtuBHO-TipaBoBBie  OCHOBBI HH(pOpMarmoHHoi Oe3onacHocTd B P®. CranmapTsl

MH(POPMALIMOHHOM 6€30MacHOCTH.
TpeboBanust Oe3omacHOCTH K HH(POPMAIMOHHBIM cHUCTeMaM. J[OKYyMEHTBI IO OIICHKe
3al[MIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B PD.

CranmapTsl H”HPOPMAIIMOHHON O€30MaCHOCTH PACIIPEACIICHHBIX CUCTEM.
Knaccel yrpo3 napopmanoHHoi 0€30MacHOCTH.

Kanasbl HeCaHKIIMOHMPOBAHHOTO JJOCTYIA M YTEUKU HH(DOpMAITUH.
Haubonee pacmpocTpaHeHHbIE  yrpo3bl  HapylIEHUS  JOCTYMHOCTHM  HH(popmanuu,
HapyIICHUS LET0CTHOCTH U KOH(PHUISHINATbHOCTH HHPOPMAITIH.
Ocobennoctu obecrieueHus: MHOOPMAIIMOHHONH O€30MacHOCTH B KOMIIBIOTEPHBIX CETSIX.
CereBble MOZIENIN NIEPEJAUYH JaHHBIX. MO/IE€Tb B3aUMOIEHCTBUS OTKPBITBIX CUCTEM.
Knaccugukaius ynaneHHbIX YIpo3 B BBIYHUCIUTENBHBIX CETSX. THUIOBBIE yJaleHHbIE aTaku
U X XapaKTepUCTHKA.

BpenonocHble mporpaMMbl U aHTUBUPYCHBIE IIPOTPAMMBI.
Wnentudukanys u ayreHTuduKanus. MeToasl pa3rpaHUueHus 10CTYIIa.
Perucrpanus u aynuT coObITUN HHPOPMAITMOHHBIX CUCTEM.
MexceTeBoe 3KpaHUpPOBaHUE.

TexHOoI0rUsI BUPTYyaJIbHBIX YaCTHBIX CETEH.



18. CummeTpuuHble CHCTEMBI MU(POBAHUA. ACCUMETPUIHBIC CUCTEMBI TG POBAHUSI.

19. DnekTpoHHO-TI(PPOBAs TOUCE.

20. YnpaBieHue Kpuntorpadu4ecKuMu KIFOUYaMH.

21. 3amaua opraHU3aIMOHHOTO 00ECTICUCHHMSI 3aITUThI HH(POPMAIIUH.

22. AHanu3 W oreHka yrpo3 uHpopmanmoHHOW Oe3omacHocTH o0ObekTa. OrneHka ymepoa
BCJIEJICTBHE IPOTUBONPABHOTO PACKPHITUS HHPOPMAIUH.

23. Cnyx0a 6e3onacHoct 00bekTa. Opranuszanus U odecreueHne peskumMa CEeKpeTHOCTH.

24. 3ammra nHGOPMALIUK IPU aBAPUSIX U UHBIX SKCTPEMAIIbHBIX CUTYaLIUAX.

25. OOecnieueHue  3amuThl  HMHQOpPMALMM  TPU  OCYILIECTBICHHH  MEXKIYHApPOTHOTO
COTPYAHUYECTBA.

26. Knaccudukanuss METOOB M CpPEACTB MHKEHEPHO-TEXHWYECKOH 3amuTsel MHQOpManuu u
00BbeKTOB MH(GOPMATH3AIUH.

27. Metoapl 3alUTH HHPOPMAIINH CIICIUATbHBIMU CPEACTBAMH.

28. ApPXUTEKTypa CHCTEM YIpaBieHHUS WH(POPMAIIMOHHOMN 0€301acHOCTBIO.

29. TpuHnmns! ynpasieHus HHPOPMALMOHHON 0€30MacHOCTHIO.

30. Crangaptel B 0o0jacTu MeHEXKMEHTa HHPpOpMAMOHHON Oe3omacHocTH. CepTudukanus
CUCTEM YyIpaBiieHUs: THPOPMAITMOHHOI 0€30MaCHOCTHIO.

31. Metoapl OOHapyKEHHUS WHIHICHTOB.

32. VupapneHue HHIUICHTAMH HH)OPMAIIMOHHONW OE30ITaCHOCTH.

33. Ouenka 3(ppeKTUBHOCTH pearnpoBaHUs Ha UHIIUJCHTHI.

[Topsimox mpoBelneHHs] TEKYyLIero KOHTPOJS YCIIEBAEMOCTH U IPOMEXYTOUHOU
aTTecTallud MO JUCHUIUIMHE ais uHBanuaoB u jun ¢ OB3 mpenycmorpen [lonoxenuem o

TEKyILEM KOHTPOJIE YCIIEBAEMOCTH U MIPOMEXYTOYHOM aTTECTallui 00Yy4arOLIIXCS.

10. PECYPCHAS COCTABJISIIOLIASA

21.]'[5{ IMPOBCACHUA 3aHSATHU JICKOHUOHHOI'O THIIA IIO }IaHHOfI JUCHUIITIMHE HCIIOJB3YIOTCA
ayIUTOPUU C MeIHa-000pyA0BaHUEM (TIPOEKTOP, SKPaH, HOYTOYK) U yueOHOI MeOebio.

Jlis mpoBeneHus 3aHITHA CEMHUHApPCKOro Tuma (TMPaKTHUYECKUX 3aHATUH) MO JaHHOU
JTUCITUTIIMHE UCTIONIB3YIOTCS KOMIBIOTEPHBIE KIIACCHI, OCHAIICHHBIE KOMIBIOTEPAMH C JOCTYIIOM
B MlHTEpHET M HEOOXOAUMBIM MPOTPAMMHBIM 00€CIIEUCHHUEM.

Jlist  caMOCTOATENBHOM  paboThl  OOYYAIOMIMXCS HUCIIONB3YeTCs TOMEIIEHHE IS
CaMOCTOSITENIHOW paboThl 0OYYAIOMIMXCS, OCHAIIEHHOE KOMITBIOTEpAMH C HEOOXOIUMBIM
IpOTpaMMHBIM O0ecreueHHeM M JIOCTynoM B MHTEpHET M 3JIEeKTPOHHYI0 HH(OPMAIMOHHO-

o0pa3oBaTenbHYIO Cpey By3a.



Jlnst mpoBeneHUsT KOHTPOJISA CaMOCTOSITEIbHOW pabOThl MO JaHHOW JUCIUTIIMHE

HCIOJIB3YIOTCA KOMIIBIOTCPHBIC KJIACChbl, OCHAILICHHBIC KOMIIBIOTCpaMU C JOCTYIIOM B HHTCpHCT

¥ HEOOXOAMMBIM IIPOTPAMMHBIM 00ECIICYCHHEM.

HJ’I?I IMPOBEACHUA TCKYLIETO KOHTPOJIA YCIIEBAEMOCTH U HpOMeH(YTOqHOﬁ aTTcCTaiuu I10

HaHHOﬁ AUCHUILIMHE HCIIOJIB3YIOTCA KOMIIBIOTCPHBIC KJIACChl, OCHAIICHHBIC KOMIIBIOTEpAMHU C

AOCTYIIOM B I/IHTepHeT u HGOGXOI[I/IMBIM IIporpaMMHbIM ob0ecrieueHUEM.

Hepeqenb JIMIEH3UOHHOI'0 MpOorpaMmmMHOro o0ecneyeHUus

13?1 Haumenosanue Tun pecypca
) ) Cy6muuen3uonnsiii foroBop AO «CodrJlaiin
1 Microsoft Office Tpeita» Ne /131 ot 10.07.2020. Cpok aeicTBus
JIOTOBOPA ¥ JIMUIEH3UN - O€CCPOUHBIIt
) ) (muuen3uoHHoe cornamenue Microsoft - Open
2 Microsoft Windows Value Subscription ans pemenuii Education
Solutions NoV8265046)
Koncynprantlntoc - cnpaBodHo-
MpaBoBasi CUCTEMaA JInuensunonnsiii gorosop OOO "KoHcynbTaHT
3 «Kommenrtapun [Tmroc TompsitTu" norosop Ne251 ot 01.01.2023
3aKOHOJATEIbCTBA» CeTeBast (JuieH3us 6eccpovHasi, 10roBOp €XKeroIHO
(cmapT-koMIiekT ONTUMAaNIbHBIN | IPOJJIEBAEMBIiT)
- OT€YECTBEHHOI'0 IPOM3BOJICTBA)
AnTtusupyc Kacnepckoro 10 qis
Windows Workstations Cy6munensnonnsiit norosop AO «CodrJlaitn
4 (Kaspersky Endpoint Security st | Tpelia» norosop Ne291/Tr ot 28.12.2021, cpok

Ou3Heca — cTaHapTHBIN Russian
Edition, oTeuecTBEHHOTO
ITPOU3BOJICTBA)

nevictBust qoroeopa 1o 11.02.2024 (250-499 Node
2 year Educational Renewal License)

IlepeyeHb CBOGOIHO PACIIPOCTPAHSIEMOTO MPOrPAMMHOI0 00ecTieYeHust

1. Bpaysepst Yandex, Google Chrome.

2. KOHC}’JII)T&HTHJIIOC — HHTCPHET-BEPCUA NOCTOAHHO I[OCTyrIHOfI CHpaBOHHO'HpaBOBOﬁ

CUCTCMbI OTCHCCTBCHHOT'O ITPOMU3BOJACTBA.

JINILL

OB3

I/IH(I)OpMaI_II/IOHHO-TeXHOHOFI/I‘-IeCKaSI

B cootBerctBuu ¢ IlonmokeHneMm O CO3MaHUU CHEIUATBHBIX YCIOBUW JJISI MHBAIUIOB U

06aza oOpaszoBareidpbHOrO  IMpoliecca

npeaycMaTpuBacT HCIIOJIB30BAHUEC MATCPHUAIIBHO-TCXHUYCCKUX CPCACTB C YUCTOM PaA3JIUYHBIX

HO30JI0THi nHBaIunoB 1 auil ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas JuTEpaTypa

Ne bubauorpaduyeckoe onucaHue Tun uznanus Koauuecrso
0nbdJIMoTeKe
1 | bapanoga, E. K. Undopmarnmonnas 6€30macHOCTh U 3al1uTa
9bC
uHpopmanuu : yaebnoe mocobue / E.K. bapanosa, A.B. yaeOHoe mocodue Snann
babam. — 4-e uzn., nepepad. u non. — Mocksa : PUOP : ™




NH®PA-M, 2022. — 336 c. — (Bricmiee obpa3oBanue). —
DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr : anekTponnsid. - URL:
https://znanium.com/catalog/product/1861657

3amura nadopmanuu : yaeonoe nocodue / A.I1. XKyxk, E.II.
Kyx, O.M. Jlenemkun, A.1. Tumomkun. — 3-¢ U311, —
Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpazosanue). — DOI: https://doi.org/10.12737/1759-3. -
ISBN 978-5-369-01759-3. - Tekct : anexkTponHsIit. - URL:
https://znanium.com/catalog/product/1912992

yuebHoe rocobue

3bC
3HaHUYM

11.2 TonoiHuTE/ILHAS IUTEPATYPA

1. Hndopmaunonnsrii mup XXI Beka. Kpunrorpadpus

ocHOBa HMH(OPMAITMOHHOMN

0€30I1aCHOCTH: METOJMUYECKOoe PYKOBOJACTBO / moj pea. J. A. bonenoBa ; MockoBckuii
roCyJapCTBEHHbIN TEXHUYECKUI YHUBEPCUTET IPAXKAAHCKOM aBuanu. - 4-e u3a. — Mocksa:
Wznarenscko-Toprosas kopropanus «JlamkoB u K°», 2020. — 126 c. - ISBN 978-5-394-
03777-1. - URL: https://znanium.com/catalog/product/1081675

. Bacunbkos, A. B. bezonacHocTs U ynpaBiieHue J0CTYIIOM B MH()OPMAIIMOHHBIX CUCTEMAX :
yaeOHoe nmocodue / A.B. BacuibkoB, U.A. BacunbkoB. — Mocksa : ®OPYM : UHOPA-M,
2022. — 368 ¢. — (Cpennee mpodeccuonansHoe oopazoBanue). - ISBN 978-5-91134-360-6.
- Tekcr : anextponnsit. - URL: https://znanium.com/catalog/product/1836631

. Kosanes, JI. B. Nudpopmannonnas Oe3onacHocTh: YuebHoe mocobue / Kosanes /I.B.,
bornanoBa E.A. - PoctoB-na-Jlony:lOxHbiit denepanbubiii yHuBepcurer, 2016. - 74 c.:

ISBN 978-5-9275-2364-1. - URL: https://znanium.com/catalog/product/997105

Hepuozmqecmle H3TAHUA

1. OTKpbITBIE CUCTEMBI. CYB/J : JKypHaI. — URL:

http://dlib.eastview.com/browse/publication/64072

11.3 CoBpemenHblIe pogeccCHOHATBbHBbIE 0a3bl JAHHbIX, UHGOPMALIMOHHbIE

CIIPaBOYHbBIC CUCTEMBI, 3JICKTPOHHLIC OHOJIMOTEUHbIE CHCTEMBI

. ZNANIUM.COM: snextponHo-0ubmmoreunas cucrema. — URL: http://znanium.com.

. IPR SMART (IPRBooks.ru): anexktponHo-0nbnuoreunas cucrema. — URL:
https://www.iprbookshop.ru/.

. eLIBRARY.RU: nayunas snekrponnas oubnmnorexa. — URL: https://elibrary.ru.

. Dnekrtponnas oubmmoreka TAY. — URL : http://83.234.207.58/MarcWeb2/Default.asp.
. UBUC (East View) : 6a3a maHHbIX nepuogndeckux uznanmii. — URL:
https://eivis.ru/browse/udb/12.

. KoncynpranT miroc: cnipaBodno-npaBoBas cucrema. — URL: http://www.consultant.ru;
T:\consultantplus\cons.exe.

. Polpred.com O630p CMU: arentcTBO AenoBoit uadopmaruu. - https://www.polpred.com


https://znanium.com/catalog/product/997105
http://dlib.eastview.com/browse/publication/64072

8. VYuuBepcuterckas nHpopmannonnas cucrema POCCHUA (YUC POCCHSA). — URL :
https://uisrussia.msu.ru/index.php

9. HODUKOH: apxuB Hayuynbix xxypHaioB. — URL: http://neicon.ru

12. METOIJUYECKHE YKA3AHHUA JIsd OBYYAIOIUXCA IO OCBOEHUIO
JUCHUITTIMHBI

Hucummummna  «MHpopmannoHHas  0€30MacHOCTH»  MPEAINojaraeT  IOCEIICHHE
Oo0yJaromuMuUCs  JICKIUH, BBIMOJHEHHE MNPAaKTUYECKUX  3aJaHuii, Oonpmoil  00BeM
caMoCTOsTeNIbHOW paboThl. Ilo nucuumimHe NOMUMO TPAaAMLIMOHHOM JEKIMHM, Ha KOTOPOH
IpenoJiaBaTesb  OCBELIAeT KIIOUEBBIE BOIPOCHI TEMbl, TaKXKe MPOBOJATCS:  JIEKIMA
MH(OPMALlMOHHOTO  XapakTepa,  Ipeanosararonias  oOBACHEHUS  IpernojaBaTesis  C
WUTIOCTPaTUBHBIM HM3JIOKEHHMEM Marepuaina. Ha nexuumsax mnpenonaBareiab MOXKET HPOBOAUTH
YCTHBIA ONpOC B LEISAX BBISICHEHUS CTENEHM YCBOGHMS HPEIbIAYIIEro MaTepHhaja, a Takke
IPENoNaraeTcsi BBICTYIUICHHE OOYYalOLIMXCSl C JOKJIaJaMH 10 OTAEIbHBIM TEOPETUUYECKUM
BonpocaMm. /lanHble (hopMbI pabOTHI SBIISIFOTCS 3JIEMEHTaAMH TEKYILEro KOHTPOJISI U OLEHUBAIOTCS
npenogaBareneM. Bce 3To mpeamonaraeT MOATOTOBKY U CaMOCTOSITEJIBHOE HM3y4eHUE
00y4aroIyuMHUCs TEOPETUYECKOI0 MaTepHasa 1o 3asBJIEHHON IpenojaBaTeieM TeMe.

BeinonnenHble npakTHyeckue paboThl MPOBEPSAIOTCS NpenogaBaTeaeM HeloCpeICTBEHHO
B ayaUTOpuM JuOO OJHMM M3 CIEAYIOUIMX CHOCOOOB: COXpaHEHUE B BJIEKTPOHHOU
nH(pOpMallMOHHO-00pa30BaTeIbHON cpejie, OTIPaBKa MPEnoaBaTeNi0 Ha MOYTOBbIN k. [lpu
OTIIPaBKE MPENOJAaBaTEI0 BBIMNOJIHEHHOW paboThl MO TMoYTe OO0ydarouleMycs CleayeT
o0ecrneuynTsh JUYHYIO UaeHTHGHKanuoo. Kak mpaBuio, B TeMe MM TEKCTE MUChbMa YKa3bIBaeTCs
kypc, ®UO obOyuaromerocs, TUCIHUIUIMHA, TEMA, IO KOTOPOIl BbIMOIHEHa padboTel. HekoTopeie
MPAKTUYECKHE 3aJaHusl HEe MOTYT OBbITh CJeNlaHbl TOJIBKO B paMKax BbIAEIEHHOro o0beMma
KOHTAKTHOM paboThl (B ayIUTOPUM) U <JIOJENBIBAIOTCA» B Yachl CaMOCTOSATENbHON paldoThI.
Cpaua Takux pa®OT Ha MPOBEPKY OCYIIECTBIAETCS TEMM K€ CaMbIMM CIIOCOOAMH, 4YTO M TIO
OKOHYAaHWU MPAKTHUECKUX 3aHATHNA. Pe3ybTaTsl MPOBEPKHU BHITIOTHEHHBIX PabOT JOBOISATCS 10
CBeZIeHHsI 00yJaroIIerocst BO BpeMsi ayAUTOPHbBIX 3aHATHI n/unu B yacsl KCP.

B xone ocBoeHUs AUCHUILTUHBI 00yYaroIuecs: MPUMEHSIOT U3y4YeHHbIE MaTepHalibl JUis
MOJIENIUPOBaHMUs HMH(OPMAIIMOHHON O€30MacHOCTH KOHKPETHOTO o0BekTa. Tema KypcoBoi
paboThl BbIOMpaeTCss OOYyYaroIIMMCS M3 CIUCKa MPEAJOXKEeHHBIX IpernojaBareneM, Judo
oOydaromuiicss mpearaetr cBoo Temy. KypcoBas paboTa cOCTOMT U3 TEOPETHUECKOTO
uccienoBanusi B (hopMe 3cce Ha OMNpeAeTeHHYI0 TEMYy U pelleHHe 3a/ladyM, MOATBEp:KIaroleit
MOJIy4eHHbIE KOMIIETEHIMU 00yJaromuMcs 1o u3ydaeMoii nucruminie. CoaepikaHue KypcoBoi
paboThl JODKHO CBHUJAETENBCTBOBATH O JIOCTATOYHO BBICOKOM TEOPETUUECKOH MMOATOTOBKE
00ydJaronerocs ¥ 0 HAIMYUW Y aBTOpa HEOOXOAUMBIX 3HAHUH 1O TeMe paboThl. PaboTa momxHa

MMETh TPaBUJIILHO COCTaBIECHHYIO OHOMMorpaduro, JOTMYHYIO CTPYKTYpPY, 00€CIEeUYHBAIOIIYIO



packpeiTue TeMbl. KypcoBasg palGora pomkHa OBITh HamMcaHa T'PaMOTHO, XOPOILIMM
JUTEPATypHBIM ¥ NPO(EeCCHOHAIBHBIM  SI3BIKOM, HMETb MPaBWIBHO  O(OPMIICHHBIN
MHCTPYMEHTAJbHBIN ammapar. B TeopeTndyeckoil 4acTH KypcoBOH paboThl CleayeT Omucarb
COBPEMEHHOE COCTOsSIHUE IMpoOsieMbl MH(POPMALMOHHOM O€30IIaCHOCTH B IIEJIOM, Pe3yJbTaThbl
aHajlM3a COCTOSHUS OOBEKTa 3allMThl, NOTEHIMaJbHbIE Yyrpo3bl. CopaepikaHue 3TOM uacTu
JOJDKHO TI0Ka3aTh CTENEHb O3HAKOMJICHHS OOYydalomIerocsi ¢ IOCTAaBICHHOM NpoOiIeMoil u
COBPEMEHHBIM HAYyYHO-TEOPETUYECKHM YPOBHEM HCCIICOBAHMHA B JAaHHOW OOJIACTH, a TaKKe
yMeHue palboraTh ¢ (PaKTHUYECKHMM MaTepHajoM, CXaTo U apryMEHTHUPOBAHHO (hOpMyIupoBaTh
3aJjaud U pe3yJbTaTbl UCCIEIOBAaHMM M JaBaTh OOOCHOBAaHHbIE PEKOMEHJALMH IO PELICHUI0
BBISIBJICHHBIX IpoOJieM. B mpakTHueckoil YacTh JODKHBI OBITh TNPUBENEHBI KOHKPETHBIC
MeponpusATH 110 MHPOpMarMoHHO! 3amuTe 00bekTa. OO0BeM KypcoBoi paboThl coctasisieT 30
— 35 cTpaHuil.

JUis  BBINOJNIHEHHWsST KYpcOBOW pPabOThl W CaMOCTOSITENBHOW pPabOThl MO JaHHOM
JUCLUIUIMHE B JIOMALIHUX YCJIOBUSX (3a mpenenaMu AkajneMuu) oOydaromemycs HeoOXO0auM
NEPCOHANBHBIN KOMIBIOTEp (IUIAHIIET) W MakeT MPHUKIAIHBIX IporpamMM Microsoft Office (ne
Hwke 10 Bepcun). KoHcynbTanuy 1no BBIOJHEHUIO MPAKTUYECKUX PabOT U KypCcOBOM pabOTHI,
oOcyx/ieHue J0oMyIIeHHbIX ook ocymectsisiercs Bo Bpems KCP na kadenpe npuxnagHoi
MH(OPMATUKU UM B ayAUTOPHH 110 pacnucaHuio. KoHCyIbTallMu MOTYT OCYILIECTBIISATHCS TAKXKe
NOCPeACTBOM  acHMHXpoHHoro  (moura, OWOC) wu  cuHXpOHHOro  (zoom,  CETH)
KOMMYHHMKAIIUOHHOTO  B3aWMOJAEWUCTBHA IO  IPEABAPUTEIBHONM  JOTOBOPEHHOCTH  C
IpenoaaBaTeseM.

[To oxOHYaHWW IUCHUIUIMHBI OOYYAIOIIMICS JOJKEH 3alllUTUTh KYPCOBYIO padoTYy:
IPEJICTaBUTh O(OPMIICHHYIO MOSICHUTENIbHYIO 3aIIUCKY U OTBETUTh HAa BOIPOCH! IPENOAaBaTENs]
1o cyuiecTBy pa3zpadotku. s craun 3adera o0yyaromemMycss HE0OX0IMMO MOJITOTOBUTH OTBETHI

Ha TCOPECTUYCCKUC BOIIPOCHI K 3a4C€TY U TOBTOPUTH PCIICHUC OCHOBHBIX INPAKTUYCCKHUX 3aJ1aY.
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