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1. OBIIAA UH®OPMALIUA

Pabouass mporpamma aumcuuuinHbl «MHDOpMannoHHass 0€30MacHOCTHY COCTaBJICHA B
COOTBETCTBUHU C TpeOOBaHUAMH (heIepaTbHOTO TOCYAapCTBEHHOTO 00pa30BaTEbHOTO CTaHAapTa
BBICIIIETO OOpa3oBaHus — OakayiaBpuar 1o HampasiieHuto moAroToBku 09.03.03 «IlpuknagHas
uHpOpMaTHKa», YTBEPKIESHHOTO MpukazoM MuUHHUCTepcTBa 0Opa3zoBaHUS W Hayku Poccuiickoit
Oenepannu 19.09.2017 Ne922 (¢ uzmeHeHusiMu U gonoiaHeHusiMu ot 26.11.2020, 08.02.2021), u
yueOHoro miaHa HampasieHuss noarotoBku 09.03.03 «Ilpuknannas uHbopMaTuKa», MNpoQuIiIb
«Pa3paboTka u ynpaBieHne web-KoHTeHTOM» (ITporpamma OakajgaBpuaTa).

Tpynoemkocts muctumiunbl: 4 3ET / 144 akamemMudeckux dvaca, B TOM uucie 52 yaca
KOHTAKTHOU paboThl U 92 "aca caMOCTOSITETLHOM PaObOThI 00YJAFOIIINXCSI.

PacnpeaesieHue 4acoB AUCHUILIMHBI 110 ceMeCTPaM U BHAaM 3aHATHI (110 y4eOHOMY IIaHy)

KoauvecTBo yacos
Bup y4eoHoii pa6oThI Bcero mo CemecTphl
yueOHOMY
naany 12345 6 7|8
KonrakTHas padora (Bcero): 52 52
B TOM YHCJIE:
Jlekuun 16 16
[IpakTrueckue 3aHATUA 28 28
Kontpons camoctositensHoi pabotsl (KCP) 8 8
CamocTrosiTesbHasi padoTa (Bcero): 92 92
B TOM YHCIIC: KypcoBas paboTa 36 36
3ayer,
Buabl npomMekyTo4HOI aTTecTanun 3ammTa
(3auem, 3awuma Kypcosou pabomawt) sater KYPCOBOM
paboTsl
OBLIAS Yacer: 144 144
TPY10E€MKOCTh
I[EIZ?II/IHJII/IHBI: 3au. en.: 4 4

2. HEJIM U 3AJJAYU JUCHUTTJIUHBI

Heap qucuumiauHbl — GOpMUPOBAHUE y OOYYAIOMIMXCS 3HAHUK B OOJACTH NMPUMEHEHHS
pPa3IMYHBIX CIIOCOOOB 3alIUTHl MHMOPMAIUKA B WeEb-TIPHIOKEHUSX W HABBIKOB MPAKTHYECKOTO
oOecrieyeHnsl 3alUTHl WHPOPMALUU W OE30MaCHOTO HCIOJIBb30BaHUS MPOTPAMMHBIX CpPEICTB B
WHOOPMAITMOHHBIX W BBIUMCIUTENIBHBIX CHCTeMaxX. BocmurareapHON IENbI0 JTUCIMIUIAHBI
BBICTYMAeT pPa3BUTHE Yy OOYyYaIOIUXCS HABBIKOB KPUTUYECKOTO MBINIICHHS, TO3BOJISIOLIETO
MOHMMAaTh  MpoOJIemMbl  HHPOPMAIMOHHOTO  OOIIeCTBa, OCO3HABaThb PUCKHU B  CBOEH
npodecCHOHATBHOMN AEATEIBHOCTH U €€ COLMANBHYIO 3HAYUMOCTh, CTPEMHUTBCS HAXOAUThH CITOCOOBI
pa3peleHusl BOZHUKAIOMUX MpobsieM; (GOopMUPOBAHUE HABBIKOB CaMOCTOSITENIHOMN AESITeIbHOCTH,

Kak B 00pa3oBaTeIbHOMU, TaK U MpoQeccCHOHANBHON cdepe.



3agaum AMCUMIIMHBI:
® Da3BUTh HABBIKK MO MPUMEHEHUIO Pa3IMYHBIX CIMOCOOOB 3amuThl WH(OpMAalUU B web-
MPUIIOKEHUSX
e chopMUpOBaTh y 00yUYaIONMUXCS KOMIETCHIIMHA B 00J1acTH 0€30MacHOCTH Web-TIPHIIOKESHUN
B cepe ynpaBleHuUs AeSITeIbHOCTHIO IPEATPUSITHS;
® Ppa3BHUTh HABBIKH NMPUMEHEHUS] CHCTEMHOTO IMOAX0Ja K 0e30MacHOCTH, WH(OpMATH3AUU U
ABTOMATH3AIMH PEIICHUS TPUKIATHBIX 3a71a4;
® JaTh Mpe/ACTaBIeHHE 00 MHCTPYMEHTaX MHTEIIEKTYalbHOTO aHaIN3a JaHHbIX;
® pa3BUTh HaBBIKKM (OpMHUpOBaHHUS OOOOIICHHBIX TpPeOOBAaHUN K WEb-IPUIOKEHUIO, €ro
CTPYKTYpE€ U OCHOBHBIM JJAaHHBIM.
3. MECTO JUCHUIIJINHbI B YYEBHOM IIJIAHE
VYuebnas muctummHa «HbDOpManmonHas 0€30MacHOCTRY» OTHOCHUTCSA K JUCIUTUIMHAM
yactu bnokal. [ducuumiubel (Momaynu), GopMHUpyeMOH ydacTHUKaMHU 0OOpa3oBaTeIbHBIX
OTHOIIeHUW. W3ydeHWe MaHHOW AUCHMUIUIMHBI Oa3upyeTcs Ha Marepuane, H3yuYeHHOM B
mucuutuinHam  «[IporpammHo-anmapatHoe — obecmeueHHe — TII00alNbHBIX — ceTei»y, «OOmme
uHpopMalmonnsle TexHojorum» u «ludposoe obecneuenne npodheccuoHaIbHON NesTENbHOCTY,
«OmnepanoHHbIe CUCTEMbD». 3HAHUS, YMEHUSI U HAaBBIKH, IPHUOOPETEHHBIC B Pe3yJIbTaTe H3yUeHUS
TUCIUIUTAHBL, OyAyT BOCTpeOOBaHBI TPHU OCBOCHWUH JIUCHUIUIMH «IIpaBoBBIE OCHOBBI C(hepsl
WH(POPMAITMOHHBIX TEXHOJIOTHI», «lIporpaMMHasl WHKEHEpHUs» ¥ HAMUCAaHWUHM  BBITYCKHON
KBaJIM()UKALIMOHHOW PabOTHI.
4. TIIJNIAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O JAUCHUIIJIMHE J1JI51
®OPMHUPOBAHUS KOMIETEHIUI OBYUYAIOIINXCHA
PesynbraTel OCBOEHHS 00pa3oBaTEIbHOM MPOTpaMMBbl (KOMIIETCHIIMH OOYYarOIIuXcs)
YCTQHABJIMBAIOTCSI B COOTBETCTBUU C (efepabHBIM TOCYJapCTBEHHBIM 00pa30oBaTeIbHBIM
CTaHIapTOM [0  HAMNpaBJICHHIO TMOJIrOTOBKM U  Mpo(ecCHOHANBbHBIMM  CTaHIapTaMH,
COOTBETCTBYIOIIUMHU MPO(HEeCCHOHATEHON IeATETHPHOCTH BBIITYCKHUKOB, a TAK)KE Ha OCHOBE aHAJIHM3a
TpeboBaHUil paboTonarenei, MPEIbSABISEMBIX K BBITyCKHHKaM. [lmaHupyemble pe3ysbTaThl
OCBOCHHUS JUCIUIUIMHBI (3HAHWS, YMEHHWS, HAaBBIKM) COOTHOCATCS C YCTAaHOBJIICHHBIMH B
o0pa3oBaTeNnpHON MpOorpaMMe HWHAMKATOPaMH JIOCTIDKEHUS KOMIIETEHLUH, 4YTO obOecreynBacT
dbopMupoBaHHE y OOYyYalOIUXCs 3allIAHUPOBAHHBIX PE3yJbTaTOB OCBOEHUS 00pa3oBaTEeNbHOM

IIPOrpaMMBI.



IInanupyembie pe3yabTaThl 00y4eHHS 110

In¢pp xomnereHunu HNuauxaropsl e —

YK-8 -Cnocoben YK-8.3. - ObecneunBaer 3HaTh:

co3/aBaTh U MEPCOHAIBHYIO - HOPMAaTHUBHO-TIPaBOBbIE OCHOBBI
MO/IJIEPKUBATH B WH(POPMAITMOHHYIO nH(OPMAIMOHHON OE30MMaCHOCTH B

MOBCEIHEBHOM JKU3HU
U B Ipo¢eCCUOHANTBHON
JESITEIbHOCTH
Oe30IacHble yCIOBUS
KHU3HEACATETbHOCTH
JUTSL COXpAaHEHUS
MIPUPOJIHOM cpepl,
oOecrnieueHus
YCTOWYHBOTO Pa3BUTHUS
00IIIeECTBa, B TOM YHCIIE
IIPU yTPO3e U
BO3HUKHOBEHUU
Ype3BbIYAHBIX
CUTyalHil U BOEHHBIX
KOH(JIUKTOB

0e30macHOCTh B ITU(POBOI
cpene

Poccuiickoit deneparuu;

- MEXIYHapOJHbIE U OT€YECTBEHHbIE
CTaHJIAPTHI, PErIaMEHTHPYIOIIHE
npodeccroHanbHy0 AeITeIbHOCTD
B 00acTi HH(MOPMAITMOHHON
0€e301acHOCTH;

Ymers:

- pa3pabarbIBaTh MOJUTHUKY
MH(POPMALMOHHOM 0€301MacHOCTH
MIPOrPaMMHBIX MPOIYKTOB U
OpraHu3alyi C ONOPO Ha
HOPMAaTUBHO-TIPABOBBIEC JJOKYMEHTBI

Baaaers:

- HaBBIKAMH JJOKYMEHTUPOBaHUS
MHIUICHTOB U MPOIIECCOB
nHGOPMAIIMOHHON 0E30MaCHOCTH;

IIK-1 - Cocoben
BBISBIIATE
nH(OpPMAITMOHHBIC
MOTPEOHOCTH
MOJIL30BaTEIICH U
COCTaBIISITh
TEXHUYECKOE 3aJaHue

IIK-1.1 - IIpoBoaut
oOcienoBanue
OpraHu3allliii, BbIABIISIET
nH(pOpMaIMOHHBIC
MOTPEOHOCTH 3aKa3uuKa

3Harh:
- TpeboBaHUsS 0€30MACHOCTU K
WH(POPMAIIMOHHBIM CUCTEMAaM;
Ymern:
- IPOBOJUTH aHAJIU3 IIPEIMETHOMN
00JIACTH U BBISIBIISTH
MH(POPMALIMOHHBIE YTPO3HI;

Ha pa3paboTKy web- Baaners:

HPWIOKCHHUS - HaBBIKAMH aHAJIN3a HH(POPMAITMOHHBIX
PHCKOB;

IIK-5 - CnocobGen IIK-5.4 - ObecneunBaet 3HaTh:

o0ecreunBaTh
KauecTBO paboOThl web-
TIPHJIOKEHUS

0€301acHOCTh padOThHI
Web-TIPUIIOKCHHS B

nudpoBoii cpene

- crmocoObl ¥ METOIbI 00eCTIeueHUS
nH(pOpMaITMOHHOM 0€30MMacCHOCTH B
KOMITBIOTEPHBIX CETAX, YAaTCHHBIC
yIPO3bI U aTaKH, OCHOBBI
KpUNTOTpaprUeCKON 3aIIUThI
nH(popMaIuu, crocoObl
yIpaBJICHUS] HHIIUICHTAMH
nH(pOpMaIMOHHOM 06€301MacHOCTH;

Ymers:

- ompeaessaTh U 000CHOBBIBATH
OpTraHU3aI[MOHHO-TEXHIUUECKUE
MEPOTIPUSTHS IO 3aITUTE
uHpOpMaLru B MHOOPMAIIHOHHBIX
cucTeMax;

Baaners:

- HaBBIKAMH UCIIOJIb30BaHUS
WHCTPYMEHTAIBHBIX CPEJICTB
3alUThl HH)OPMAIIMH B XOJIC
PO eCCUOHATBHON JIEATETLHOCTH;

- HaBBIKAMH YIIPABIICHUSI
WHITUICHTaMU WHPOPMAITMOHHON
0E30IMacHOCTH;




CemecTp uzyyenus: 6

5. CTPYKTYPA U OFBEM JIUCHUIIJINHBI

Buabl yueOHoli padoThl

KonTakTHas padora
(B uacax) CamocrosiTeibHas padora
Dopmu
Pazpeu, o = IIpome:kyTouna dopma eIn)ablep
MOLYJTb Moxpasael, Tema - 2 S z A1 aTTeCTAlUA TeKylero K)(I)MHeTe
o OPMBbI OpraHu3anmuu
= = = & 23 (bopmni op 1w B Yacax KOHTPOJISA
Z = = Cz) = B Yacax CaMOCTOSATEJbLHOM HIUHU
2]
= <8 g = padoThI
= (=T}
= S
Tema 1. OcHOBEI IToBTOpEHME
3aIUThI JIEKLIMOHHOTO MaTepualia N [IK-1.1
HHbo b 1 - 6 p ’ - YcTHbIN Onpoc K-5.4
pManuu B web- MOATOTOBKA K -5.
NPUIIOKCHUAX IMMPAKTUYCCKUM 3aHATUAM
Tema 2. -
HopmaTusHOe OBTOpCHHC
peryaupoBaHue 1 2 - 8 JICKHHOMHOTO MaTepuard, - VYernbiii onpoc | YK-8.3
o IIOArOTOBKA K
Iqu)OpMaHHOHHOH MPAKTUYCCKUM 3aHATUAM
€30I1aCHOCTH
Tema 3. Bunsr Tlosropenne
I/IH(I)OpMaHI/IOHHLIX 1 2 _ 8 JICKOHMOHHOI'O MaTepuala, _ V CTHBII ompoc HK-I]
IMOATOTOBKA K [1IK-5.4
yrp 03 MMPAKTHYCCKUM 3aHATHUAM
Tema 4 IToBTOpEHME
I/IH(bOpMaHI/IOHHaFI JICKIIMOHHOI'O MaTCpuaja,
MOATOTOBKA K o [IK-1.1
0e30macHOCTb B 1 2 - 8 - YeTHBIN o1poc
IIPAKTUYECKUM 3aHATUSIM. T1IK-5.4
KOMIIBIOTCPHBIX BrinonHenue KypcoBoi
ceTIX paboTEHIL.
Tewma 5. 2 2 - 8 ITosTOpenue - [TpoBepka YK-8.3
IIporpammHoO- JICKIIMOHHOTO MaTepuara, BbimoaHeHHbIx | [IK-1.1
amnmapaTrHoe HOATOTOBKA K pabot I1K-5.4
OGGCHGLIGHI/IC MPaKTHICCKNUM 3aHATUAM




MHPOPMALIMOHHOM

Brinonnenue KypcoBoi

0€301acHOCTH paboTHL
IToBTOpEHME
Tewma 6. JIEKIIMOHHOTO MaTepHaa,
Kpunrorpaduuecka MOJI'OTOBKA K . YK-8.3
8 YcTHblN onpoc
A 3aIuTa TMPaKTUYCCKUM 3aHATUAM [1IK-5.4
I/IH(I)OpMaLII/II/I Brimonnenue KprOBOﬁ
paboTEHIL.
Tema 7 IToBTOpEHue
JICKOHUOHHOT'O MaTCpUu
OpranuzanmoHHoe CKIMOHHOTO MatepuaJa,
IIOATOTOBKA K . VK-8.3
obecrnieueHue 8 YcTHBIH ompoc
MPAKTHYECKUM 3aHATHSIM I[1K-1.1
SaIHTBl BrinonHenne KypcoBoi
nH(pOpMaIUU PABOTHL.
Tema 8. [MToBTOpeHue
HNnxenepHo- JICKIIMOHHOTO MaTepuana
P CKIMOHHOTO MaTep ’ [IpoBepka YK-8.3
TEXHUUYECKOE MOJTOTOBKA K
10 peimonHeHHbIX | [IK-1.1
oOecrieueHue NPaKTUYECKUM 3aHATUSIM
B o pabot I1K-5.4
3aIUTHI BIITOJIHCHUEC KYPCOBOU
uHpOpMaUn paboTkL.
IToBTOpEHUE
Tema 9. CucreMsl JISKIIMOHHOT'0 MaTepHuala, VK-8.3
TPABJICHUS MTOJITOTOBKA K . '
yub N 10 A Yerusiit onpoc | ITK-1.1
nHGOPMAIMOHHON MPAKTHYECKUM 3aHSTHIM [K.5.4
6C3OHaCHOCTBIO Brmonnenune KprOBOﬁ o
paboTHIL.
Tema 10.
OpranuzanuoHHoe IMoaroToBka K
é) B SARRTOREE ITpoBepka VK-8.3
MPAKTHYECKUM 3aHSTHIM
ZIHEI/LI[GHT&MI/I 10 BII),monHeHHe KypCoBoi BbinmojHeHHbIX | [IK-1.1
N 6 pabot [1K-5.4
MH(POPMALIMOHHOM paboThI.

0€3011aCHOCTBIO




3auer, 3a1uTa KypcoBOu
paboThI

IToaroroBka k
MPOMEKYTOUHOMN
aTTeCTalllu

Bcero

16

28

92

144




6. COAEPXAHMUE JUCIHHUITIINHbI

Tema 1. OcHoBBI 321U THI HHGOPMaLUH B Web-IIPHJIOKEHUSX

Cocrasisromue UH(POPMALMOHHON 0e301acHOCTH (1OCTYNHOCT®D, LIEJIOCTHOCTB,
KOH(pHIEHIIMATBHOCTh HH(popMaruu). YpoBHH (GOPMHUPOBAHUS peXUMa HH(POPMAIIMOHHON
6e3onacHoct. CTpaTernu MOCTPOCHUSI CHUCTEMBI 3alUTHl MH(pOpMaruu. AIMHHUCTPATHBHBIN
ypOBeHBb oOecrieueHus: nHPOpMaIMOHHOM 0€30MMacCHOCTH.

Tema 2. HopmaTuBHOe peryjiMpoBaHue HHPOPMALMOHHO 0e3011aCHOCTH
HopmartuBHO-1IpaBoBble  OCHOBBI MH(pOpManMOHHOM Oe3omacHocty B P®. CranmapTsl
nHpopMannoHHoi OezomacHoctu. TpeboBanus Oe30macHOCTH K MH()OPMAITMOHHBIM CHCTEMaM.
JIOKyMEHTBI 10 OLEHKE 3alIMIIEHHOCTH aBTOMAaTH3UPOBAHHBIX cucteM B P®. denepanbHas
cily’)k0a IO TEXHHYECKOMY U SKCIOPTHOMY KOHTpoito. CraHzapTsl HH(POPMALMOHHON
0€30IaCHOCTH PACHPEICICHHBIX CUCTEM.

Tema 3. Buabl HH(pOPMALIMOHHBIX YIPO3

Kiaccbr yrpo3 undopmarmonnoii 6e3onacHocTd. KaHanbl HECAHKIIMOHUPOBAHHOTO JOCTYyMa K
uHpopmauuu. TexHuUYeckne KaHaiubl yTedku uHpopmauuu. Haumbosee pacmpocTpaHeHHbIE
yrpo3bl HAPYLIEHUs TOCTYNHOCTU HH(popManuy. OCHOBHBIE YIPO3bl HApyILIEHHS 1IETOCTHOCTH U
KOH(UICHIIMATHLHOCTH WH(OPMAIIUH.

Tema 4. UndopmanuonHas 6e301aCHOCTh B KOMIIbIOTEPHBIX CETAX

Ocob6eHHocTu obecneyeHnss THPOPMALMOHHON 0€30I1aCHOCTH B KOMIIBIOTEPHBIX ceTsIX. CeTeBble
MOJIeNIM Tepeilayd JaHHbIX. Mojenb B3auMOJEHCTBHA OTKPHITHIX cucTeM. Knaccudukarnus
YAAJIEHHBIX YIPO3 B BBIUNCIUTEIbHBIX CETAX. THUIIOBBIE yAAJIECHHBIC aTAKU U UX XapaKTEPUCTHUKA.
Tema 5. [IporpammMHo-annapaTHoe o0ecnieyeHrne HH(POPMALIMOHHOM 0€30aCHOCTH
BpenonocHsle mporpaMMbl U aHTUBUPYCHBIE NTporpammbl. ViaeHTugukanys 1 ayreHTuuKanus.
Mertoapl pasrpaHuueHus aoctyna. Perucrpanus u ayaut coObITUH MHPOPMALMOHHBIX CHCTEM.
Me:xcereBoe 3kpaHupoBaHue. TeXHOIOrus BUPTyalbHbIX YACTHBIX CETEH.

Tema 6. Kpunrorpagpuueckasi 3amura uapopmauuu

CoBpemeHHble  TexHOJOruM Kpunrtorpagpuu. CHUMMETpUUHBIE CHUCTEMbI  LIM(POBAHUS.
AccuMeTpUyHble CHCTEMbl IUGPOBAHUS. JIEKTPOHHO-UU(POBas MOANUCH. YIpaBieHUE
KpUNTOrpapUIeCKUMH KITFOYaMHU.

Tema 7. OpranuszanoHHoe odecredyeHue 3a1MuThl HHGopManuu

3ajaya OpraHM3alMOHHOIO oOecneueHus 3alluThl HHGOpMalMu. AHAIU3 U OLEHKa Yrpo3
nHPOpPMaLMOHHON Oe3omacHoCcTH o0bekTa. OueHka ymepba BCIEACTBUE MPOTUBOIPABHOIO
packpeiTusi uHpoOpMarnuu. Cmyxba Oe3omacHocTH oOBekTa. Opranmszamuss U oOecredeHue
peXHMMa CEKPETHOCTH. 3aiuTa UHQOPMALUK TPU aBapUsIX M MHBIX 3KCTPEMAIbHBIX CUTYalUsX.
OOecneueHre 3amUThl MHPOPMALMU HPU  OCYILECTBIEHHMH MEXAYHApOJHOIO HAy4yHO-

TCXHUYCCKOTO U SKOHOMHYCCKOI'O COTPYAHUYICCTBA.



Tema 8. UH:keHepHO-TeXHHYeCKOe 00eceyeHue 3allUThl HHpOpMALNHU
OO6mme BOMPOCHI OpPTraHM3AIlMK TMPOTHBOJCUCTBHUS TEXHHUECKOW paszBenke. Kiaccudukanus
KaHaJIoB yTeuku nHpopManuu. CriocoObl 1o0kBanus nHGopManuu. Knaccudukamus MeToaoB U
CPEICTB HMH)KEHEPHO-TEXHUYECKOW 3amuThl HHDOpManmuu U OOBEKTOB HHQPOPMATHIAIMIH.
MeTo/b1 3amuThl HHGOPMAITUHU CTICIIHATLHBIMU CPEICTBAMH.
Tema 9. Cucrembl ynpaJjienusi HHGOPMAaIHOHHO 0€30MaCHOCTHI0
ApXUTEKTypa CUCTEM yIpaBlieHUs] HH(OOPMALIMOHHON Oe30nmacHOCThI0. [IpuHIMIBI yIpaBieHusl.
I'OCT P MCO/MBK 27001-2006. Ceptudukanus cUCTeM YyHpaBieHHUs HH(POPMAIMOHHON
0€30MacHOCTHIO.
Tema 10. Oprasu3zanMoHHoe  ynpaBJjieHHe  HUHIUJAEHTAMM  HUH(POPMALMOHHOM
0€30I1aCHOCTHI0
Meroavka ynpaBieHus uHUUAeHTaMU. CTpykTypa W 3aJayd TPYMNNbl peardpoBaHUsl Ha
WHIUJICHTHI, €€ cocTaB M mporecc cosganusa. OrneHka 3(Q(EeKTHBHOCTH pearupoBaHus Ha
MHIUACHTB. Meronpl OOHapyXeHHs WHLUJCHTOB. AHaiu3 aHOMaluil HH(POpPMaIMOHHOM
0€30IMaCHOCTH.
7. CAMOCTOSATEJIBHASA PABOTA OBYYAIOLIUXCSH

B pamkax manHOW y4eOHOW TUCHMIUIMHBI OOYYaroIIMEecs BBIMOIHSAIOT CAMOCTOSITEIbHYIO
BHEAYJIUTOPHYIO pabOTy B BHJIE: M3YUEHHUsI TEOPETHUECKOro maTepuaia mo temam 1, 3, 6, 7, 9;
M3YYEHUS JOKYMEHTOB M0 TeMe 9; MOJArOTOBKM K MPAKTUYECKUM 3aHATUSM 1O Temam 2, 4,5, 8,
10; BbIMOTHEHHSI KypCOBOW pabOTHl MO BBIOPAHHOW TeMe, MOJITOTOBKM K €€ 3allUTe W CIa4yH
3ayeTa.
8. OBPA3OBATEJIBHBIE TEXHOJIOI'MN

HpI/I HU3YUYCHUU ﬂaHHOﬁ JUCHUIUIMHBI HMCIIOJB3YIOTCA CIICAYIOIINEC 06p330BaTCHBHBIe

TEXHOJIOTHUH:
Bun o6pazoBarenbHOi ®opma npoBeaeHUA
Tema 3aHATUA /10op P POoBei
TEXHOJIOTHH 3aHATHS
Tema 1. OCHOBBI 3aITUTHI
TpaguumoHHas TEXHOIOTUS Jlexus
uH(popMaIuu B wWeb-TIpHII0KCHHUIX
Tema 2. HopmaTtuBHOE peryaupoBaHue Jlexuus
N TpaauiuoOHHAS TEXHOIOTHSI
nH(GOPMaIIMOHHOM 6€30MacHOCTH IIpakTHyeckoe 3aHsITHE
Tema 3. Bumgsl uHGOPMAIMOHHBIX Jlexuust
TpaauiuoHHAsS TEXHOIOTHSI
yrpos [IpakTrdeckoe 3aHsTHE
Jlexusa
Tema 4. npopmanmonHas
TpaauiuoHHasS TEXHOIOTHSI
0€30MacHOCTh B KOMITBIOTEPHBIX CETSIX [TpaKTHYECKOE 3aHATHE
Tema 5. [IporpamMHoO-arnmnapaTHoe Jexuus
obecrieyeHre HHPOPMALIMOHHOM TpaauuMOHHAS TEXHOIOTHS
6630MACHOCTH [IpakTuyeckoe 3aHsATHE
TpaaumoHHas TEXHOJIOTHUS Jlexnus




Tema 6. Kpunrorpadguueckas 3ammra
p p q) = HpaKTI/I‘-IeCKOG 3aHATHEC

nHbopmaIuu

Tema 7. OpranuzanoHHOE Jlexmmst
TpaguumoHHas TEXHOIOTUA

obecrieueHue 3amuThl HHHOPMAITUU [IpakTHYECKOE 3aHATHE

Tema 8. IH)xeHEpHO-TEXHUYECKOE Jlexius
TpaguumoHHas TEXHOIOTH

obecrieueHne 3amuThl HHOOPMAITUU TIpaKTHYECKOE 3aHSITHE

Tema 9. CucteMsl yIipaBeHUsI TpaauiMoHHas TEXHOIOTUS Jlexuns

MH(POPMALIMOHHON 0€30MaCHOCThIO TTpaKkTHUecKOe 3aHATHE

Tema 10. OpranuzanuoHHoe Jexuus

yOpaBlieHHue UHIUICHTaMU TpaauiMOHHAs TEXHOIOTHS

WH(POPMAITMOHHOHN 0€30MaCHOCTHIO IpakTuyeckoe 3aHATHE

9. TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH U IIPOMEXKYTOUYHAS
ATTECTALMUA TO JUCHUIIJIMHE

9.1. ®opMBbI KOHTPOJISI 10 TUCHUILJIMHE

Texymuii KoHTpoJab. B mpouecce n3ydeHus y4eOHOH IUCHUIUIMHBI OOYyYaroIuecs
Y4acTBYIOT B YCTHBIX TEOPETHUECKHMX OIPOCaX, BBIMOJHAIOT MPAKTUYECKHE 3a/JaHUS.
Pe3ynbrarhl BEINOJHEHUSI B YCTHBIX OMPOCAX U BBIOJHEHUS MPAKTUYECKUX 3aJaHUM SBISIOTCS
OCHOBAHUEM JIJIsl BBICTABIIEHUS OLICHOK TEKYIIEro KOHTPOJS MO JAaHHON y4yeOHOW AMCLHUIUIMHE.
BrinonHenne Bcex NMPaKTUYECKUX 3aJaHUN SBISAETCS 00s3aTElIbHBIM Ul BCEX OOYYarOLIUXCS.
OOyuaromuecs, He BBIIIOJIHUBILIUE B MOJHOM OOBbEME BCE 3a/laHus, HE JIOMYCKAIOTCS K clade
3adera 1Mo JTaHHOW y4eOHOM AUCIUIUINHE.

IIpome:xyTouHas arrectauus. J[1s KOHTpONsS ycBOeHHUs OOYYaIOIIMMUCS HTaHHOUN
JTMCUUIUIMHBI yUYeOHBIM IIAHOM TIPEyCMOTPEH 3aueT, KOTOPBIA MPOBOIUTCSA B (hOpME YCTHOTO
OTBETa Ha BOIPOC M BBHIINOJHEHUS] MPAKTUYECKOrO 3aJaHUsl, U 3allUTa KypcOBOH paboThI,
BBIIIOJIHSIEMOW B TEUEHUE CEMECTpA.

9.2. OuneHo4YHble MaTepHAJbl (OLEHOYHBbIE CPEACTBA) A TEKyLIero KOHTPOJS
yCIeBaeMOCTH M IPOMEKYTOYHOM aTTeCTAlMHU 110 AMCHMILIMHE
Texkyuuii KOHTPOJIb.
Crnmcok BONPOCOB /ISl YCTHOI'O OIIPOca
no meme « OcHogul 3awumsl ungopmayuu 8 web-npunodxcenusaxy

1. Teopwus 3aumrsl nHGopMaru. OCHOBHBIE HAIIPABIICHHS.

2. OGecrneuenue nHGOPMAITMOHHON 0€30TIACHOCTH M HATIPABJICHUSI 3aIITUTHI.

3. KommnekcHocTb (11e51eBasi, MHCTpyMEHTabHasl, CTPYKTYpHasi, pyHKIIMOHAJIbHAS,

BpEMEHHas).
4. TpeOGoBaHUS K CHCTEME 3aLUTH HH)OPMAIIHH.

5. Yrpo3sl uHpOpMaIIHH.
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1.
12.

13.

14.

15.

Bunel yrpo3. OCHOBHBIE HapyLIEHMUS.
XapakTep IpOUCX0XKICHUS yTPOo3.
Hcrounnku yrpo3. I[Ipeanocbuiku nosiBaeHus yrpos.

Cuctema 3amuThl HHGOPMALIUY.

. Kimaccel kananoB HECAaHKITMOHUPOBAHHOTO MOIy4YEHUS] HH()OPMAIIHH.
. [IpyuuHBI HapyLIEHUs LIETIOCTHOCTU MH(OpPMaLIUK.
. MeTtobl 1 MOIENTN OLIEHKH YSI3BUMOCTH MH(OPMALIHH.

. Obmiast Mozienb BO3JICHCTBUS HA MH(POPMALIUIO.

no meme «Hopmamusnoe pe2ynupoeanue uH@GOpMayuoHHoU Oe30nacHOCUY
OO6m1ast Mmoiess Tpolecca HapymeHnuss PU3NIECKOM 11eJT0OCTHOCTH HH(OPMAITUH.
CTpyKTypHpOBaHHas CXeMa IMOTCHIINAIFHO BO3MOXHBIX 3JI0YMBIIIJICHHBIX JCHCTBUH B
aBTOMATHU3UPOBAHHBIX CHCTEMaX 00pabOTKU JaHHBIX.
Mertooornyeckre moaxo bl K OIICHKE YSI3BUMOCTH HH(POpMAIINH.
Moernp 3aIUThl CHCTEMBI C TIOJIHBIM MEPEKPBHITHEM.
PexomMeHamm o UCrob30BaHUI0 MOICIICH OIICHKH YSI3BUMOCTH HH(OPMAIIHH.
Jlomy1ieHust B MOJIJSIX OIICHKH YSA3BUMOCTH UH(GOpMAIUH.
Mertoabl onpeaeneHus TpeOOBaHUI K 3amuTe HHPOPMAIIKH.
dakropsl, 00ycIaBIMBaIONIIEe KOHKPETHBIE TPEOOBAHHS K 3aIIUTE, 00YCIIOBICHHBIC
cnenu@UKON aBTOMAaTH3MPOBAaHHON 00pabOTKH HH(POPMAIIHH.

Knaccugukaius tpeboBaHui K CpeCTBaM 3aIUThI HHPOPMALIUH.

. TpeboBanus K 3a11KTe, ONPEAEIIEMbIE CTPYKTYpPOil aBTOMaTU3UPOBAHHOM CHUCTEMBI

00pabOTKM JTaHHBIX.
TpeboBanus k 3amure, 00ycaaBiIMBaeMble BUIOM 3alUIIaeMOil HHPOpMAIIIH.
TpeboBanus, oOyciiaBnuBaeMbie, B3aUMOACHCTBHEM IMOJIB30BATENS C KOMILJIEKCOM
CPEICTB aBTOMAaTHU3aLl1H.
Crannapt CIIA «Kpurepuu onieHKH rapaHTUPOBAHO 3alTUIIICHHBIX BEIYUCIUTEIBHBIX
CUCTEM B MHTepecax MUHHUCTEpcTBA 000poHBI CIIIAY». OCHOBHBIC MOJIOKECHHUS.
PykoBonsmem noxkymente ['octexkomuccuu Poccun «Knaccuduxarms
ABTOMATHU3MPOBAHHBIX CHCTEM U TPEOOBAHUH MO 3aIIUTe HHPOPMAIIUI, BHITYIIICHHOM B
1992 rony. Yacts 1.
Kraccpl 3anuieHHoCTH CpeicTB BEIYUCIUTENFHOM TEXHUKU OT HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

no meme «Buovl UHPOPMAYUOHHBIX YePO3»
Jlaiite onpeneneHne MoHITHI «YyTpo3ay», «YSI3BUMOCTb» U «aTaKay.
Kaxkue knaccudukanuonnsie cxemsl yrpo3 b Bam u3BecTHBI?

IIepeuncinure ucroynuku yrpos Ub.
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4. Ha3zoBuTe KaHabl IPOHUKHOBEHNUS B aBTOMAaTU3MPOBAHHYIO CUCTEMY U YTEUKH
uH(popMaLuu.

Kakue ¢akTopsl Jiexar B 0CHOBE (POPMUPOBAHUS MOJEIIN HAPYLIUTENS?
KakoBsl 1ienu pazpa®oTku Mojienelt yrpo3 1 HapyIuTenei?

B uem pazHuna Mex1y HapyIUTENIEeM U 3J10yMBIIUIEHHUKOM ?

® =N @

OyHKIMY 1 3312491 3amuThl HHpopMari. OCHOBHBIC TIOJIOKECHUSI MEXaHIU3MOB
HETIOCPEICTBEHHOH 3alIUTHl M MEXaHU3MBI YIIPABICHUS MEXaHU3MaMU
HEMOCPECTBEHHON 3aIlIUTHI.

9. Metoas! popMupoBaHUs QPYHKIUH 3aIUTHI.

10. CoObITHSI, BO3HUKAIOIIKE TPU (POPMHUPOBAHUH (PYHKLIMNA 3a1UTHI.

no meme « Mngopmayuonuas 6e30nacHocms 8 KOMNbIOMEPHBIX CEMAX»
B 4eM 3akirodaeTcsi OCHOBHAs MPUYMHA MPEIOCTABICHUS CIIYKO MMOJIb30BaTENsAM?
[Touemy cucTemMbl, K KOTOPBIM OCYILIECTBIISIETCS JOCTYI U3 BHEILIHEH Cpe/ibl, HE MOTYT
I10JIb30BaThCS IIOJHBIM JJOBEpUEM?
ITouemy nporokos ICMP sBnsieTcst BaXKHBIM KOMIIOHEHTOM CETH?
CKOJbKHMM BHYTPEHHUM CHCTEMaM pasperiaercs ucrosb3oBarb NTP B untepHere?
Mo>xHo 5 paccmaTpuBath ncnoib3oBanue SSH kak peanuzanuio VPN?
[Touemy nmonp3oBarensckue VPN TpeOyroT cTporoit ayreHTudukanun?
Moxet i1 mudpoBaHue MOJHOCTHIO 3AIUTUTH JaHHbIE, NiepeaaBaeMble yepe3 VPN.
C gyeM HEOOX0MMO KOMOMHHPOBATH TIOJIUTUKY, YTOOBI 0OecrieunTs O6e3onacHocTs VPN?

SIBnsieTCst M OJIMH U3 TUIIOB MEKCETEBBIX IKPAHOB 00Jiee 0€30MaCHBIM, HEXEIIH IPYTOii?

. UTo MexkceTeBoi SKpaH MPUKIAAHOIO YPOBHS MO YMOIYAHUIO J€JIaeT C BHYTPEHHUMU

aapecamu?

B 4em cx0/ICTBO MEKCETEBOT0 3KpaHa ¢ (PUIbTpAIME TAKeTOB U MapipyTH3aTopa?
no meme «lIpoepammno-annapamuoe obecneuenue UHGHOPMAYUOHHOU OE30NACHOCTUY
[TonsiTue yrpo3sl 0€30MacCHOCTH KOMITBIOTEPHOM CUCTEMBI. METO bl «B3JI0MaY
KOMIBIOTEPHBIX CUCTEM.

3amuTa KOMITBIOTEPHOW CHCTEMBI OT «B3JIOMay. [IporpaMMHBIe 3aKIIaIKu.

MeTo eI yHHUTOKEHUST HHPOPMAITUHU, XPAHUMOHN Ha SHEPrOHE3aBUCUMBIX HOCHUTEIISX.
YpoBHHU cTenIeHEN HAIE)KHOCTH.

3amuTa nmporpaMMHoro obecredenus. [IpeBeHTHBHBIC MEPHI 3AIIUTHI.

3amuTa mporpaMmHoro obecreuenus. CpeacTBa COOCTBEHHOM 3allUTHI.

3amuTa mporpaMMHOro obdecredeHus. CpeacTBa 3Tl B COCTaBE BRIYMCIUTEIIEHON
CHCTEMBI.

3a1u1/1Ta IporpaMMHOro obecrncycHUsI. Cpe,[[CTBa 3allIUTHI C 3alIpOCOM I/IH(bOpMaLII/II/I.
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3amuTa mporpaMmHoro obdecredenus. CpeacTBa aKTHBHOW 3alUTHI.

3ammra nporpaMMHOTO obecnieuenus. CpencTBa MacCHBHOM 3aIUTHI.

TexHomorus 3ammThl HHOOPMAIIMK HA OCHOBE: 3JIEKTPOHHBIX KIIIOUCH, CMapT-KapT,
MEPCOHANTBHBIX UICHTHU(PHUKATOPOB.

[TprHIMIIBI ¥ METOBI CO3AAHUA 3ALIMIIEHHONW ONEPALIMOHHON CUCTEMBI.

Ienu u cpenctBa 3ammThl nHGOpMaIuu. TUnUIHBINA HA00p QYHKIIMOHATBHBIX IMOJCUCTEM.
OCHOBHBIE IPUHIIMIIBI Opranu3anuu 3anmTtel nHGopManuu ot HCJ n obecrieuenus ee

KOH(I)I/II[GHI_II/I&HLHOCTI/I.

no meme «Kpunmozpaghuueckas sawuma ungopmayuuy
Uro sBisierca npenMerom Hayku Kpunrorpadus
[TepBas mpakTuyeckas peanuszanus KpUnrorpaduu ¢ OTKPhITHIM KIFOUOM
Hcnonb30Banue B KpUITOTPaGUH MOJIEIN OTKPBITOTO TEKCTA, YUUTHIBAIOIINE 3aBUCUMOCTh
OyKB TEKCTa OT MPEIbIIyIInX OyKB.
B dem coctout npunnunuanbHoe otianyue HoBoro ctangapta ['OCT P 34.10 — 2001 na
anroput™ ¢opmuposanus u rnposepku DI ot craporo 'OCT P 34.10 — 1994.
OcnoBnoii npuniun Keprogddca.
Yro moHUMAETCS MOJ KpUIITOrpahUIeCKUM MPOTOKOJIOM
B yem coctout kpunrorpaduyeckas 3agadya 00ecrnedeHus s eJI0CTHOCTH.
Mertozpl ¢ 11enbI0 o0ecnedeHus: ay TeHTU(DUKAUT
no meme « Opeanuzayuontoe obecneuerue 3auumsi UHGoOpMayuu»
Mozens 3aIUThl CHCTEMBI C TIOJIHBIM NMEPEKPBITHEM.
PexoMenaanuu mo MCroib30BaHUIO MOJIENIEH OLIEHKH YS3BUMOCTH MH(POPMAIIH.
Jlony1ieHus B MOJEIISAX OLIEHKH YSI3BUMOCTH MH(OPMALIHH.
Mertoab! onpeaenenus TpeOOBaHUH K 3amuTe HHPOPMALIUH.
daxTopsl, 00yClaBIMBAIOLIIE KOHKPETHbIE TPEOOBaHUS K 3alUTe, 00YCIIOBICHHBIE
crien(pUKO aBTOMaTU3UPOBAHHON 00pabOTKKH HH(POPMAIINH.
Knaccugukamus tpeboBaHui K CpeACcTBaM 3aIlUThl HHPOPMALIUH.
TpeboBanus K 3a1UTe, ONPEALIIieMble CTPYKTYPOil aBTOMAaTU3UPOBAHHON CHCTEMBI
00paboTKHU JaHHBIX.
TpeGoBanus k 3amure, 00yclaBIMBacMble BUOM 3allIUIIAeMON HHPOPMAIIH.
TpeboBanusi, 00yciaBiInBaeMble, B3aMMOICHCTBUEM MOJIB30BATENSI C KOMIIJIEKCOM CPEZCTB
aBTOMaTH3allUH.
no meme «HMuoceneprHo-mexnuyeckoe obecneuerue 3auumsl UHGOPMayuu»
Crpareruu 3amuThl UHGOPMALIUH.

CrniocoObl 1 cpeicTBa 3aIUThl HHPOPMALIUH.
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CrniocoObl «aOCOIIOTHON CHCTEMBI 3AIIUTHD).

ApXUTEKTypa CUCTEM 3aIIUThl HHPopMaruu. TpeboBaHuUs.

OO011eMeT010JI0OTHYECKUX TPUHLUIIOB APXUTEKTYPhl CUCTEMBI 3aLUTHI UH()OPMALHH.
[TocTpoenue cpeAcTB 3aMTHl HHPOPMALIUU.

SInpo cucTeMsbl 3alUTHI.

CemupyOesxHasi MOJIETTh 3aIUTHI.

no meme « Cucmemvl ynpasnenus uH@opmMayuoHHoU 6e30nacCHOCMbIOY
AHanu3 pucKkoB
[TonuTuka nHGOPMaIMOHHOMN O€30MacHOCTH
Konuenuus napopmaoHHOH 0€30MacHOCTH
Joctyn B uadopmarronssie cuctemsl. [lonuTtka nocryna. @uzndyeckuii JOCTyI.
IlocTpoenue cetu. Y najleHHBIN AOCTYIIL.
WHIMIeHTHl. AKTUBBL, 9TO TPeOYEeTCs 3alUTHTb.
Mepsi 6e30macHocTu B kKonTekcte ISO 27001
O¢(HekTUBHOCTh MPUMEHSAEMBIX METOJIOB 0oOecrieueHus1 0€30MacHOCTH
AJIMUHUCTPATHBHBIN YPOBEHb 3alIUTHI HH(GOpMAIMK. 3aaul pa3IMYHbIX YPOBHEH
yIOpaBJeHUs B pELUICHUH 3a/1a4k oOecrieueHus: THPOPMaAIMOHHOM 0e3011acHOCTH.
[TponierypHbIit ypoBeHb 0OecieueHus: 0e30MacHOCTH. ABTOpU3aALM 110JIb30BaTeNEH B

MH(POPMALIMOHHON CUCTEME.

no meme ((OPZCZHLBCZL;MOHHOQ ynpaejeHue uHL;u()eHmamu qu)OpMdquHHOﬁ he30nacHOCmbIO»

1.

2
3
4.
5
6

[TonsiTue nHIUAEHTAa HHPOPMALTMOHHON 0€3011aCHOCTH

Mecro ynpaBieHus: HHIMACHTAMH B 0011el cucteMe HH)OpMaMoHHON 0e3011acHOCTH
Oco0eHHOCTH yTpaBiIeHHs COOBITUSIMU 0€30MaCHOCTH

[Tpouieaypa ympasiieHust ”HGOPMAITMOHHOHN 0€30MacHOCTH

VYeTpaneHue NpUYMH U MOCIIEACTBUM COOBITHS, €T0 pacciieZlOBaHNe

HpeBeHTI/IBHI)Ie MEPbI, USMCHCHUA CTAaHAAPTOB W JIMKBHUAAIUA HOCJ'IC,Z[CTBI/Iﬁ

HpOMe)KyTO'—IHaﬂ aTTrecranms.

Ilepeyenb NpUMMepHBIX TeM JJIsI KYPCOBOil padoThI

HaunmenoBanne o0bekTa 3amuThl HHGOPMAIIIH:

AT A

Komnbrorep, xpaHsuuil KoH(UASHINATBbHYI0 HHPOPMALIUIO O COTPYIHUKAX IPEATIPHUSITHUS.
Komnbrotep, XxpaHsmuil KoH(pUASHINATBHY0 HHPOPMALIKIO O pa3padoTKaxX MpeInpusTHs.
Marepwuassl 1715 ciyeOHOTO MOJIb30BaHUS Ha TBEPIBIX HOCUTEISIX B IIPOU3BO/ICTBE.
OaMHOYHO CTOAILIMI KOMIIbIOTEP B OyXTaJaTepuu.

Cepsep.

[TouToBHBIl cepBep.
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Be6-cepsep.

KomnreroTepnas cetb Axkanemun.

OnHo paHroBasi JIoKanbHas ceTh 6e3 Bbixoqa B IHTepHET.

OnHo paHroBasi IOKalbHAsI CETh C BBIXOJIOM B MIHTEpHeT.

CeTb C BBIJICJIICHHBIM cepBepOM Oe3 Beixona B IHTepHET.

CeTb C BBIJICJICHHBIM CEPBEPOM C BBIX0OJ1a B IHTEpHET.

Tenedonnas 6a3a gaHHBIX (coleprkaias ¥ HHPOPMAIIUIO OTPAHMYCHHOTO ITOJIb30BaHUS ) B
TBEPAOH KOMHH U HA DJIEKTPOHHBIX HOCUTEIISIX.

Tenedonnas cerb.

CpencTBa TenekoMMyHHUKaUU (paanoTeacdoHbl, MOOWIbHBIC TEICHOHBI).
bankoBckue onepanuu (BHECEHHUE JICHET Ha CUET U CHATHUE).

OHepaI_II/II/I ¢ 0AHKOBCKUMHU IJIACTHKOBBIMH KapTO4YKaMH.

Cnucok BONPOCOB /IJisl MOATOTOBKH K 3a4eTy
[TpoGaemMbl HHGOPMAIIMOHHBIX BOWMH M MHPOPMAIIMOHHOM 0€301MacHOCTH 001IeCTBa.
[TonsiTie nH(pOpMAIIMOHHOMN 0€30MaCHOCTH U €€ COCTABIISIOLINE.
YpoBHU HHPOPMAITMOHHOHN 0E30MACHOCTH.
Crparerun obecrieueHus 3alIUThl UHPOpMAIUH.
HopmaTtuBHO-ipaBOBBIe OCHOBBI HMH(pOpMaNMOHHONH Oe3omacHocTd B P®. Cranmapthl
MH(POPMALIMOHHOM 0€30MacCHOCTH.
TpeboBanus Oe3omacHOCTH K WHGOPMAIMOHHBIM cucTeMaM. JIOKYMEHThI TIO OIICHKE
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM B PD.
CranaapTsl HHOOPMALIMOHHON OE30MACHOCTH PACHPEICIIEHHBIX CUCTEM.
Knaccel yrpo3 nHpopmMannoHHoM 6€301MacHOCTH.
Kananbl HeCaHKIIMOHMPOBAHHOTO JOCTYTIA M YTEUKU HH(POPMAITUH.
Haubonee pacnpocTpaHneHHBIE YTPO3bl HAPYIICHHS TOCTYITHOCTH WH(POPMAINY, HApyIICHHS
LEJIOCTHOCTU ¥ KOH(UIEHIINAIBHOCTH UH(OPMALIHH.
OcobenHoctu obecrieyeHuss HMHGOPMAIMOHHON O€30IMaCHOCTH B KOMIIBIOTEPHBIX CETSX.
CeTteBble MO/IEH TIEpeau NaHHBIX. MOenh B3aUMOACHCTBUS OTKPBITHIX CUCTEM.
Krnaccudukanus y1aaeHHBIX YIPO3 B BBIYHCIUTEIBHBIX CETAX. THIIOBBIC yIaJICHHBIC aTaKu U
UX XapaKTePUCTHKA.
BpenonocHble mporpaMMbl ¥ aHTUBUPYCHBIE TTPOTPAMMBIL.
Wnenrudukanys u ayreaTudukanis. MeToasl pasrpaHHYeHUs TOCTYyIIA.
Perucrpanus u ayaut coObITHIA HHOOPMAIIMOHHBIX CHCTEM.
MesxceTeBoe SKpaHUPOBAaHHUE.

Texnonorus BUPTYaJIbHBIX YaCTHBIX CETeH.



18. CuMMeTpuYHbIE CUCTEMBI IH(PPOBaHUSA. ACCUMETPUYHBIE CUCTEMBI MM (PPOBAHUSI.

19. DnexkTpoHHO-IU(PPOBAS TOITUCH.

20. YmpaBnenue kpuntorpadhuueCKUMH KIH0YaMU.

21. 3ajavya opraHM3alMOHHOrO 00ECIeUeHHs 3alUThl HH()OPMALHH.

22. Ananu3 W oOlleHKa yrpo3 WHGOpManMoHHON Oe3omacHocTH o0BekTa. OreHka yiepOa
BCJIE/ICTBHE IPOTUBONPABHOTO PACKPHITUS HH(OPMALIUH.

23. Cityx0a 6e3omacHOCTH 00bekTa. Opranuszanus u ooecreyeHue pexxuMa CEKpEeTHOCTH.

24. 3amuTa nHGOPMALUY IPU aBAPUSAX U UHBIX SKCTPEMAJIbHBIX CUTYALHSIX.

25. OGecrieyenne  3am|Thl  MHGOPMALMKM  TpPU  OCYLIECTBICHHHM  MEXIyHAPOTHOTO
COTPYIHUYECTBA.

26. Knaccuduxkanuss MeTOJOB U CPEJICTB MHKEHEPHO-TEXHUUYECKOW 3alUThl MHPOpPMALUU U
00BEKTOB UH(POPMATUIALHH.

27. MeTo/pl 3a1IUTHl HHPOPMALIUH CTICUATIEHBIMU CPEACTBAMH.

28. ApxuTekTypa cUcTeM yHnpaBieHUs] HHPOPMAIIMOHHON 0€301aCHOCTBIO.

29. IlpuHnunel yrnpasieHus HHPOPMAIMOHHON 6€301MacHOCTHIO.

30. Cranmaptsl B 001acTH MeHeKMeHTa HH(OpMAaIMOHHOM Oe3omacHocTH. CepTudukaims
CHCTEM YIpaBIeHUS WH(POPMALIMOHHOHN 0€301MacCHOCTHIO.

31. Meronbl 0OHapy>KE€HUSI HHIIUIEHTOB.

32. YupasieHue HHIMACHTAMH HHHOPMAIIMOHHON 0€301acHOCTH.

33. Ouenka 3()()eKTUBHOCTH pearupoBaHMs HA UHIUCHTHI.

[lopsimox mpoBeAeHHs TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U MPOMEXYTOYHOU
aTTecTaluy Mo AUCUMIUIMHE 1 uHBanuaoB u jaun ¢ OB3 mpenycmotpen Ilonoxkenuem o

TEKYIIEM KOHTPOJIC YCIIEBAEMOCTHU U HpOMeX(YTOHHOﬁ aTTeCTalun 06yqalomnxcs;.

10. PECYPCHAS COCTABJISIIOLIASL

Jnis mpoBeneHus 3aHATUI JIEKIIMOHHOTO THIA MO JAHHOW JUCHIUIUIMHE HCIIONB3YIOTCS
ayIUTOPHH C MEIMa-000pyI0BaHUEM (IIPOCKTOP, IKpaH, HOYTOYK) ¥ yueOHOU MeOebIo.

Jlns mpoBeneHus 3aHATUNA CEMUHAPCKOrO TUMa (MPaKTUYECKUX 3aHATHI) MO JaHHOM
JTMCUUIUIMHE UCTIONB3YIOTCS KOMIIBIOTEPHBIE KIIACChI, OCHAIICHHBIE KOMITBIOTEPAMHU C JIOCTYTIOM
B MHTEpHET 1 HEOOXOAUMBIM IPOTPaMMHBIM 00€CIIEUEHHUEM.

s camocrosiTensHOM  PabOTHl  OOYyYarOIIMXCS MCIOJIB3YeTCs TMOMEUIeHHe s
CaMOCTOSITENIbHOM paboThl 00yyaromuXxcs, OCHALIEHHOE KOMIIBIOTEPaMU € HEOOXOAMMBIM
IPOTPAaMMHBIM 00€CIICYeHHEeM M JIOCTynoM B WHTEpHET M 3JIEKTPOHHYI0 HH(OPMAIOHHO-

o0pa3oBaTenbHYyIO Cpeay By3a.



Jliss  mpoBeneHHsI KOHTPOJISI CaMOCTOSITENIBHOM paboThl TO JAHHOW JTUCITUILIMHE
HCTIOJIB3YIOTCS KOMITBIOTEPHBIE KJIACCHI, OCHAILICHHBIE KOMITBIOTEpAMH C 10CTYyIIoM B MHTEpHET
1 HEOOXOAUMBIM IPOrPAMMHBIM 00€CTIEYCHHEM.

Jns mpoBeieHHs TEKYLIEro KOHTPOJIA YCIIEBAEMOCTH U IPOMEKYTOYHOM aTTECTALHUU 11O

HaHHOﬁ JAUCHUIUIMHE HCIIOJIB3YIOTCA KOMIIBIOTCPHBIC KJIACChbI, OCHAIICHHBLIC KOMIIBIOTCPpAMH C

AOCTYIIOM B I/IHTepHeT n H€O6XO}II/IMLIM mporpaMMHBIM o0ecIreyeHHEM.

Hepequb JIMOCH3WMOHHOTO IIPOIrpaMMHOTI'0 obOecreyeHus

Ne
u/n HanmeHnoBanue Tun pecypca
) Cy6munen3nonnsiii foropop AO «CodrJlaitn
1 Microsoft Office Tpeiia» Ne /131 or 10.07.2020. Cpok neiicTBus
JIOTOBOPA U JIUIIEH3UH - OECCPOUHBIN
‘ ‘ (nuuensuonHoe cornamenue Microsoft - Open
2 Microsoft Windows Value Subscription s pemenuii Education
Solutions NeV8265046)
Koncynprantllntoc - cipaBouHo-
IIpaBOBasl CUCTEMA JInuensuonuslit forosop OOO "KoHcynpTaHT
3 «KommeHnTapuu [Tmroc TonbstTu" goroop Ne251 ot 01.01.2023
3aKOHO/IaTENbCTBA» CETEBAst (;muneH3us GeccpovHasi, J0TOBOP €KETOTHO
(cmapT1-koMIuieKT ONTUMAIBHBIA | TIPOJITICBAEMBIHA )
- OT€YECTBEHHOT'O IPOM3BO/ICTBA)
Antusupyc Kacnepckoro 10 ans
Windows Workstations CyO6muuen3uonnsiii foroBop AO «CodrJlaitn
4 (Kaspersky Endpoint Security'mm Tpeitn» norosop Ne291/Tr ot 28.12.2021, cpok
Ou3Heca — cTaHmapTHBIM Russian | geiictBus morosopa go 11.02.2024 (250-499 Node
Edition, oTeuecTBeHHOTO 2 year Educational Renewal License)
MIPOU3BOJICTBA)

Ilepedyenn ¢cB00OHO paCIIPOCTPAHSIEMOI0 IPOrPAMMHOI0 o0ecreYeHust
1. Bbpayseps! Yandex, Google Chrome.
2. Koncynprantliitoc — WHTEpHET-BEpCHsl TOCTOSIHHO JOCTYIHOW CIPaBOYHO-IPABOBOM

CHUCTCMbI OTCHYCCTBCHHOT' O ITPOU3BOACTBA.

B cootBercTBun ¢ Ilonoxxernuem o CO3aHuHn CIICHHUaJIbHBIX yCJ'IOBI/Iﬁ I UHBAJIMJOB U

may ¢ OB3  uHbopMannmoHHO-TeXHOJIOTHYECKass 0a3a  oOpa3oBaTeabHOro  Ipoliecca

MpelyCMaTPUBAET HCIIOJIb30BAHUE MAaTePUATBHO-TEXHUYECKHX CPEICTB C YUETOM Pa3IUYHBIX
HO30JI0THiT nHBaIMI0B 1 aull ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas uTEpaTypa

KoaunuecTBo B

Ne Bbubnauorpaduueckoe onucanue Tun uzganus
0nbdIMoTeKe
Bbapanosa, E. K. Unudopmarrionnas 6e30macHoCTb U 3aUTa | yuebHOoe mocodue 9bC
uHpopMmarmu : yaeonoe mocobue / E.K. bapanosa, A.B. 3HaHUYM

babam. — 4-e u3a., nepepad. u gorn. — Mocksa : PUOP :




NH®PA-M, 2022. — 336 c. — ISBN 978-5-369-01761-6. -
URL: https://znanium.com/catalog/product/1861657

3amuTa naGOpManmu : yaeoHoe mocooue / A.IT. XKyk, E.II.
Kyk, O.M. Jlenemkun, A.. TumokuH. — MockBsa :

PHOP : THOPA-M, 2023. — 400 c. — ISBN 978-5-369- | yueGHoe mocobue 3H2§§yM
01759-3. - URL:
https://znanium.com/catalog/product/1912992
11.2 JlonosiHuTE/ILHAS JINTEPATYPA
1. Wndpopmammonnsiii mup XXI Beka. Kpunrorpadpus — ocHoBa wuH(MOpMAIIMOHHOM
0€30MacHOCTH: METOJMYECKOe PYKOBOACTBO / mox ped. D. A. bonemoBa ; MockoBckuii
rOCY/IapCTBEHHBIN TEXHUYECKUI YHUBEPCUTET IpakJaHCKOM aBUalMU. - 4-¢ u3a. — Mocksa:
W3narenscko-Toprosas kopropauus «lamkos u K°», 2020. — 126 c. - ISBN 978-5-394-
03777-1. - URL: https://znanium.com/catalog/product/1081675
2. Bacwibkos, A. B. be3onacHocTs U ynpaBiieHHE JOCTYIIOM B MH()OPMAIIMOHHBIX CUCTEMAX :
ydyebHoe nmocooue / A.B. BacmibkoB, U.A. BacunpkoB. — Mocksa : @OPYM : UHOPA-M,
2022. — 368 c. — ISBN 978-5-91134-360-6. - URL:
https://znanium.com/catalog/product/1836631
3. Kosanes, /1. B. Undopmanmonnas Oe3omacHocTh: YueOHoe mocobme / Komaner /I.B.,
borganoBa E.A. - PocroB-nHa-Jlony:lOxHblii denepanbubiii yauepcurer, 2016. - 74 c.:
ISBN 978-5-9275-2364-1. - URL: https://znanium.com/catalog/product/997105
Iepuoanyeckue u3IaHusi
1. OTKpBITHIE CHUCTEMBI. CYBJ : JKypHal. - URL:

http://dlib.eastview.com/browse/publication/64072

11.3 CoBpemenHbie npogeccuoHaIbHbIe 0a3bl JaHHBbIX, THPOPMAIMOHHbIE

ClIpaBOYHbBIC CUCTEMBI, 3JICKTPOHHLIC 0n0JIHMOTEeYHbIE CHCTEMbI

1. ZNANIUM.COM: snektpoHHO-Oubnuoreunas cucrema. — URL: http://znanium.com.

2. IPR SMART (IPRBooks.ru): anexkrponHo-6ubnmoreunas cucrema. — URL:
https://www.iprbookshop.ru/.

3. eLIBRARY.RU: nayunas snexkrponnas o6monuorexa. — URL: https://elibrary.ru.

4. OnextponHas 6udanoreka TAY. — URL : http://83.234.207.58/MarcWeb2/Default.asp.

5. UBHUC (East View) : 6a3a naHHbIX nepuoanueckux m3ganuid. — URL:
https://eivis.ru/browse/udb/12.

6. KoncynpraHT mitoc: cipaBouHo-nipaBoBas cuctema. — URL: http://www.consultant.ru; T:\
consultantplus\cons.exe.

7. Polpred.com O630p CMMU: arenTcTBO A€10BOI nHpOopManuu. - https://www.polpred.com

8. VYuusepcurerckas nunpopmanuonnas cucrema POCCUSA (YUC POCCHUS). — URL :

https://uisrussia.msu.ru/index.php


http://dlib.eastview.com/browse/publication/64072
https://znanium.com/catalog/product/997105

9. HBOUKOH: apxuB HayuyHsIx xypHaioB. — URL: http://neicon.ru

12. METOAUYECKHUE YKA3AHHMA JJId OBYYAIOIIUXCA IIO0 OCBOEHHUIO
JUCIUITJIMHBbI

Hucuunnuna  «MHpopmanmonHass ~ 0e30macHOCTB» — IpenroyiaraeT  MOCEHICHHE
o0yyaroIlMMHUCs ~ JIeKIMH, BBIOJHEHHWE  INPAKTHUECKUX  3afJaHui, OoibiIoil  00BbeM
caMOCTOSITeNbHOM paboThl. [lo nucnMIIMHE NOMUMO TPAAMLIMOHHOM JEKIMH, Ha KOTOPOM
IIpernoAaBaTe/b  OCBELIAET KIIOYEBBIE BONPOCHI TEMbI, TAKXKE€ IMPOBOJATCA:  JIEKLMS
MH(GOPMALlMOHHOTO  XapakTepa, Ipeanosnaratoniass  OOBACHEHUS  IMpenojaBaTess ¢
WUIIOCTPaTUBHBIM HU3JIOKEHHEM MaTepuana. Ha nexkuusax npenogaBaTesb MOXKET NPOBOJUTH
YCTHBII OIPOC B LENSAX BBIICHEHHUS CTENEHU YCBOEHMS MPEAbIAYLIEr0 MaTepuana, a TaKxkKe
MPEIOoNaraeTcsl BBICTYIUICHHE OOYYaIOUIMXCsl C JOKJIAJaMH IO OTAEIBHBIM TEOPETHUECKUM
Bonpocam. JlanHble popMbl pabOThI SBISIOTCS 3JIEMEHTAMH TEKYLIEr0 KOHTPOJISL U OLIEHHUBAIOTCS
npenogasareneM. Bce 3To  mpeamonaraeT MOATOTOBKY M CaMOCTOSITENIBHOE  HM3YUYEHHE
00yYaroIuMHCs TEOPETUYECKOr0 MaTepraa o 3asBJICHHOM MpernoaaBaTesieM TeMe.

BrimonnenHsie mpakTuyeckue paboThl IPOBEPSIOTCS MpenogaBaTeIeM HeoCPEICTBEHHO
B ayauTopuu Ju0O0 OJHMM M3 CJIEAYIOIUMX CHOCOOOB: COXpaHEHUE B AJIEKTPOHHOMN
MH(POPMALIMOHHO-00pa30BaTEJIbHON Cpefie, OTIPaBKa MPEnoaBaTeIio Ha MMOYTOBbIHM Amuk. [lpu
OTIpaBKE IPENoJaBaTeii0 BBIMOJIHEHHOH padoThl MO MouTe OOydaroleMycst —CledayeT
obecrieunTh JTUYHYIO HaeHTH(uKanuio. Kak npaBmiio, B TeMe WM TEKCTE MHChMa YKa3bIBaeTCs
kypc, ®UO obyuaromierocs, TMCUUILUIMHA, TEMa, IO KOTOPOIl BhIMoiHEHa paboTel. HekoTopeie
IIPAaKTUYECKHUE 3a/laHusl HE MOTryT OBITh CIeNlaHbl TOJIBKO B paMKaxX BBIJCIEHHOIO oObemMa
KOHTAaKTHOM pPaboOThl (B ayIUTOPUH) U «JOJEIBIBAIOTCS» B Yachl CAMOCTOSITEILHONH pabOTHI.
Cnaua Takux pabOT Ha MPOBEPKY OCYILECTBIISCTCS TEMHU K€ CaMbIMHU CIOCOOAaMH, YTO U IO
OKOHYaHHUH MPaKTUUYECKUX 3aHATHH. Pe3ynbTaThl MPOBEpKU BBIMOIHEHHBIX pabOT AOBOASTCS 10
CBeJIeHUs 00y4aroLerocs BO BpeMs ayAUTOPHbBIX 3aHATHI u/nnu B yacel KCP.

B xone ocBoeHUs IUCHMILIMHBI 00yYaroluecs MPUMEHSIOT U3yYeHHbIE MaTepuallbl JUIs
MOJICIIMPOBaHMsT MH(POPMAIIMOHHON O€30MacHOCTH KOHKPETHOro oObekTa. Tema KypcoBoit
paboThl BBIOMpAETCs OOyYaroIIMMCS M3 CIUCKA TPEIJIOKEHHBIX IIperojaBareieM, JTu0o
oOyuaromuiicst mpemiaraer cBoro TeMmy. KypcoBas paGoTa COCTOMT H3 TEOPETUYECKOTO
ucclieloBaHus B (OpMe 3Ccce Ha OINpPENeNICHHYI0 TeMy U peIIeHHE 3a]aud, MOATBEPKAAI0LICH
MOJTyYeHHBIE KOMIIETEHIIMU 00yYaromuMcs 1o u3ydaeMoii nucrurminae. Coaepikanue KypcoBoit
paboThl JOHKHO CBHJETENBCTBOBATH O JOCTATOYHO BBICOKOW TEOPETHUECKOH MOJATrOTOBKE
00yyYaroIerocst 1 0 HAJIM4UU y aBTOpa HEOOXOJUMBIX 3HaHUH 10 TeMe paboThl. PaboTa nomkHa

UMETh TMPaBUIBHO COCTAaBJICHHYIO OMONHMorpaduio, JOTHYHYI CTPYKTYpPY, OOECIEUMBAIOIIYIO



packpbiTue Tembl. KypcoBas pabGoTa [gopKHA ObITh HamKMCaHa TI'PAMOTHO, XOPOLIUM
JUTEPATypHBIM W NPO(ECCHOHAIBHBIM  SI3BIKOM, HMETh  NPaBWIBHO  O(OPMIICHHBIN
MHCTPYMEHTANbHBIN amnmapar. B Teopernueckoil yactu KypcoBOM palOTHI ClieqyeT Omucarh
COBPEMEHHOE COCTOSIHUE IMpoOsieMbl MH()OPMALMOHHONW O0€30IacHOCTH B IIEJIOM, PE3yJIbTaThl
aHaJM3a COCTOSHUS OOBEKTa 3alUThl, MOTCHUHATbHBIE yrpo3bl. CojepkaHue 3TOM yacTu
JOJDKHO TI0Ka3aTh CTEMEHb O3HAKOMJICHHMSI OOYyYalolerocsi ¢ IOCTaBJICHHOW MpoOieMol u
COBPEMEHHBIM Hay4YHO-TECOPETHUYECKUM YPOBHEM HCCIIEJOBAaHMI B JTaHHOW 00JacTH, a TaKxke
yMeHue paboTaTh ¢ (PaKTHYECKMM MaTepuanoM, CKaTo M apryMEHTHPOBAHHO (OPMYIMPOBATH
3aJjaud U pe3yJbTaThl MCCICAOBAaHMNA M JaBaTh OOOCHOBAHHBIE PEKOMEHJAIMH MO PEIICHUIO
BBISIBIICHHBIX MpOoOJieM. B mpakTuueckoil 4acTh JODKHBI OBITh TPUBENEHBI KOHKPETHBIC
MepOonpUATHs 110 HHPOPMAITMOHHOHN 3amuTe o0bekTa. O0beM KypcoBOH paboThl cocTaBisieT 30
— 35 crpanuu.

JInsi  BBIMONMTHEHHsT KypCOBOM pabOTBl M CaMOCTOATENBHOW paboThl 1O JaHHOM
JUCLMIUIMHE B JOMAIIHUX YCIOBUSX (3a mpenenamu AkazemMuu) oOydaroleMycs HEOOXOoAuM
MePCOHAJIHBIN KOMIIBbIOTEp (TUIAHIIET) M MaKeT MPUKIAIHBIX mporpamMm Microsoft Office (ne
Hwke 10 Bepcun). KoHcynbTanuu 1no BBHIOJHEHUIO MPAKTUYECKUX PabOT U KypcOBOM paboTHI,
o0CyX/IeHue JOMyIIeHHBIX OomMOoK ocymecTBisiercs Bo Bpems KCP na xadenpe npukiamHon
MH(GOPMATUKU WM B ayJUTOPHHU 110 pacnucaHuio. KoHCyabTallMu MOTYT OCYIIECTBIISATHCS TaKxKe
MOCPEICTBOM  acHMHXpoHHOro  (moura, OWOC) wu  cuHXpOHHOTO  (zZoom,  CETH)
KOMMYHHUKAIIMOHHOTO  B3aUMOJICMCTBUS IO  NIpPEABApUTEIbHONM  JOTOBOPEHHOCTH  C
IIpernoaaBaTesieM.

[lo oxOHYaHWHM AUCHUIUIMHBI OOYYaIOIMIMICS JOJKEH 3alIUTUTh KYypCOBYIO PpPaloTYy:
MpeICTaBUTh O(OPMIICHHYIO MOSICHUTENBHYIO 3aIIUCKYy W OTBETUTh Ha BOIPOCHI MPENOIaBaTENsI
10 CylecTBy pa3zpabotku. s cnaum 3ayera o0ydaromemMycss HE0OX0IMMO HOArOTOBUTH OTBEThI

Ha TCOPCTUYCCKHUC BOIIPOCHI K 3a4€TY U TOBTOPUTH PCIICHUC OCHOBHBIX IIPAKTUYCCKHUX 3aJiay.
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