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1. OBLIAA NH®OPMALIUA

Pabouass mporpamma aumcuuuinHbl «MHDOpMannoHHass 0€30MacHOCTHY COCTaBJICHA B
COOTBETCTBUM C TpeOoBaHUAMH (eJepaabHOr0 ToCyJapCTBEHHOTr0 00pa3oBaTeNbHOTO CTaHAapTa
BBICIIIETO OOpa3oBaHus — OakayiaBpuar 1o HampasiieHuto moAroToBku 09.03.03 «IlpuknagHas
uHpOpMaTHKa», YTBEPKIESHHOTO MpukazoM MuUHHUCTepcTBa 0Opa3zoBaHUS W Hayku Poccuiickoit
Oeneparu 19.09.2017 Ne922 (¢ usmeHeHusmMu W jaononHeHusMu ot 26.11.2020, 08.02.2021,
19.07.2022, 27.02.2023), wu y4ebHoro muaHa HampaBieHus noarotoBku 09.03.03 «IlpukmagHas
nHdopmatuka», mnpodwip «Pa3zpaboTrka wu  ympaBieHue web-KoHTEHTOM»  (IporpamMma
OakanaBpuaTa).

Tpynoemkocts aucuumusael: 4 3ET / 144 akamemuueckux uaca, B ToM umcie 44 dyaca
KOHTaKTHOU paboThl 1 100 4acoB caMOCTOSITEIBHON PaOOTHI O0yJarOIIHXCS.

Pacnpenesienne 4acoB TUCUMIIIMHBI IO CeMeCTPaM U BHAaM 3aHATHH (110 y4eOHOMY IUIaHY)

KoanuecTrBo yacoB

Bua y4eoHoii padoThI Bcero 1o CemecTphl
y4eOHOMY
naany 123 |4]5 6 71819

KonrakTHas padora (Bcero): 44 44
B TOM YHCJIC:
Jlekuun 8 8
[IpakTrueckue 3aHsITUA 28 28
Kontpons camocTosiTenbHOM 3 3
pab6otsl (KCP)
CamocrosiTesbHasi padoTa 100 100
B TOM 4HCJIE: KypcoBas paboTa 36 36
Buabl npomekyTo4HOM et
aTrecTalMM (3auem, 3auuma 3auer satra
Kypcoeou pabomuwl) Kgsgg:::l
OBILIASL Yacer: 144 144
TPYA0E€MKOCTh
HEI)CIHI/II[.J'II/IHBI: 3a4. en.: 4 4

2. LOEJIA U 3AJAYU JUCHUITJINHBI

Heab mucuumiIMHbl — GOpMHUpPOBaHUE Y OOyYaromMXcs 3HAHUM B OOJACTH MPUMEHEHHUS
Pa3IMYHBIX CIIOCOOOB 3amUTHl MH(pOpPMAIMK B Web-TPUIIOKEHUSIX W HaBBIKOB IPAKTHYECKOTO
obecrieueHns 3amMThl MHPOpPMAIMU M OE30MacHOTO HCIOJIb30BAHHUS IMPOTPAMMHBIX CPEACTB B
MH()OPMAIIMOHHBIX M  BBIYUCIHUTENBHBIX CHCTEMaX. BoCIUTaTeNbHON II€7bI0  TUCHUTUTUHEI
BBICTYNAeT Pa3BUTHE Yy OOYYAIOUIMXCS HABBIKOB KPUTHUYECKOTO MBIIUICHUS, ITO3BOJISIOLIETO
NOHUMATh  MpoOJieMbl  MH(GOPMAIIMOHHOTO  OOIIeCTBa, OCO3HABaTh PHCKH B  CBOEH

pohecCHOHATLHON AEATEIbHOCTH U €€ COLUANBbHYIO 3HAUUMOCTh, CTPEMUTHCSI HAXOIUTh CIIOCOObI



paspelIeHns] BO3HUKAIOIMNX Mpo0ieM; (popMUpOBaHHE HABBIKOB CAMOCTOSTEIBHON JEATENbHOCTH,

Kak B 00pa3oBaTeIbHOMN, TaK ¥ MPOPECCHOHAITBHOM cdepe.

3agayM AMCHUIINHBI:
® Ppa3BUTh HABBIKM 10 TPUMEHEHHUIO Pa3IMYHBIX CIIOCOOOB 3alIUTHl MHPOpPMAIUU B web-
NPUIOKECHUSX;
e chopMupoBaTh y 00y4arOIIMXCS KOMIIETCHIIMM B 00JIACTH OE30ITaCHOCTH WeEb-TIPUII0KESHHUHA
B cpepe ynpaBieHHs ACITEIbHOCTBIO MTPEIIPUSTHS,
® Ppa3BUTh HaBBIKM NMPUMEHEHUs] CUCTEMHOIO MOJAX0Ja K 0e30MacHOCTH, UH(pOpMATU3ALUU U
aBTOMAaTH3allMU PELICHUs MPUKIAIHBIX 3a]1a4;
® 1aTh MpeJCTaBlIeHUEe 00 MHCTPYMEHTAX MHTEIJICKTYAIbHOTO aHAJIN3a JaHHBIX;
® pa3BUTh HaBBIKM (POpMHpOBaHUS OOOOIIEHHBIX TpeOOBaHWN K Web-TpuiIoKeHno, ero
CTPYKTYpPE U OCHOBHBIM JTAaHHBIM.
3. MECTO JUCIMIIJIUHBI B YYEBHOM IIJIAHE
VYuebnas mucuuruinHa «MHpopManoHHas 0e€30MacHOCThY» OTHOCHTCS K JUCHUIUIMHAM
yactu brnokal. [ducuumimeel (Monxynu), (opMHpyeMOH y4YacTHHKaMH 0Opa3oBaTEIbHBIX
OoTHOIIeHUH. W3ydeHwe naHHOM AUCHUIUIMHBI Oa3upyeTcs Ha MaTepuajie, H3yuYeHHOM B
mucuuiuinHam  «[IporpammHo-anmapatHoe — obecneueHue — I00almbHBIX — ceTei»,  «OOmme
uHpopManmoHHsle TexHoJorun» U «LuppoBoe odecnieueHre nNpodeccnoHaIbHON NeATETbHOCTI,
«OrmepallnoHHBIE CUCTEMBI». 3HAHUS, YMEHHUS U HABBIKH, IPHUOOPETEHHBIC B PE3yJIbTaTe M3yUeHHS
TMCIUTUIAHBL, OyIyT BOCTpeOOBaHBI TPU OCBOCHUHM AMCHUIUIMH «lIpaBOBBIE OCHOBBI CQeEphI
UHQOPMALIMOHHBIX TEXHOJOTui», «lIporpaMMHas WH)XEHEpus» W HANMCAHUU BBITYCKHON
KBaJM(PHUKALIMOHHOMN pabOoTHI.
4. IIJIAHUPYEMBIE PE3YJIbTATbBI OBYUEHUS 1O AUCHUIIJIMHE AJI51
®OPMHUPOBAHUA KOMIETEHIINI OBYUYAIOIIIUXCHA
Pe3ynbraThl OCBOEGHHUS 00pa3oBaTEIbHOM MNPOrpaMMbl (KOMIIETEHLUH OO0YYaroluXcs)
YCTQHABJIMBAIOTCS B COOTBETCTBUM C (efepalbHbIM TOCYJapCTBEHHBIM 00pa3oBaTeIbHBIM
CTaHJApTOM TIO  HANpaBJICHUIO  TOATOTOBKM M  MPO(ECCHOHATBHBIMH  CTaHAapPTaMH,
COOTBETCTBYIOIIMMH MPO(HECCHOHATFHON JACSITEIBHOCTH BBIITYCKHUKOB, a TAK)KE HA OCHOBE aHAIIN3a
TpeboBaHuil paboTojarenei, NpPeabSBIAEMBbIX K BBITyCKHMKaM. IlnaHupyemble pe3ysbTaThl
OCBOCHMS JUCHMIUIMHBI (3HAaHUS, YMEHMS, HABBIKM) COOTHOCSTCS C YCTAHOBJICHHBIMH B
o0pa3oBaTeNbHONW TPOTrpaMMe HHIMKATOpPAaMHU JIOCTH)KEHUS KOMIICTCHIMH, YTO 00ecreunBaeT
dbopmupoBaHne Yy OOydYalOIMMXCs 3aIUIAaHUPOBAHHBIX PE3YJIHTATOB OCBOCHHSI 00pa30BaTEIbHOMN

MIPOrPaMMBI.



Ilnanupyemble pe3yabTaTbl 00y4eHUs M0

Iu¢pp komMnereHuuu HNuaukaTopsl e —

YK-8 -Cnocoben YK-8.3. - O6ecnieunBaet 3HaTh:

CO371aBaTh U IIEPCOHAIIBHYO - HOPMAaTHBHO-IIPAaBOBHIE OCHOBBI
NOJIEP/KUBATh B MH(POPMALMOHHYIO MH(POPMALIMOHHOM 6€30MacHOCTH B
MIOBCEIHEBHOM KU3HU | Oe30macHOCTh B U(POBOit Poccuiickon @enepanum;

U B Ipo(hecCHOHANIbHOM | cpere - MEXIYHapOJHbIC U OTCUECTBCHHbIC
JIEATEIIbHOCTH CTaHJAPThl, PErJIAMEHTUPYIOLIHE
0e3omacHble yCIOBUSA poECCUOHATIBHYIO AEATEIbHOCTD
JKU3HEIEATEIIBHOCTH B 00J1aCcTH HHPOPMALIMOHHOM

JUISL COXpaHEHMSI 0e30macHOCTH;

IIPUPOJHON Cpelbl, Ymersb:

o0ecrieueHus
YCTOMYMBOTO pa3BUTHUSA
oO1iecTBa, B TOM 4HCIIe
IIPH yTPO3€ U
BO3HUKHOBEHUU
YpE3BbIYANHBIX
CUTyallul ¥ BOCHHBIX
KOH(JINKTOB

- pa3pabaThIBaTh MOJUTHKY
“H(pOpMaMOHHOM 6€30MacHOCTH
MPOTPaMMHBIX TTPOIYKTOB U
OpraHM3allfii ¢ OopoM Ha
HOPMAaTUBHO-TIPABOBBIC JOKYMEHTBI

Baanern:

- HaBBIKAMH JOKYMEHTUPOBaHUS
WHITUICHTOB U MPOIIECCOB
nH(pOpMaIMOHHOM 06€30MMaCHOCTH;

IIK-1 - CnocoGen
BBISIBIISITh
MH(POPMALIMOHHBIE
MOTPEOHOCTH
[I0JIB30BATENIECH U
COCTaBJIATh
TEXHUYECKOE 3a/I1aHUC

IIK-1.1 - IIpoBoaut
oOcrenoBaHue
OpTraHM3AIHHA, BEISBIISCT
uH(pOpPMaLIMOHHBIE
MOTPEeOHOCTH 3aKa3uyuKa

3HaTh:
- TpeboBaHUs OE30MACHOCTH K
MH(GOPMAIMOHHBIM CHCTEMaM;
YmMmern:
- TIPOBOJUTH aHAJU3 MPEIMETHOMN
00J1aCTH U BBIABIATH
WH(pOpPMAITMOHHBIE YTPO3bI;

Ha pa3paboTky web- Baaners:

MIPHIIOKEHUS - HaBBIKaMH aHaJIM3a WH()OPMAIMOHHBIX
PHUCKOB;

IIK-5 - Crocoben IIK-5.4 - O6ecncunBaet 3HaTh:

obecrieunBaTh
KadecTBO paboThl web-
MIPHIIOKEHUS

6e30macHOCTb PabOTHI
web-nipuitoxeHus B
udpoBoi cpese

- CII0COOBI M METOABI O0ECTICUEHUS
MH(POPMALIMOHHOM 6€30MaCHOCTH B
KOMITBIOTEPHBIX CETSX, YAaJICHHBIC
yTPO3BI U aTaKu, OCHOBBI
KPUNTOTPaQHUECKON 3aIUTHI
uHpOpMaIKH, CIIOCOObI
yTpaBJICHUS] HHIIUACHTAMH
MH(POPMALMOHHON 0€30MacHOCTH;

Ymersb:

- OmpenensTh 1 000CHOBBIBATH
OpTaHU3aIMOHHO-TEXHIHUECKUE
MEpPONPUATHS I10 3aLUTE
nH(popManu B UHPOPMAITMOHHBIX
cucTeMax;

Baanern:

- HaBBIKAMH UCTIOJB30BaHUS
MHCTPYMEHTAIBHBIX CPEIICTB
3anIUThl HH()OPMAIHH B XOJ1€
poeCCUOHATILHOM 1eATEIbHOCTH;

- HaBBIKAMH YIIPABIICHUS




MHIUICHTaMU WH(POPMAITMOHHON
0€301acHOCTH;




CemecTtp n3yuenus: 6

5. CTPYKTYPA U OFBEM JIUCHUIIJINHBI

Buabl yueOHoli padoThl

KonTakTHas padora
(B uacax) CamocrosiTeibHas padora
Paznen, o = IIpomeskyTouHa ®opma (DZI;:::ZP
moayab | Ilogpa3zaes, Tema . £ S z sl aTTecTAlUS TeKyllero K):) eTe
= S = o 5 = ¢opmbl OpraHu3auuy B 4acax KOHTPOISI MIIeT
& = = Qz) S = B yacax CaMOCTOSITETbHOI HUMHU
= 2 3 Sz padoThI
= EF
Tema 1. OcHOBBI IMToBTOpEeHUE
3aIUThI JICKIIMOHHOTO MaTepHana, N [IK-1.1
uHpopMaLuu B web- ! ) 6 IIOJIFOTOBKA K ) YCTHBIH OIIPOC | 11 5 4
NPUIIOKEHUAX IMMPAKTUYCCKUM 3aHATUAM
Tema 2.
HopmaTtusHoe HosTopenne
peryaupoBaHue 1 2 - 10 JICKHHOMHOTO MaTepuard, - VYernbiii onpoc | YK-8.3
N MOATOTOBKA K
Iqu)OpMaHHOHHOH MPAKTUYCCKUM 3aHATUAM
€30I1aCHOCTH
Tema 3. Buasl Tloropenne
MH(POPMALMOHHBIX 1 2 - 10 JICKITORHOTO Matepuaia, - YeTHBIM o1poc TTK-1.1
IMOATOTOBKA K [1IK-5.4
yrp 03 MMPAKTHYCCKUM 3aHATHUAM
Tema 4. IToBTOpEHME
Unbopmarmonsas JIEKIIMOHHOTO MaTepHana,
0€30MacHOCTb B 1 2 - 10 HoArOTOBia K - YcTHbIN onpoc ITK-1.1
MPaKTUYCCKUM 3aHATHUAM. T1IK-5.4
KOMIBIOTCPHBIX BrinonHenue KypcoBoi
COTAX paboTEHIL.
Tewma 5. 1 2 - 10 ITosTOpenue - [TpoBepka YK-8.3
IIporpamMMHoO- JIEKIIMOHHOTO MaTepuana, BbimoaHeHHbIx | [IK-1.1
amnmapaTrHoe HOATOTOBKA K pabot I1K-5.4
B NPaKTHYECKUM 3aHSITUSIM




MHPOPMALIMOHHOM

Brinonnenue KypcoBoi

0€301acHOCTH paboTHL
IToBTOpEHME
Tema 6. JIEKIIMOHHOTO MaTepHaa,
Kpunrorpaduuecka MOJI'OTOBKA K . YK-8.3
10 YcTHblN onpoc
A 3aIuTa TMPaKTUYCCKUM 3aHATUAM [1IK-5.4
I/IH(I)OpMaLII/II/I Brimonaenue KprOBOﬁ
paboTEHIL.
Tema 7 IToBTOpEHue
JICKIIMOHHOI'O MaTCPU
OpranuzanmoHHoe CKIMOHHOTO MaTepuaia,
IIOATOTOBKA K . VK-8.3
obecrnieueHue 10 YcTHBIH ompoc
MPAKTHYECKUM 3aHATHSIM TIK-1.1
SalHThI BrinonHenue KypcoBoit
nH(pOpMaIUU PABOTHL.
Tema 8. [MToBTOpeHue
Nmxenepno- JIEKIIMOHHOTO MaTepraa
P CKIMOHHOTO MaTep ’ [IpoBepka YK-8.3
TEXHUUECKOE IIOATOTOBKA K
10 BBITIOJTHEHHBIX IIK-1.1
oOecrieueHue NPaKTUYECKUM 3aHATUSIM
B o pabot I1K-5.4
3aIUTHI BIITOJIHCHUEC KYPCOBOU
uHpOpMaUn paboTkL.
IToBTOpEHUE
Tema 9. Cuctemsl JIEKITMOHHOTO MaTepHaa, VK-8.3
paBJICHUS IIOATOTOBKA K o )
yub N 10 A Yerusiit onpoc | ITK-1.1
nHGOPMAIMOHHON MPAKTHYECKUM 3aHSTHIM [K.5.4
6C3OHaCHOCTBIO Brinonaenue KprOBOﬁ T
paboTHIL.
Tema 10.
Opra"u3anoHHOe IToaroToBka k
é) B OATOTOBKA ITpoBepka VK-8.3
[IPAKTUYECKUM 3aHATHIM
ZIHEI/LI[GHT&MI/I 10 BII),monHeHHe KypCoBoi BeimonHeHHbIX | IIK-1.1
N 6 pabot [1K-5.4
MH(POPMALIMOHHOM paboThI.

0€3011aCHOCTBIO




3auer, 3a1uTa KypcoBOu
paboThI

IToaroroBka k
MPOMEKYTOUHOMN
aTTeCTalllu

Bcero

28

100

144




6. COAEPXAHMUE JUCIHHUITIINHbI

Tema 1. OcHoBBI 321U THI HHGOPMaLUH B Web-IIPHJIOKEHUSX

Cocrasisromue UH(POPMALMOHHON 0e301acHOCTH (1OCTYNHOCT®D, LIEJIOCTHOCTB,
KOH(pHIEHIIMATBHOCTh HH(popMaruu). YpoBHH (GOPMHUPOBAHUS peXUMa HH(POPMAIIMOHHON
6e3onacHoct. CTpaTernu MOCTPOCHUSI CHUCTEMBI 3alUTHl MH(pOpMaruu. AIMHHUCTPATHBHBIN
ypOBeHBb oOecrieueHus: nHPOpMaIMOHHOM 0€30MMacCHOCTH.

Tema 2. HopmaTuBHOe peryjiMpoBaHue HHPOPMALMOHHO 0e3011aCHOCTH
HopmartuBHO-1IpaBoBble  OCHOBBI MH(pOpManMOHHOM Oe3omacHocty B P®. CranmapTsl
nHpopMannoHHoi OezomacHoctu. TpeboBanus Oe30macHOCTH K MH()OPMAITMOHHBIM CHCTEMaM.
JIOKyMEHTBI 10 OLEHKE 3alIMIIEHHOCTH aBTOMAaTH3UPOBAHHBIX cucteM B P®. denepanbHas
cily’)k0a IO TEXHHYECKOMY U SKCIOPTHOMY KOHTpoito. CraHzapTsl HH(POPMALMOHHON
0€30IaCHOCTH PACHPEICICHHBIX CUCTEM.

Tema 3. Buabl HH(pOPMALIMOHHBIX YIPO3

Kiaccbr yrpo3 undopmarmonnoii 6e3onacHocTd. KaHanbl HECAHKIIMOHUPOBAHHOTO JOCTYyMa K
uHpopmauuu. TexHuUYeckne KaHaiubl yTedku uHpopmauuu. Haumbosee pacmpocTpaHeHHbIE
yrpo3bl HAPYLIEHUs TOCTYNHOCTU HH(popManuy. OCHOBHBIE YIPO3bl HApyILIEHHS 1IETOCTHOCTH U
KOH(UICHIIMATHLHOCTH WH(OPMAIIUH.

Tema 4. UndopmanuonHas 6e301aCHOCTh B KOMIIbIOTEPHBIX CETAX

Ocob6eHHocTu obecneyeHnss THPOPMALMOHHON 0€30I1aCHOCTH B KOMIIBIOTEPHBIX ceTsIX. CeTeBble
MOJIeNIM Tepeilayd JaHHbIX. Mojenb B3auMOJEHCTBHA OTKPHITHIX cucTeM. Knaccudukarnus
YAAJIEHHBIX YIPO3 B BBIUNCIUTEIbHBIX CETAX. THUIIOBBIE yAAJIECHHBIC aTAKU U UX XapaKTEPUCTHUKA.
Tema 5. [IporpammMHo-annapaTHoe o0ecnieyeHrne HH(POPMALIMOHHOM 0€30aCHOCTH
BpenonocHsle mporpaMMbl U aHTUBUPYCHBIE NTporpammbl. ViaeHTugukanys 1 ayreHTuuKanus.
Mertoapl pasrpaHuueHus aoctyna. Perucrpanus u ayaut coObITUH MHPOPMALMOHHBIX CHCTEM.
Me:xcereBoe 3kpaHupoBaHue. TeXHOIOrus BUPTyalbHbIX YACTHBIX CETEH.

Tema 6. Kpunrorpagpuueckasi 3amura uapopmauuu

CoBpemeHHble  TexHOJOruM Kpunrtorpagpuu. CHUMMETpUUHBIE CHUCTEMbI  LIM(POBAHUS.
AccuMeTpUyHble CHCTEMbl IUGPOBAHUS. JIEKTPOHHO-UU(POBas MOANUCH. YIpaBieHUE
KpUNTOrpapUIeCKUMH KITFOYaMHU.

Tema 7. OpranuszanoHHoe odecredyeHue 3a1MuThl HHGopManuu

3ajaya OpraHM3alMOHHOIO oOecneueHus 3alluThl HHGOpMalMu. AHAIU3 U OLEHKa Yrpo3
nHPOpPMaLMOHHON Oe3omacHoCcTH o0bekTa. OueHka ymepba BCIEACTBUE MPOTUBOIPABHOIO
packpeiTusi uHpoOpMarnuu. Cmyxba Oe3omacHocTH oOBekTa. Opranmszamuss U oOecredeHue
peXHMMa CEKPETHOCTH. 3aiuTa UHQOPMALUK TPU aBapUsIX M MHBIX 3KCTPEMAIbHBIX CUTYalUsX.
OOecneueHre 3amUThl MHPOPMALMU HPU  OCYILECTBIEHHMH MEXAYHApOJHOIO HAy4yHO-

TCXHUYCCKOTO U SKOHOMHYCCKOI'O COTPYAHUYICCTBA.



Tema 8. UH:keHepHO-TeXHHYeCKOe 00eceyeHue 3allUThl HHpOpMALNHU
OO6mme BOMPOCHI OpPTraHM3AIlMK TMPOTHBOJCUCTBHUS TEXHHUECKOW paszBenke. Kiaccudukanus
KaHaJIoB yTeuku nHpopManuu. CriocoObl 1o0kBanus nHGopManuu. Knaccudukamus MeToaoB U
CPEICTB HMH)KEHEPHO-TEXHUYECKOW 3amuThl HHDOpManmuu U OOBEKTOB HHQPOPMATHIAIMIH.
MeTo/b1 3amuThl HHGOPMAITUHU CTICIIHATLHBIMU CPEICTBAMH.
Tema 9. Cucrembl ynpaJjienusi HHGOPMAaIHOHHO 0€30MaCHOCTHI0
ApXUTEKTypa CUCTEM yIpaBlieHUs] HH(OOPMALIMOHHON Oe30nmacHOCThI0. [IpuHIMIBI yIpaBieHusl.
I'OCT P MCO/MBK 27001-2006. Ceptudukanus cUCTeM YyHpaBieHHUs HH(POPMAIMOHHON
0€30MacHOCTHIO.
Tema 10. Oprasu3zanMoHHoe  ynpaBJjieHHe  HUHIUJAEHTAMM  HUH(POPMALMOHHOM
0€30I1aCHOCTHI0
Meroavka ynpaBieHus uHUUAeHTaMU. CTpykTypa W 3aJayd TPYMNNbl peardpoBaHUsl Ha
WHIUJICHTHI, €€ cocTaB M mporecc cosganusa. OrneHka 3(Q(EeKTHBHOCTH pearupoBaHus Ha
MHIUACHTB. Meronpl OOHapyXeHHs WHLUJCHTOB. AHaiu3 aHOMaluil HH(POpPMaIMOHHOM
0€30IMaCHOCTH.
7. CAMOCTOSATEJIBHASA PABOTA OBYYAIOLIUXCSH

B pamkax manHOW y4eOHOW TUCHMIUIMHBI OOYYaroIIMEecs BBIMOIHSAIOT CAMOCTOSITEIbHYIO
BHEAYJIUTOPHYIO pabOTy B BHJIE: M3YUEHHUsI TEOPETHUECKOro maTepuaia mo temam 1, 3, 6, 7, 9;
M3YYEHUS JOKYMEHTOB M0 TeMe 9; MOJArOTOBKM K MPAKTUYECKUM 3aHATUSM 1O Temam 2, 4,5, 8,
10; BbIMOTHEHHSI KypCOBOW pabOTHl MO BBIOPAHHOW TeMe, MOJITOTOBKM K €€ 3allUTe W CIa4yH
3ayeTa.
8. OBPA3OBATEJIBHBIE TEXHOJIOI'MN

HpI/I HU3YUYCHUU ﬂaHHOﬁ JUCHUIUIMHBI HMCIIOJB3YIOTCA CIICAYIOIINEC 06p330BaTCHBHBIe

TEXHOJIOTHUH:
Bun o6pazoBarenbHOi ®opma npoBeaeHUA
Tema 3aHATUA /10op P POoBei
TEXHOJIOTHH 3aHATHS
Tema 1. OCHOBBI 3aITUTHI
TpaguumoHHas TEXHOIOTUS Jlexus
uH(popMaIuu B wWeb-TIpHII0KCHHUIX
Tema 2. HopmaTtuBHOE peryaupoBaHue Jlexuus
N TpaauiuoOHHAS TEXHOIOTHSI
nH(GOPMaIIMOHHOM 6€30MacHOCTH IIpakTHyeckoe 3aHsITHE
Tema 3. Bumgsl uHGOPMAIMOHHBIX Jlexuust
TpaauiuoHHAsS TEXHOIOTHSI
yrpos [IpakTrdeckoe 3aHsTHE
Jlexusa
Tema 4. npopmanmonHas
TpaauiuoHHasS TEXHOIOTHSI
0€30MacHOCTh B KOMITBIOTEPHBIX CETSIX [TpaKTHYECKOE 3aHATHE
Tema 5. [IporpamMHoO-arnmnapaTHoe Jexuus
obecrieyeHre HHPOPMALIMOHHOM TpaauuMOHHAS TEXHOIOTHS
6630MACHOCTH [IpakTuyeckoe 3aHsATHE
TpaaumoHHas TEXHOJIOTHUS Jlexnus




Tema 6. Kpunrorpadguueckas 3ammra
p p q) = HpaKTI/I‘-IeCKOG 3aHATHEC

nHbopmaIuu

Tema 7. OpranuzanoHHOE Jlexmmst
TpaguumoHHas TEXHOIOTUA

obecrieueHue 3amuThl HHHOPMAITUU [IpakTHYECKOE 3aHATHE

Tema 8. IH)xeHEpHO-TEXHUYECKOE Jlexius
TpaguumoHHas TEXHOIOTH

obecrieueHne 3amuThl HHOOPMAITUU TIpaKTHYECKOE 3aHSITHE

Tema 9. CucteMsl yIipaBeHUsI TpaauiMoHHas TEXHOIOTUS Jlexuns

MH(POPMALIMOHHON 0€30MaCHOCThIO TTpaKkTHUecKOe 3aHATHE

Tema 10. OpranuzanuoHHoe Jexuus

yOpaBlieHHue UHIUICHTaMU TpaauiMOHHAs TEXHOIOTHS

WH(POPMAITMOHHOHN 0€30MaCHOCTHIO IpakTuyeckoe 3aHATHE

9. TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH U IIPOMEXKYTOUYHAS
ATTECTALMUA TO JUCHUIIJIMHE

9.1. ®opMBbI KOHTPOJISI 10 TUCHUILJIMHE

Texymuii KoHTpoJab. B mpouecce n3ydeHus y4eOHOH IUCHUIUIMHBI OOYyYaroIuecs
Y4acTBYIOT B YCTHBIX TEOPETHUECKHMX OIPOCaX, BBIMOJHAIOT MPAKTUYECKHE 3a/JaHUS.
Pe3ynbrarhl BEINOJHEHUSI B YCTHBIX OMPOCAX U BBIOJHEHUS MPAKTUYECKUX 3aJaHUM SBISIOTCS
OCHOBAHUEM JIJIsl BBICTABIIEHUS OLICHOK TEKYIIEro KOHTPOJS MO JAaHHON y4yeOHOW AMCLHUIUIMHE.
BrinonHenne Bcex NMPaKTUYECKUX 3aJaHUN SBISAETCS 00s3aTElIbHBIM Ul BCEX OOYYarOLIUXCS.
OOyuaromuecs, He BBIIIOJIHUBILIUE B MOJHOM OOBbEME BCE 3a/laHus, HE JIOMYCKAIOTCS K clade
3adera 1Mo JTaHHOW y4eOHOM AUCIUIUINHE.

IIpome:xyTouHas arrectauus. J[1s KOHTpONsS ycBOeHHUs OOYYaIOIIMMUCS HTaHHOUN
JTMCUUIUIMHBI yUYeOHBIM IIAHOM TIPEyCMOTPEH 3aueT, KOTOPBIA MPOBOIUTCSA B (hOpME YCTHOTO
OTBETa Ha BOIPOC M BBHIINOJHEHUS] MPAKTUYECKOrO 3aJaHUsl, U 3allUTa KypcOBOH paboThI,
BBIIIOJIHSIEMOW B TEUEHUE CEMECTpA.

9.2. OuneHo4YHble MaTepHAJbl (OLEHOYHBbIE CPEACTBA) A TEKyLIero KOHTPOJS
yCIeBaeMOCTH M IPOMEKYTOYHOM aTTeCTAlMHU 110 AMCHMILIMHE
Texkyuuii KOHTPOJIb.
Crnmcok BONPOCOB /ISl YCTHOI'O OIIPOca
no meme « OcHogul 3awumsl ungopmayuu 8 web-npunodxcenusaxy

1. Teopwus 3aumrsl nHGopMaru. OCHOBHBIE HAIIPABIICHHS.

2. OGecrneuenue nHGOPMAITMOHHON 0€30TIACHOCTH M HATIPABJICHUSI 3aIITUTHI.

3. KommnekcHocTb (11e51eBasi, MHCTpyMEHTabHasl, CTPYKTYpHasi, pyHKIIMOHAJIbHAS,

BpEMEHHas).
4. TpeOGoBaHUS K CHCTEME 3aLUTH HH)OPMAIIHH.

5. Yrpo3sl uHpOpMaIIHH.
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1.
12.

13.

14.

15.

Bunel yrpo3. OCHOBHBIE HapyLIEHMUS.
XapakTep IpOUCX0XKICHUS yTPOo3.
Hcrounnku yrpo3. I[Ipeanocbuiku nosiBaeHus yrpos.

Cuctema 3amuThl HHGOPMALIUY.

. Kimaccel kananoB HECAaHKITMOHUPOBAHHOTO MOIy4YEHUS] HH()OPMAIIHH.
. [IpyuuHBI HapyLIEHUs LIETIOCTHOCTU MH(OpPMaLIUK.
. MeTtobl 1 MOIENTN OLIEHKH YSI3BUMOCTH MH(OPMALIHH.

. Obmiast Mozienb BO3JICHCTBUS HA MH(POPMALIUIO.

no meme «Hopmamusnoe pe2ynupoeanue uH@GOpMayuoHHoU Oe30nacHOCUY
OO6m1ast Mmoiess Tpolecca HapymeHnuss PU3NIECKOM 11eJT0OCTHOCTH HH(OPMAITUH.
CTpyKTypHpOBaHHas CXeMa IMOTCHIINAIFHO BO3MOXHBIX 3JI0YMBIIIJICHHBIX JCHCTBUH B
aBTOMATHU3UPOBAHHBIX CHCTEMaX 00pabOTKU JaHHBIX.
Mertooornyeckre moaxo bl K OIICHKE YSI3BUMOCTH HH(POpMAIINH.
Moernp 3aIUThl CHCTEMBI C TIOJIHBIM MEPEKPBHITHEM.
PexomMeHamm o UCrob30BaHUI0 MOICIICH OIICHKH YSI3BUMOCTH HH(OPMAIIHH.
Jlomy1ieHust B MOJIJSIX OIICHKH YSA3BUMOCTH UH(GOpMAIUH.
Mertoabl onpeaeneHus TpeOOBaHUI K 3amuTe HHPOPMAIIKH.
dakropsl, 00ycIaBIMBaIONIIEe KOHKPETHBIE TPEOOBAHHS K 3aIIUTE, 00YCIIOBICHHBIC
cnenu@UKON aBTOMAaTH3MPOBAaHHON 00pabOTKH HH(POPMAIIHH.

Knaccugukaius tpeboBaHui K CpeCTBaM 3aIUThI HHPOPMALIUH.

. TpeboBanus K 3a11KTe, ONPEAEIIEMbIE CTPYKTYpPOil aBTOMaTU3UPOBAHHOM CHUCTEMBI

00pabOTKM JTaHHBIX.
TpeboBanus k 3amure, 00ycaaBiIMBaeMble BUIOM 3alUIIaeMOil HHPOpMAIIIH.
TpeboBanus, oOyciiaBnuBaeMbie, B3aUMOACHCTBHEM IMOJIB30BATENS C KOMILJIEKCOM
CPEICTB aBTOMAaTHU3aLl1H.
Crannapt CIIA «Kpurepuu onieHKH rapaHTUPOBAHO 3alTUIIICHHBIX BEIYUCIUTEIBHBIX
CUCTEM B MHTepecax MUHHUCTEpcTBA 000poHBI CIIIAY». OCHOBHBIC MOJIOKECHHUS.
PykoBonsmem noxkymente ['octexkomuccuu Poccun «Knaccuduxarms
ABTOMATHU3MPOBAHHBIX CHCTEM U TPEOOBAHUH MO 3aIIUTe HHPOPMAIIUI, BHITYIIICHHOM B
1992 rony. Yacts 1.
Kraccpl 3anuieHHoCTH CpeicTB BEIYUCIUTENFHOM TEXHUKU OT HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

no meme «Buovl UHPOPMAYUOHHBIX YePO3»
Jlaiite onpeneneHne MoHITHI «YyTpo3ay», «YSI3BUMOCTb» U «aTaKay.
Kaxkue knaccudukanuonnsie cxemsl yrpo3 b Bam u3BecTHBI?

IIepeuncinure ucroynuku yrpos Ub.
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4. Ha3zoBuTe KaHabl IPOHUKHOBEHNUS B aBTOMAaTU3MPOBAHHYIO CUCTEMY U YTEUKH
uH(popMaLuu.

Kakue ¢akTopsl Jiexar B 0CHOBE (POPMUPOBAHUS MOJEIIN HAPYLIUTENS?
KakoBsl 1ienu pazpa®oTku Mojienelt yrpo3 1 HapyIuTenei?

B uem pazHuna Mex1y HapyIUTENIEeM U 3J10yMBIIUIEHHUKOM ?

® =N @

OyHKIMY 1 3312491 3amuThl HHpopMari. OCHOBHBIC TIOJIOKECHUSI MEXaHIU3MOB
HETIOCPEICTBEHHOH 3alIUTHl M MEXaHU3MBI YIIPABICHUS MEXaHU3MaMU
HEMOCPECTBEHHON 3aIlIUTHI.

9. Metoas! popMupoBaHUs QPYHKIUH 3aIUTHI.

10. CoObITHSI, BO3HUKAIOIIKE TPU (POPMHUPOBAHUH (PYHKLIMNA 3a1UTHI.

no meme « Mngopmayuonuas 6e30nacHocms 8 KOMNbIOMEPHBIX CEMAX»
B 4eM 3akirodaeTcsi OCHOBHAs MPUYMHA MPEIOCTABICHUS CIIYKO MMOJIb30BaTENsAM?
[Touemy cucTemMbl, K KOTOPBIM OCYILIECTBIISIETCS JOCTYI U3 BHEILIHEH Cpe/ibl, HE MOTYT
I10JIb30BaThCS IIOJHBIM JJOBEpUEM?
ITouemy nporokos ICMP sBnsieTcst BaXKHBIM KOMIIOHEHTOM CETH?
CKOJbKHMM BHYTPEHHUM CHCTEMaM pasperiaercs ucrosb3oBarb NTP B untepHere?
Mo>xHo 5 paccmaTpuBath ncnoib3oBanue SSH kak peanuzanuio VPN?
[Touemy nmonp3oBarensckue VPN TpeOyroT cTporoit ayreHTudukanun?
Moxet i1 mudpoBaHue MOJHOCTHIO 3AIUTUTH JaHHbIE, NiepeaaBaeMble yepe3 VPN.
C gyeM HEOOX0MMO KOMOMHHPOBATH TIOJIUTUKY, YTOOBI 0OecrieunTs O6e3onacHocTs VPN?

SIBnsieTCst M OJIMH U3 TUIIOB MEKCETEBBIX IKPAHOB 00Jiee 0€30MaCHBIM, HEXEIIH IPYTOii?

. UTo MexkceTeBoi SKpaH MPUKIAAHOIO YPOBHS MO YMOIYAHUIO J€JIaeT C BHYTPEHHUMU

aapecamu?

B 4em cx0/ICTBO MEKCETEBOT0 3KpaHa ¢ (PUIbTpAIME TAKeTOB U MapipyTH3aTopa?
no meme «lIpoepammno-annapamuoe obecneuenue UHGHOPMAYUOHHOU OE30NACHOCTUY
[TonsiTue yrpo3sl 0€30MacCHOCTH KOMITBIOTEPHOM CUCTEMBI. METO bl «B3JI0MaY
KOMIBIOTEPHBIX CUCTEM.

3amuTa KOMITBIOTEPHOW CHCTEMBI OT «B3JIOMay. [IporpaMMHBIe 3aKIIaIKu.

MeTo eI yHHUTOKEHUST HHPOPMAITUHU, XPAHUMOHN Ha SHEPrOHE3aBUCUMBIX HOCHUTEIISX.
YpoBHHU cTenIeHEN HAIE)KHOCTH.

3amuTa nmporpaMMHoro obecredenus. [IpeBeHTHBHBIC MEPHI 3AIIUTHI.

3amuTa mporpaMmHoro obecreuenus. CpeacTBa COOCTBEHHOM 3allUTHI.

3amuTa mporpaMMHOro obdecredeHus. CpeacTBa 3Tl B COCTaBE BRIYMCIUTEIIEHON
CHCTEMBI.

3a1u1/1Ta IporpaMMHOro obecrncycHUsI. Cpe,[[CTBa 3allIUTHI C 3alIpOCOM I/IH(bOpMaLII/II/I.



11.
12.
13.

e

—

A

3amuTa mporpaMmHoro obdecredenus. CpeacTBa aKTHBHOW 3alUTHI.

3ammra nporpaMMHOTO obecnieuenus. CpencTBa MacCHBHOM 3aIUTHI.

TexHomorus 3ammThl HHOOPMAIIMK HA OCHOBE: 3JIEKTPOHHBIX KIIIOUCH, CMapT-KapT,
MEPCOHANTBHBIX UICHTHU(PHUKATOPOB.

[TprHIMIIBI ¥ METOBI CO3AAHUA 3ALIMIIEHHONW ONEPALIMOHHON CUCTEMBI.

Ienu u cpenctBa 3ammThl nHGOpMaIuu. TUnUIHBINA HA00p QYHKIIMOHATBHBIX IMOJCUCTEM.
OCHOBHBIE IPUHIIMIIBI Opranu3anuu 3anmTtel nHGopManuu ot HCJ n obecrieuenus ee

KOH(I)I/II[GHI_II/I&HLHOCTI/I.

no meme «Kpunmozpaghuueckas sawuma ungopmayuuy
Uro sBisierca npenMerom Hayku Kpunrorpadus
[TepBas mpakTuyeckas peanuszanus KpUnrorpaduu ¢ OTKPhITHIM KIFOUOM
Hcnonb30Banue B KpUITOTPaGUH MOJIEIN OTKPBITOTO TEKCTA, YUUTHIBAIOIINE 3aBUCUMOCTh
OyKB TEKCTa OT MPEIbIIyIInX OyKB.
B dem coctout npunnunuanbHoe otianyue HoBoro ctangapta ['OCT P 34.10 — 2001 na
anroput™ ¢opmuposanus u rnposepku DI ot craporo 'OCT P 34.10 — 1994.
OcnoBnoii npuniun Keprogddca.
Yro moHUMAETCS MOJ KpUIITOrpahUIeCKUM MPOTOKOJIOM
B yem coctout kpunrorpaduyeckas 3agadya 00ecrnedeHus s eJI0CTHOCTH.
Mertozpl ¢ 11enbI0 o0ecnedeHus: ay TeHTU(DUKAUT
no meme « Opeanuzayuontoe obecneuerue 3auumsi UHGoOpMayuu»
Mozens 3aIUThl CHCTEMBI C TIOJIHBIM NMEPEKPBITHEM.
PexoMenaanuu mo MCroib30BaHUIO MOJIENIEH OLIEHKH YS3BUMOCTH MH(POPMAIIH.
Jlony1ieHus B MOJEIISAX OLIEHKH YSI3BUMOCTH MH(OPMALIHH.
Mertoab! onpeaenenus TpeOOBaHUH K 3amuTe HHPOPMALIUH.
daxTopsl, 00yClaBIMBAIOLIIE KOHKPETHbIE TPEOOBaHUS K 3alUTe, 00YCIIOBICHHBIE
crien(pUKO aBTOMaTU3UPOBAHHON 00pabOTKKH HH(POPMAIINH.
Knaccugukamus tpeboBaHui K CpeACcTBaM 3aIlUThl HHPOPMALIUH.
TpeboBanus K 3a1UTe, ONPEALIIieMble CTPYKTYPOil aBTOMAaTU3UPOBAHHON CHCTEMBI
00paboTKHU JaHHBIX.
TpeGoBanus k 3amure, 00yclaBIMBacMble BUOM 3allIUIIAeMON HHPOPMAIIH.
TpeboBanusi, 00yciaBiInBaeMble, B3aMMOICHCTBUEM MOJIB30BATENSI C KOMIIJIEKCOM CPEZCTB
aBTOMaTH3allUH.
no meme «HMuoceneprHo-mexnuyeckoe obecneuerue 3auumsl UHGOPMayuu»
Crpareruu 3amuThl UHGOPMALIUH.

CrniocoObl 1 cpeicTBa 3aIUThl HHPOPMALIUH.
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CrniocoObl «aOCOIIOTHON CHCTEMBI 3AIIUTHD).

ApXUTEKTypa CUCTEM 3aIIUThl HHPopMaruu. TpeboBaHuUs.

OO011eMeT010JI0OTHYECKUX TPUHLUIIOB APXUTEKTYPhl CUCTEMBI 3aLUTHI UH()OPMALHH.
[TocTpoenue cpeAcTB 3aMTHl HHPOPMALIUU.

SInpo cucTeMsbl 3alUTHI.

CemupyOesxHasi MOJIETTh 3aIUTHI.

no meme « Cucmemvl ynpasnenus uH@opmMayuoHHoU 6e30nacCHOCMbIOY
AHanu3 pucKkoB
[TonuTuka nHGOPMaIMOHHOMN O€30MacHOCTH
Konuenuus napopmaoHHOH 0€30MacHOCTH
Joctyn B uadopmarronssie cuctemsl. [lonuTtka nocryna. @uzndyeckuii JOCTyI.
IlocTpoenue cetu. Y najleHHBIN AOCTYIIL.
WHIMIeHTHl. AKTUBBL, 9TO TPeOYEeTCs 3alUTHTb.
Mepsi 6e30macHocTu B kKonTekcte ISO 27001
O¢(HekTUBHOCTh MPUMEHSAEMBIX METOJIOB 0oOecrieueHus1 0€30MacHOCTH
AJIMUHUCTPATHBHBIN YPOBEHb 3alIUTHI HH(GOpMAIMK. 3aaul pa3IMYHbIX YPOBHEH
yIOpaBJeHUs B pELUICHUH 3a/1a4k oOecrieueHus: THPOPMaAIMOHHOM 0e3011acHOCTH.
[TponierypHbIit ypoBeHb 0OecieueHus: 0e30MacHOCTH. ABTOpU3aALM 110JIb30BaTeNEH B

MH(POPMALIMOHHON CUCTEME.

no meme ((OPZCZHLBCZL;MOHHOQ ynpaejeHue uHL;u()eHmamu qu)OpMdquHHOﬁ he30nacHOCmbIO»

1.

2
3
4.
5
6

[TonsiTue nHIUAEHTAa HHPOPMALTMOHHON 0€3011aCHOCTH

Mecro ynpaBieHus: HHIMACHTAMH B 0011el cucteMe HH)OpMaMoHHON 0e3011acHOCTH
Oco0eHHOCTH yTpaBiIeHHs COOBITUSIMU 0€30MaCHOCTH

[Tpouieaypa ympasiieHust ”HGOPMAITMOHHOHN 0€30MacHOCTH

VYeTpaneHue NpUYMH U MOCIIEACTBUM COOBITHS, €T0 pacciieZlOBaHNe

HpeBeHTI/IBHI)Ie MEPbI, USMCHCHUA CTAaHAAPTOB W JIMKBHUAAIUA HOCJ'IC,Z[CTBI/Iﬁ

HpOMe)KyTO'—IHaﬂ aTTrecranms.

Ilepeyenb NpUMMepHBIX TeM JJIsI KYPCOBOil padoThI

HaunmenoBanne o0bekTa 3amuThl HHGOPMAIIIH:

AT A

Komnbrorep, xpaHsuuil KoH(UASHINATBbHYI0 HHPOPMALIUIO O COTPYIHUKAX IPEATIPHUSITHUS.
Komnbrotep, XxpaHsmuil KoH(pUASHINATBHY0 HHPOPMALIKIO O pa3padoTKaxX MpeInpusTHs.
Marepwuassl 1715 ciyeOHOTO MOJIb30BaHUS Ha TBEPIBIX HOCUTEISIX B IIPOU3BO/ICTBE.
OaMHOYHO CTOAILIMI KOMIIbIOTEP B OyXTaJaTepuu.

Cepsep.

[TouToBHBIl cepBep.
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Be6-cepsep.

KomnreroTepnas cetb Axkanemun.

OnHo paHroBasi JIoKanbHas ceTh 6e3 Bbixoqa B IHTepHET.

OnHo paHroBasi IOKalbHAsI CETh C BBIXOJIOM B MIHTEpHeT.

CeTb C BBIJICJIICHHBIM cepBepOM Oe3 Beixona B IHTepHET.

CeTb C BBIJICJICHHBIM CEPBEPOM C BBIX0OJ1a B IHTEpHET.

Tenedonnas 6a3a gaHHBIX (coleprkaias ¥ HHPOPMAIIUIO OTPAHMYCHHOTO ITOJIb30BaHUS ) B
TBEPAOH KOMHH U HA DJIEKTPOHHBIX HOCUTEIISIX.

Tenedonnas cerb.

CpencTBa TenekoMMyHHUKaUU (paanoTeacdoHbl, MOOWIbHBIC TEICHOHBI).
bankoBckue onepanuu (BHECEHHUE JICHET Ha CUET U CHATHUE).

OHepaI_II/II/I ¢ 0AHKOBCKUMHU IJIACTHKOBBIMH KapTO4YKaMH.

Cnucok BONPOCOB /IJisl MOATOTOBKH K 3a4eTy
[TpoGaemMbl HHGOPMAIIMOHHBIX BOWMH M MHPOPMAIIMOHHOM 0€301MacHOCTH 001IeCTBa.
[TonsiTie nH(pOpMAIIMOHHOMN 0€30MaCHOCTH U €€ COCTABIISIOLINE.
YpoBHU HHPOPMAITMOHHOHN 0E30MACHOCTH.
Crparerun obecrieueHus 3alIUThl UHPOpMAIUH.
HopmaTtuBHO-ipaBOBBIe OCHOBBI HMH(pOpMaNMOHHONH Oe3omacHocTd B P®. Cranmapthl
MH(POPMALIMOHHOM 0€30MacCHOCTH.
TpeboBanus Oe3omacHOCTH K WHGOPMAIMOHHBIM cucTeMaM. JIOKYMEHThI TIO OIICHKE
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM B PD.
CranaapTsl HHOOPMALIMOHHON OE30MACHOCTH PACHPEICIIEHHBIX CUCTEM.
Knaccel yrpo3 nHpopmMannoHHoM 6€301MacHOCTH.
Kananbl HeCaHKIIMOHMPOBAHHOTO JOCTYTIA M YTEUKU HH(POPMAITUH.
Haubonee pacnpocTpaHneHHBIE YTPO3bl HAPYIICHHS TOCTYITHOCTH WH(POPMAINY, HApyIICHHS
LEJIOCTHOCTU ¥ KOH(UIEHIINAIBHOCTH UH(OPMALIHH.
OcobenHoctu obecrieyeHuss HMHGOPMAIMOHHON O€30IMaCHOCTH B KOMIIBIOTEPHBIX CETSX.
CeTteBble MO/IEH TIEpeau NaHHBIX. MOenh B3aUMOACHCTBUS OTKPBITHIX CUCTEM.
Krnaccudukanus y1aaeHHBIX YIPO3 B BBIYHCIUTEIBHBIX CETAX. THIIOBBIC yIaJICHHBIC aTaKu U
UX XapaKTePUCTHKA.
BpenonocHble mporpaMMbl ¥ aHTUBUPYCHBIE TTPOTPAMMBIL.
Wnenrudukanys u ayreaTudukanis. MeToasl pasrpaHHYeHUs TOCTYyIIA.
Perucrpanus u ayaut coObITHIA HHOOPMAIIMOHHBIX CHCTEM.
MesxceTeBoe SKpaHUPOBAaHHUE.

Texnonorus BUPTYaJIbHBIX YaCTHBIX CETeH.



18. CuMMeTpuYHbIE CUCTEMBI IH(PPOBaHUSA. ACCUMETPUYHBIE CUCTEMBI MM (PPOBAHUSI.

19. DnexkTpoHHO-IU(PPOBAS TOITUCH.

20. YmpaBnenue kpuntorpadhuueCKUMH KIH0YaMU.

21. 3ajavya opraHM3alMOHHOrO 00ECIeUeHHs 3alUThl HH()OPMALHH.

22. Ananu3 W oOlleHKa yrpo3 WHGOpManMoHHON Oe3omacHocTH o0BekTa. OreHka yiepOa
BCJIE/ICTBHE IPOTUBONPABHOTO PACKPHITUS HH(OPMALIUH.

23. Cityx0a 6e3omacHOCTH 00bekTa. Opranuszanus u ooecreyeHue pexxuMa CEKpEeTHOCTH.

24. 3amuTa nHGOPMALUY IPU aBAPUSAX U UHBIX SKCTPEMAJIbHBIX CUTYALHSIX.

25. OGecrieyenne  3am|Thl  MHGOPMALMKM  TpPU  OCYLIECTBICHHHM  MEXIyHAPOTHOTO
COTPYIHUYECTBA.

26. Knaccuduxkanuss MeTOJOB U CPEJICTB MHKEHEPHO-TEXHUUYECKOW 3alUThl MHPOpPMALUU U
00BEKTOB UH(POPMATUIALHH.

27. MeTo/pl 3a1IUTHl HHPOPMALIUH CTICUATIEHBIMU CPEACTBAMH.

28. ApxuTekTypa cUcTeM yHnpaBieHUs] HHPOPMAIIMOHHON 0€301aCHOCTBIO.

29. IlpuHnunel yrnpasieHus HHPOPMAIMOHHON 6€301MacHOCTHIO.

30. Cranmaptsl B 001acTH MeHeKMeHTa HH(OpMAaIMOHHOM Oe3omacHocTH. CepTudukaims
CHCTEM YIpaBIeHUS WH(POPMALIMOHHOHN 0€301MacCHOCTHIO.

31. Meronbl 0OHapy>KE€HUSI HHIIUIEHTOB.

32. YupasieHue HHIMACHTAMH HHHOPMAIIMOHHON 0€301acHOCTH.

33. Ouenka 3()()eKTUBHOCTH pearupoBaHMs HA UHIUCHTHI.

[lopsimox mpoBeAeHHs TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U MPOMEXYTOYHOU
aTTecTaluy Mo AUCUMIUIMHE 1 uHBanuaoB u jaun ¢ OB3 mpenycmotpen Ilonoxkenuem o

TEKYIIEM KOHTPOJIC YCIIEBAEMOCTHU U HpOMeX(YTOHHOﬁ aTTeCTalun 06yqalomnxcs;.

10. PECYPCHAS COCTABJISIIOLIASL

Jnis mpoBeneHus 3aHATUI JIEKIIMOHHOTO THIA MO JAHHOW JUCHIUIUIMHE HCIIONB3YIOTCS
ayIUTOPHH C MEIMa-000pyI0BaHUEM (IIPOCKTOP, IKpaH, HOYTOYK) ¥ yueOHOU MeOebIo.

Jlns mpoBeneHus 3aHATUNA CEMUHAPCKOrO TUMa (MPaKTUYECKUX 3aHATHI) MO JaHHOM
JTMCUUIUIMHE UCTIONB3YIOTCS KOMIIBIOTEPHBIE KIIACChI, OCHAIICHHBIE KOMITBIOTEPAMHU C JIOCTYTIOM
B MHTEpHET 1 HEOOXOAUMBIM IPOTPaMMHBIM 00€CIIEUEHHUEM.

s camocrosiTensHOM  PabOTHl  OOYyYarOIIMXCS MCIOJIB3YeTCs TMOMEUIeHHe s
CaMOCTOSITENIbHOM paboThl 00yyaromuXxcs, OCHALIEHHOE KOMIIBIOTEPaMU € HEOOXOAMMBIM
IPOTPAaMMHBIM 00€CIICYeHHEeM M JIOCTynoM B WHTEpHET M 3JIEKTPOHHYI0 HH(OPMAIOHHO-

o0pa3oBaTenbHYyIO Cpeay By3a.



Jliss  mpoBeneHHsI KOHTPOJISI CaMOCTOSITENIBHOM paboThl TO JAHHOW JTUCITUILIMHE
HCTIOJIB3YIOTCS KOMITBIOTEPHBIE KJIACCHI, OCHAILICHHBIE KOMITBIOTEpAMH C 10CTYyIIoM B MHTEpHET
1 HEOOXOAUMBIM IPOrPAMMHBIM 00€CTIEYCHHEM.

Jns mpoBeieHHs TEKYLIEro KOHTPOJIA YCIIEBAEMOCTH U IPOMEKYTOYHOM aTTECTALHUU 11O

HaHHOﬁ JAUCHUIUIMHE HCIIOJIB3YIOTCA KOMIIBIOTCPHBIC KJIACChbI, OCHAIICHHBLIC KOMIIBIOTCPpAMH C

AOCTYIIOM B I/IHTepHeT n H€O6XO}II/IMLIM mporpaMMHBIM o0ecIreyeHHEM.

Hepequb JIMOCH3WMOHHOTO IIPOIrpaMMHOTI'0 obOecreyeHus

Ne
u/n HanmeHnoBanue Tun pecypca
) Cy6munen3nonnsiii foropop AO «CodrJlaitn
1 Microsoft Office Tpeiia» Ne /131 or 10.07.2020. Cpok neiicTBus
JIOTOBOPA U JIUIIEH3UH - OECCPOUHBIN
‘ ‘ (nuuensuonHoe cornamenue Microsoft - Open
2 Microsoft Windows Value Subscription s pemenuii Education
Solutions NeV8265046)
Koncynprantllntoc - cipaBouHo-
IIpaBOBasl CUCTEMA JInuensunonnsiit forosop OO0 «KoHcynbTaHT
3 «KommeHnTapuu [TImroc TonbsaTTu» goroop Ne251 ot 01.01.2023
3aKOHO/IaTENbCTBA» CETEBAst (;muneH3us GeccpovHasi, J0TOBOP €KETOTHO
(cmapT1-koMIuieKT ONTUMAIBHBIA | TIPOJITICBAEMBIHA )
- OT€YECTBEHHOT'O IPOM3BO/ICTBA)
Antusupyc Kacnepckoro 10 ans
Windows Workstations CyO6muuen3uonnsiii foroBop AO «CodrJlaitn
4 (Kaspersky Endpoint Security'mm Tpeitn» norosop Ne291/Tr ot 28.12.2021, cpok
Ou3Heca — cTaHmapTHBIM Russian | geiictBus morosopa go 11.02.2024 (250-499 Node
Edition, oTeuecTBeHHOTO 2 year Educational Renewal License)
MIPOU3BOJICTBA)

Ilepedyenn ¢cB00OHO paCIIPOCTPAHSIEMOI0 IPOrPAMMHOI0 o0ecreYeHust
1. Bbpayseps! Yandex, Google Chrome.
2. Koncynprantliitoc — WHTEpHET-BEpCHsl TOCTOSIHHO JOCTYIHOW CIPaBOYHO-IPABOBOM

CHUCTCMbI OTCHYCCTBCHHOT' O ITPOU3BOACTBA.

B cootBercTBun ¢ Ilonoxxernuem o CO3aHuHn CIICHHUaJIbHBIX yCJ'IOBI/Iﬁ I UHBAJIMJOB U

may ¢ OB3  uHbopMannmoHHO-TeXHOJIOTHYECKass 0a3a  oOpa3oBaTeabHOro  Ipoliecca

MpelyCMaTPUBAET HCIIOJIb30BAHUE MAaTePUATBHO-TEXHUYECKHX CPEICTB C YUETOM Pa3IUYHBIX
HO30JI0THiT nHBaIMI0B 1 aull ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas uTEpaTypa

KoaunuecTBo B

Ne Bbubnauorpaduueckoe onucanue Tun uzganus
0nbdIMoTeKe
Bbapanosa, E. K. Unudopmarrionnas 6e30macHoCTb U 3aUTa | yuebHOoe mocodue 9bC
uHpopMmarmu : yaeonoe mocobue / E.K. bapanosa, A.B. 3HaHUYM

babam. — 4-e u3a., nepepad. u gorn. — Mocksa : PUOP :




NH®PA-M, 2022. — 336 c. — ISBN 978-5-369-01761-6. -
URL: https://znanium.com/catalog/product/1861657

3amuTa naGOpManmu : yaeoHoe mocooue / A.IT. XKyk, E.II.
Kyk, O.M. Jlenemkun, A.. TumokuH. — MockBsa :

PHOP : THOPA-M, 2023. — 400 c. — ISBN 978-5-369- | yueGHoe mocobue 3H2§§yM
01759-3. - URL:
https://znanium.com/catalog/product/1912992
11.2 JlonosiHuTE/ILHAS JINTEPATYPA
1. Wndpopmammonnsiii mup XXI Beka. Kpunrorpadpus — ocHoBa wuH(MOpMAIIMOHHOM
0€30MacHOCTH: METOJMYECKOe PYKOBOACTBO / mox ped. D. A. bonemoBa ; MockoBckuii
rOCY/IapCTBEHHBIN TEXHUYECKUI YHUBEPCUTET IpakJaHCKOM aBUalMU. - 4-¢ u3a. — Mocksa:
W3narenscko-Toprosas kopropauus «lamkos u K°», 2020. — 126 c. - ISBN 978-5-394-
03777-1. - URL: https://znanium.com/catalog/product/1081675
2. Bacwibkos, A. B. be3onacHocTs U ynpaBiieHHE JOCTYIIOM B MH()OPMAIIMOHHBIX CUCTEMAX :
ydyebHoe nmocooue / A.B. BacmibkoB, U.A. BacunpkoB. — Mocksa : @OPYM : UHOPA-M,
2022. — 368 c. — ISBN 978-5-91134-360-6. - URL:
https://znanium.com/catalog/product/1836631
3. Kosanes, /1. B. Undopmanmonnas Oe3omacHocTh: YueOHoe mocobme / Komaner /I.B.,
borganoBa E.A. - PocroB-nHa-Jlony:lOxHblii denepanbubiii yauepcurer, 2016. - 74 c.:
ISBN 978-5-9275-2364-1. - URL: https://znanium.com/catalog/product/997105
Iepuoanyeckue u3IaHusi
1. OTKpBITHIE CHUCTEMBI. CYBJ : JKypHal. - URL:

http://dlib.eastview.com/browse/publication/64072

11.3 CoBpemenHbie npogeccuoHaIbHbIe 0a3bl JaHHBbIX, THPOPMAIMOHHbIE

ClIpaBOYHbBIC CUCTEMBI, 3JICKTPOHHLIC 0n0JIHMOTEeYHbIE CHCTEMbI

1. ZNANIUM.COM: snektpoHHO-Oubnuoreunas cucrema. — URL: http://znanium.com.

2. IPR SMART (IPRBooks.ru): anexkrponHo-6ubnmoreunas cucrema. — URL:
https://www.iprbookshop.ru/.

3. eLIBRARY.RU: nayunas snexkrponnas o6monuorexa. — URL: https://elibrary.ru.

4. OnextponHas 6udanoreka TAY. — URL : http://83.234.207.58/MarcWeb2/Default.asp.

5. UBHUC (East View) : 6a3a naHHbIX nepuoanueckux m3ganuid. — URL:
https://eivis.ru/browse/udb/12.

6. KoncynpraHT mitoc: cipaBouHo-nipaBoBas cuctema. — URL: http://www.consultant.ru; T:\
consultantplus\cons.exe.

7. Polpred.com O630p CMMU: arenTcTBO A€10BOI nHpOopManuu. - https://www.polpred.com

8. VYuusepcurerckas nunpopmanuonnas cucrema POCCUSA (YUC POCCHUS). — URL :

https://uisrussia.msu.ru/index.php


http://dlib.eastview.com/browse/publication/64072
https://znanium.com/catalog/product/997105

9. HBOUKOH: apxuB HayuyHsIx xypHaioB. — URL: http://neicon.ru

12. METOAUYECKHUE YKA3ZAHUA JJ5 OBYYAIOLIUXCA IO OCBOEHHIO
JANCHUIIJINHBI

Hucummmaa  «HpopmannonHass ~ 0e30MacHOCTB»  MpEAIojiaraeT  MOCEUICHHE
OoOyJaronmuMucsl  JICKIMK, BBINOJHEHWE  MPAKTHYECKUX  3aJaHui, OoJbIION  00BbeM
camocTosTensHOM paboThl. [lo mucnumiIvHe NOMHMO TPAAUIMOHHOM JIEKIMH, HA KOTOPOM
IIPENoAaBaTelb OCBELIAET KIIOUEBBIE BONPOCHI TEMbBI, TAaKKE€ IMPOBOIATCA:  JIEKLMS
MHPOPMALIMOHHOTO  XapakTepa,  Mpeamnojiararomas  OOBSCHEHHS  IpernojaBaTenss ¢
WUTIOCTPaTUBHBIM H3JIOKEHUWEM MaTepuana. Ha jnexuusax npenojgaBaTesib MOXKET IMPOBOJIUTH
YCTHBI ONPOC B LENSAX BBISICHEHHSI CTENEHU YCBOEHUS NPEIbIAYyLIEro MaTepuana, a TakKxke
NPENoNaraeTcsi BBICTYIUICHHE OOYYaIOUIMXCsl C JIOKJIAJaMH IO OTAEIbHBIM TEOPETHUECKUM
BorpocaM. JlaHHbIe POPMBI pabOTHI ABJIAIOTCS JIEMEHTAMHU TEKYIIET0 KOHTPOJIS M OIICHUBAIOTCS
npenogaBateneM. Bce 3To mpeamonaraeT MOATOTOBKY U CaMOCTOSITENIbHOE M3y4YEHHE
00y4aloIUMUCS TEOPETUYECKOr0 MaTepHralia Mo 3asiBICHHOM MpernoiaBaTeieM TeMe.

BeinonnenHsie npakTuueckue paboThl IPOBEPSIOTCS MpernogaBaTeieM HEoCpeICTBEHHO
B ayJUTOpPHH JIMOO OJHUM U3 CJIEAYIOIMX CIOCOOOB: COXpaHEHHE B AJIEKTPOHHOU
nH(pOpPMallMOHHO-00pa30BaTeIbHON Cpejie, OTIpaBKa MpernojaBaTelto Ha Mo4ToBbIM suuk. [Ipu
OTIIpaBKE MPEMNOJIaBaTeI0 BBIIOJHEHHOM pPadOThl MO TMouTe OOyyarolemMycs Cleayer
obecrneunTs THYHYI0 uaeHTuduKanuo. Kak nmpaBuio, B TeMe WIH TEKCTe MUChMa YKa3bIBaeTCs
Kypc, @O obyuaromierocsi, AMCUUILUIMHA, TeMa, 0 KOTOPOH BBINOJIHEHA paboThl. HekoTopbie
MIPAKTHUYECKUE 3aJjaHusi HE MOTYT OBbITh CJeJlaHbl TOJbKO B paMKaxX BbIIEICHHOIO o0bema
KOHTaKTHOW palOoThl (B ayJAUTOPUH) U <«JIOAEIBIBAIOTCS» B 4YaChl CaMOCTOSTEIBHON pabOTHI.
Cnaua Takux paOOT Ha MPOBEPKY OCYILECTBIISETCS TEMHU XK€ CaMbIMHU CIOCOOAaMH, YTO U IO
OKOHYAHUH MPAKTUYECKHUX 3aHATUI. Pe3ynbTaThl MpOBEpKH BBIMOJHEHHBIX pabOT JOBOASATCS 10
CBEZIEHUs 00yYarolIerocs BO BpeMsl ayAUTOPHbIX 3aHsATUH n/miu B yacsl KCP.

B xone ocBoeHuUsl OUCHMILTUHBI 00yYaromuecs MPUMEHSIOT U3yUYeHHbIE MaTepHalbl [
MOJICJIMPOBaHUsT MH(POPMAIIMOHHON 0€30MacHOCTH KOHKPETHOro oO0bekTa. Tema KypcoBoi
paboThl BBIOWpaETCs OOydYaIOMMMCS W3 CHUCKAa MPEJIOKEHHBIX TperojiaBareneM, JTuoo
oOyuaromuiicss mnpezuiaraer cBolo Temy. KypcoBas paboTa COCTOMT M3 TEOPETUYECKOTO
uccienoBanus B (opme 3cce Ha OINPEAeTCHHYI0 TEMY W pelIeHHE 3aJaud, MOJTBEpKIarollei
MOJIyYeHHbIE KOMIIETEHIMU 00yYaromuMcs 1o u3ydaeMoil nucruminae. CoaepikaHue KypcoBoit
paboThl JOJKHO CBHUAETEILCTBOBATH O JIOCTATOYHO BBICOKOH TEOPETHYECKOW ITOATOTOBKE
00ydJaromierocs ¥ 0 HaJIMYNKM y aBTOpa HEOOXOAUMBIX 3HAHUU TI0 TeMe paboThl. PaboTa moimkHa
UMETh TMPaBUWIBHO COCTaBJICHHYIO OuOnMorpaduio, JOTMYHYIO CTPYKTYpPY, OOECIeUMBAIOLIYIO

PACKpPBITUC TCMBI. KprOBa}I pa60Ta JOJIDKHa ObITh HamMcaHa rpaMOTHO, XOpOIINM



JUTEPATypHBIM U NPO(ECCHOHAIBHBIM  SI3BIKOM, HMETh  NPAaBWIBHO  O(OPMIICHHBIN
MHCTPYMEHTAJIbHBIN amnmapar. B Teopernueckoil yactu KypcoBoil palOThHI ciieqyeT omucarb
COBPEMEHHOE COCTOSHUE IMpo0JieMbl MH()OPMALMOHHONW O€30IaCHOCTH B IIEJIOM, PE3YJIbTAThI
aHajgM3a COCTOSHUS OOBEKTa 3alUThl, MOTEHUHUaIbHbIe yrpo3bl. Cojep)kaHue 3TOM yacTu
JOJDKHO TIOKa3aTh CTEMEHb O3HAKOMIJICHHS OOYyYaroIlerocsi C IOCTABJICHHOW MpoOieMol u
COBPEMEHHBIM Hay4YHO-TEOPETHUECKUM YPOBHEM HCCIIEJOBAaHMM B JTaHHOW 00JacTH, a TaKxke
yMeHue pabotath ¢ (PaKTHUYECKMM MaTepuajioM, CXKATO U apryMEHTHPOBAHHO (OPMYIMPOBATH
3aJjaud U pe3yJbTaThl MCCIEJOBAaHUNA M JaBaTh OOOCHOBAHHBIE PEKOMEHJAIMHM IO PEIICHUI0
BBISIBIICHHBIX MpoOsieM. B mpakTuueckoil yacTh AOIDKHBI OBITH TNPHUBENEHBI KOHKPETHBIC
MEpOIpUATHS 110 WH(OPMALIMOHHOH 3amuTe o0bekTa. O0BbeM KypcoBoi paboThl coctaisieT 30
— 35 crpanuil.

Jlis  BBIMOJMHEHUST KypCOBOM paboTBl M CaMOCTOATENBHOM paboThl MO JaHHOM
IMCUMIUIMHE B JIOMALIHMX YCJIOBUSX (32 mpeaenamMu AKaaeMuu) o0ydaromemycss HeoOXoIum
MEePCOHAIBHBIN KOMIIbIOTEp (IUIAHILET) U MakeT NMpUKiIaaHbIX nporpamm Microsoft Office (ue
Hwke 10 Bepcun). KoHcynbTanuy 1no BBIIOJHEHUIO MPAKTUYECKUX PabOT U KypcOBOH paboTHhl,
o0CyX/ieHle JOMyIIeHHbIX omMOoK ocyiecTBisiercs Bo Bpems KCP na xadenpe npukianHon
MHPOPMATUKU WK B Ay JUTOPUH TIO pacnucannio. KoHCyIbTalyu MOTYT OCYIIECTBIISATHCS TAKKE
MOCPeACTBOM  acHUHXpoHHOro  (moura, OWOC) wu  cuHXpOHHOrO  (zoom,  CETH)
KOMMYHMKAIlMOHHOTO  B3aUMOACWUCTBHA  TIO0  IPEABAPUTEIIBHOM  JOTNOBOPEHHOCTH  C
IIpernoaaBaTeieM.

[To oxkoHYaHWHM MUCUUIUTHMHBI OOYyYalONIUICS MOJDKEH 3allUTUTh KYypCOBYIO pPaboTy:
MpeICTaBUTh O(OPMIICHHYIO MOSICHUTENbHYIO 3aIIUCKYy M OTBETUTh Ha BOIIPOCHI MPENOIaBaTeNsI
10 CylecTBy pa3paboTku. s cnaum 3auera o0ydaromemMycss HE0OX0IMMO HOATOTOBUTb OTBETHI

Ha TCOPCTUYCCKUC BOIIPOCHI K 3a4YCTY U TOBTOPUTH PCHICHUC OCHOBHBIX IIPAKTUYCCKUX 3aJ1aY.
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