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1. OBIIAA UH®OPMALIUA

Pabouass mporpamma aucuuminHbel «MHDOpMammoHHas O€30MacHOCTBY) COCTaBlieHA B
COOTBETCTBUHU C TpeOOBaHUAMH (heIepaTbHOTO TOCYAapCTBEHHOTO 00pa30BaTEbHOTO CTaHAapTa
BBICIIIETO OOpa3oBaHus — OakayaBpuarT 1o HampasieHuto moaroToBku 09.03.03 «IIpuxmannas
uHpOpMaTUKa», YTBEPKIESHHOTO MpukazoM MuHHUCTepcTBa 0oOpa3oBaHUS W Hayku Poccuiickoit
Oenepannu 19.09.2017 Ne 922 (¢ uzMeHnenusiMu 1 gonoidHeHusmMu ot 26.11.2020, 08.02.2021), u
yueOHoro miuana HampasieHus mnoarotoBku 09.03.03 «IIpuxmamnas uHpopMatuka», NpoPuiIh
(mporpamma GakanaBpuara) «[Ipukiannas nabpopMaTuka B dKOHOMUKE.

Tpynoemkocts aucumruimnbl: 4 3ET / 144 akagemuyeckux 4daca, B TOM 4yuclie 28 4acoB

KOHTAKTHOU paboThl U 116 9acoB caMOCTOSATENILHOM paOOThI 00YJIAFOIIIUXCS.

Pacnipenenenne 4acoB IMCHUILIMHEI 10 cCeMeCTPaM M BUAaM 3aHATHI (110 yueOHOMY ILJIaHY)

KosuvecTBo yacos
Buja yueOHoii padoThI Bceero mo CemecTpbI
yueOHOMY
IAHY 123|435 6 7 8 9
KonrakTHas padora (Bcero): 28 28
B TOM YHCJIC:
Jlexuuu 4 4
[IpakTuueckue 3aHATUA 16 16
KouTposs camocrositenbHON paboTh 3 3
(KCP)
CamocTrosiTesbHasi padora (Bcero): 116 116
B TOM YHCIIC: KypcoBas paboTa 60 60
3ayer,
Buabl npoMekyTO4YHOI aTTeCTAIIUH 3aIura
. 3auer .
(3auem, 3awuma Kypcosou pabomawt) KypCOBO#
paboTsl
OBIIASA Yacel: 144 144
TPYA0EMKOCTH ]
JUCHUILIMHBI 3au. en.: 4 4

2. HEJHA U 3AJJAYU JUCHUTIJIMHBI

Heas qucuuminHbl — GOPMUPOBAHKE Yy O0YYAIOIINXCS 3HAHUN B 00J1aCTH TEOPETHUECKUX
OCHOB HMH(OPMAIIMOHHONW O€30MacCHOCTH W HABBIKOB MMPAKTHUYECKOTO OOECIeYEHUsT 3alllUThI
UHPOpPMAIIMU W OE30MacCHOTO WCIIOJIb30BaHMs TMPOTPAMMHBIX CPEICTB B HMH(MOPMAIIMOHHBIX U
BBIUHCIUTENBHBIX CHUCTEMaX. BocCMUTaTeNbHOW WENbI0 AWCHUILIMHBI BBICTYNAET pa3BUTHE Y
06yqa}0mnxcsl HaBbIKOB KPUTHYCCKOI'0 MBINUICHUA, TIO3BOJIAIOIICTO IIOHUMATh HpO6HeMBI
WH(OPMAITMOHHOTO OOIIECTBa, OCO3HABATh PUCKH B CBOEH MPO(ECCHOHATBLHOMN EATETLHOCTH U €
COLMANIBHYI0 3HAYUMOCTh, CTPEMHTBHCSI HAXOAUTh CHOCOOBI pa3pelieHUsT BOSHUKAIONIMX MPOOJIeMm;
dbopMUpOBaHHE HABBHIKOB CaMOCTOSITEIBHON IEATENbHOCTH, KaK B OOpa3oBaTeNbHOW, Tak U

npodeccuoHaIbHOM cdepe.



3agayM AMCUUIUINHBI:
® Ppa3BUTh HAaBBIKU 10 ONHUCAHUIO MH(GOPMALMOHHON O€30IIaCHOCTH W peaju3aluu Ou3Hec-
IIPOLIECCOB 3aKa3uMKa;
e cdopmupoBaTh y OOydarOIIMXCSl KOMIIETEHLMH B 001acTH 0€30HacHOCTU COBPEMEHHBIX
nHpopmarmorHsix cucteM (MC) B chepe ynpaBineHus AeSITEIBHOCTHIO PEITPUSITHS;
® Ppa3BUTh HAaBBIKM NMPUMEHEHUsS] CUCTEMHOIO IMOJAX0Ja K 0e30MmacHOCTH, UH(OpMATH3aLUU U
aBTOMAaTH3allUU PELICHUs MPUKIAIHBIX 3a]1a4;
® JaTh Mpe/CTaBIeHHEe 00 MHCTPYMEHTaX MHTEIIEKTYyaJlbHOTO aHaIN3a JaHHbIX;
® Da3BUTh HaBBIKU (GOPMHUPOBAHUSA OOOOUICHHBIX TpeOOBaHHM K MH(GOPMAIMOHHON cucTeMe
HPEANpUATHS, €€ CTPYKTYPE U OCHOBHBIM JTaHHBIM.
3. MECTO JUCHUIIJIMHBI B YYHEBHOM IIVIAHE
VYuebnas mucumummHa «MHbopManroHHass 0€30mMacHOCThY OTHOCHTCS K JTUCIUIUTMHAM
yactu bnoka 1. lucuumiuasl  (Moxyiu), ¢GopMupyeMoil ydyacTHUKaMH 00Opa3oBaTeNlbHBIX
oTHOWIeHUH. M3yueHwe JaHHOM JuCHMIUIMHBI Oa3upyeTcss Ha MaTepuaie, H3YYeHHOM B
mucuuiuinHe  «OO0mue uH(QOpPMAMOHHBIE TEXHOJIOrMMW». JIMCIMIUIMHA JIOTMUYECKH CBs3aHA C
TUCHUIUIMHONW «OTepanvoHHbIe CHCTEMbBD». 3HaHUsS, YMEHHMS W HaBBIKH, NpPUOOpPETEHHBIE B
pe3ysibTaTe U3yueHUsl AUCHUILINHBI, OyIyT BOCTpeOOBaHbI MpU OCBOCHUHU AUCHMILINH «IIpaBoBble
OCHOBBI c(epbl MH()OPMAIMOHHBIX TeXHONOTUN», «llporpaMMHas WH)XEHepus» M HAIUCAHUU
BBIITYCKHON KBaTM(PUKALMOHHON pabOoTHI.
4. IINIAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O JUCHUIIJIMHE JJI51
®OPMHUPOBAHUA KOMIIETEHIIUI OBYUYAIOIIIUXCHA
PesynbraThl OCBOEGHHS 00pa3oBaTEIbHOM MNPOrpaMMbl (KOMIIETEHLUH OO0YYaroluXcs)
YCTQHABJIMBAIOTCS B COOTBETCTBUM C (efepaibHBIM TOCYJapCTBEHHBIM 00pa3oBaTeIbHBIM
CTaHJApTOM TIO  HANpaBJICHUIO  TOATOTOBKM M  MPO(ECCHOHATBHBIMH  CTaHAapPTaMH,
COOTBETCTBYIOIIUMU MPO(ecCHOHATBEHON 1eATEIbHOCTH BBIITYCKHUKOB, a TAK)KE Ha OCHOBE aHAJIM3a
TpeboBaHuil paboTojarenei, NpPeabSBIAEMBbIX K BBITyCKHMKaM. IlnaHupyemble pe3ysbTaThl
o0yuyeHHs M0 TUCHMIUIMHE (3HAHUS, YMEHHs, HaBBIKM) OOECIEUMBAIOT JOCTIXKEHHE Pe3yJIbTaTOB

OCBOEHUS1 00pa30BaTENbHOMN POrpamMMBl.

Indp u Ha3BaHue HNuaukaropsbl Ilnanupyemble pe3yabTaTbl 00y4eHUs MO
KOMIIETEHIINH KOMIIeTEHIIH U AUCIHUILINHE
IIK-1 K-1.1. ITpoBoaut 3HATDL:
Crniocoben obcrnenoBanue - TpeOoBaHMsI 0€30MaCHOCTH K
BBISIBIISITh OpraHu3anui, MH(OPMAIIMOHHBIM CUCTEMaM;
WH(OPMAIIMOHHBIE | BBISBIISET Ymern:
MOTPEeOHOCTH nH(pOpMaIMOHHBIC - MPOBOJUTH AHATU3 MPEIMETHON 00JIaCTH
MOJIb30BaTENIC U | TOTPEOHOCTH Y BBISBIISITH HH(GOPMAIIMOHHBIE YTPO3HI;
COCTaBJISATh MOJIb30BaTeNeH Baanern:
TEXHUYECKOE - HaBBIKaMU aHaJIN3a WHPOPMAIIMOHHBIX
3aJ]aHKie Ha PHUCKOB;




ITK-1.2. Cocrasiser

3HaTh:

- MporpaMMHO-aNmnapaTHoe,
OpraHu3alMOHHOE, HHXEHEPHO-
TEXHHYECKOE 00ecreUeH e 3aIUuThI
uHpOpMaLuy;

YMmerTh:
- pa3pabarbiBaTh KOHIICTITYaJbHOE

pa3paboTKy TEXHUYECKOE 3aaHNe
HH(OPMALMOHHON | Ha paspaboTKy pelieHre mo 00eCTIeYeHHO 3aUThI
. nH(popMalnu B pa3padaThIBa€MbIX
CUCTEMBI uH(GOPMaIMOHHON ]
CUCTEMBI cHCTEMAX;
Baanern:
- HaBBIKaMU OOPMIICHHUS JOKYMEHTOB Ha
pa3paboTKy MHGOPMAIIMOHHON CHCTEMBI
B 4aCTH MH(POPMAIIMOHHOH
0e30MacCHOCTH B COOTBETCTBUU C
TPeOOBAHMSIMU;
IIK-3.3. 3HaTh:
O0ecnieunBaeT - CIIOCOOBI M METOABI OOECTIEUEHUS
MH(GOPMAIIMOHHYIO nH(OPMAIIMOHHON OE30MaCHOCTH B
0e30macHOCTh KOMITBIOTEPHBIX CETAX, YAaJleHHbIE
pa3pabaTbhIBaeMbIX yTPO3bI U aTaKu, OCHOBBI
UH(POPMAITMOHHBIX KpUNTOTpaQrUIeCKOM 3aIUThI
CUCTEM uHpOpMaIKH, CIIOCOObI YIIPaBICHUS
MHIUACHTaMU HHGOPMAIMOHHON
K-3 0€30aCHOCTH;
Crnocoben Ymern:
pa3pabaTsiBaTh - OmpeAensTh U 00OCHOBLIBATH
nH(pOpMallMOHHbBIE OpraHMU3aIOHHO-TEXHHUYECKHE
CUCTEMBI MEPOIPUSATHS 110 3alIUTe WH(HOPMALIUU B
MH(OPMALIMOHHBIX CUCTEMAX;
Baaners:
- HaBBIKAMHU UCIOIB30BaHUS
WHCTPYMEHTAIBHBIX CPEJICTB 3aIUThI
nH(popMaInu B Xoje npodeccuoHalIbHON
NEATSILHOCTH;
- HaBBIKAMH YTPABICHUS UHIIMICHTAMHU
nH(pOpMaIMOHHOM 6€30MMaCHOCTH;
ITK-4 ITK-4.2. [Ipumenser 3HaTh:
Crnocoben HOpMaTHBHbBIE - HOPMATUBHO-TIPABOBBIC OCHOBHI
YIIPABIIATh JIOKYMEHTBI U MH(pOPMallMOHHON 6E3011aCHOCTH B
MpOoIeCCaMu CTaHJIAPTHI B IIpolLiEcce Poccuiickoit denepanuu;
CO3IaHUS CO3IaHUS - MEXJIyHApOJHbIC H OTCUCCTBECHHBIC
MH(GOPMALIMOHHBIX | HHPOPMAIIMOHHBIX CTaHJIAPTHI, perilaMEeHTHPYIOIIHE
CUCTEM CUCTEM po(ecCHOHATBHYIO JICITEeILHOCTD B

obacti UH(GOPMAITMOHHOMN
0e30IacHOCTH;
Ymern:

- pa3pabaTbIBaTh MOJIUTUKY
nH(pOPMaLMOHHON OE3011aCHOCTH
IIPOrPaMMHBIX TPOJIYKTOB U
OpraHu3aIlHii ¢ OMOPON HA HOPMATHBHO-
[IPaBOBBIE JTOKYMEHTBI

Baangers:

- HaBBIKaMH JIOKYMEHTHPOBaHUS

WHIMJICHTOB U MPOIECCOB




nH(pOpMaAIIMOHHOM 0€30IMaCHOCTH;




5. CTPYKTYPA U OFBEM JIUCHUIIJINHBI

CemecTtp n3yuenus: 6

Buabl yueOHoli padoThl

KonTakTHas padora

CamocrosiTeibHas padora

(B yacax) o
opMu
Pa3neun, @ 5~ IIpomexyTouna ®dopma eIn)ablep
monyan | Iloapasnpen, Tema . £ S z sl aTTecTanus TeKyl1ero K)(I)MHeTe
o OPMBbI OpraHu3anmuu
= = = & 23 (bopmni op 1w B Yacax KOHTPOJISA
Z = = Cz) = B Yacax CaMOCTOSATEJbLHOM HIUHU
2]
= < 8 g £ padoThI
2 A
=y = &
= =
Tema 1. Benenue B -
MH(POPMALMOHHYIO OBTOpEHIC
JIEKIIHOHHOTO MaTepHaa, . [IK-1.1,
0€301acHOCTb, - 8 - VYcTHblN onpoc
HOJI'OTOBKA K I1K-3.3
YEOBHH ce MPAKTUYCCKUM 3aHATUAM
o0ecrieueHus
Tewma 2. CranmapTsl TloeTopenne
MH(POPMALIMOHHOM 1 8 JICKIHORHOTO Matepuara, YeTHBIM o1Ipoc 1K-4.2
6 p 1t IIOArOTOBKA K p
C30TAaCHOCTH IMPAKTUYCCKUM 3aHATUAM
Tema 3 1 IToBTOpEHME
JICKIIMOHHOI'O MaTCpHuaa. o
WNudopmannoHHble 1 - 8 HO,Z[II_EOTOBKa « P ’ - Yerasii onpoc | ITK-1.1
yrp O3Bl MPAKTHUYCCKUM 3aHATUAM
Tema 4 IToBTOpEHME
HH(bOpMaHI/IOHHaﬂ JICKOHUOHHOI'O MaTepuaja,
IIOATrOTOBKA K o
0e301acHOCTh B 2 - 12 A - VYernbiii onpoc | T1K-3.3
MPAKTUYCCKUM 3aHATUAM.
KOMITBIOTCPHBIX Brinonuenue KypcoBou
COeTIX paGoTHL
Tema 5. 1 2 - 12 IToBTOpeHue - IIpoBepka IIK-1.2
IIporpammHoO- JICKIIHOHHOTO MaTCpuaa, BBIITOJTHECHHBIX
anmapaTrHoe HOATOTOBKA K pabot
OGGCHequI/Ie NMPAKTHYECCKUM 3aHATHUAM




MHPOPMALIMOHHOM

Brinonnenue KypcoBoi

0€e301acHOCTH paboThI.
IToBTOpEHME
Tema 6. JIEKIIMOHHOTO MaTepHaa,
Kpunrorpaduuecka MOATOTOBKA K N
p pad 12 VYernbiii onpoc | [IK-3.3
s 3aIUTa NPAKTHYECKUM 3aHITUSIM
I/IH(l)OpMaI_II/II/I Brinoninenue KypcoBoit
paboTEHIL.
Tema 7 IToBTOpEHue
JIEKIIMOHHOTO MaTepHaia
OpraHn3anoHHOE H prana,
MOATOTOBKA K .
obecrieueHne 12 A Yerasiii onpoc | TIK-1.2
MPAKTHIECKUM 3aHSTHIM
SaIHTBl BrinonHenne KypcoBoi
nH(pOpMaIUU PABOTEL
Tema 8. [MToBTOpeHue
HNnxenepHo-
TeXHquEKoe JIEKIIMOHHOTO MaTepHaa, Tposepka
MOJTOTOBKA K
12 A BeimonHeHHbIX | [IK-1.2
oOecrieueHue NPaKTUYECKUM 3aHATUSIM 5
3aIUTHI Brimmonnenue KprOBOﬁ pabot
uHpOpMaUn paboTkL.
IToBTOpEHUE
Tema 9. Cucremsl JIEKITMOHHOTO MaTepHaa, MK-1.2
TPABJICHUS MTOJITOTOBKA K . S
yup . 12 A Yerusiit onpoc | T1K-3.3,
nHGOPMAIMOHHON MPAKTHYECKUM 3aHSTHIM K42
0€e30I1aCHOCTBIO Brinonxenue KprOBOﬁ o
paboTHIL.
Tema 10.
Opranu3anoHHOe TTonTroToBKa K
rE) aBJICHHE . Hposepra
MPAKTHYECKUM 3aHSTHIM
yup 12 P . BbInmojHeHHbIX | [1K-3.3
UHUUJECHTAMU Brinonnenue kypcoBoi
N 6 pabot
nHGOPMAIMOHHON paboThI.

0€3011aCHOCTBIO




3auer, 3a1uTa KypcoBOu
paboThI

IToaroroBka k
MPOMEKYTOUHOMN
aTTeCTalllu

Bcero

16

116

144




6. COAEP)XAHUE JUCIHUIIJINHbI

Tema 1. BBenenue B uHGOPMAIHOHHYI0 0€30MIACHOCTh, YPOBHHU €€ 00ecnedyeHus

[IpobGnembl nHDOPMAITMOHHBIX BOWH M WMH(GOPMAIIMOHHOW Oe3ormacHocTH obOmiectBa. [loHsTHE
«uHpopmalnMoHHas  Oe3omacHocThy». CocraBistomue  MHPOPMALMOHHOM  Oe30macHOCTH
(TOCTYMHOCTh, WETOCTHOCTh, KOH(PHUICHIMAIHLHOCTh HH(pOpMAIMK). YPOBHU (OPMUPOBAHUS
pexxuMa HHPOpMAnMOHHON Oe3omacHocTH. CTpaTeruu MOCTPOEHUS CHCTEMbI  3alUThI
uHpopMaluu. AJIMUHUCTPATUBHBIN YpOBEeHb obecriedeHnst UHHOPMaIIMOHHON 6€30MacHOCTH.
Tema 2. CtangapTsl HHPOPMALMOHHOM 0€30I1aCHOCTH

HopMmaTtuBHO-1IpaBOBBIE OCHOBBI ~WMH(pOpManMOHHONH Oe3omacHocth B P®. CranmapTsl
nHpopMalmoHHON Ge3omacHocTH. TpeboBaHus 0e301acHOCTH K MH(OPMALMOHHBIM CHCTEMaM.
JIOKYMEHTBI IO OLIEHKE 3alllMIIEHHOCTH aBTOMAaTHU3UPOBAaHHBIX cucteM B P®. denepanbHas
ciy’)k0a IO TEXHHYECKOMY U 3KCIOPTHOMY KOHTpoito. CraHmapTsl HH(POPMALMOHHON
0€301acHOCTH PACHPEICICHHBIX CUCTEM.

Tema 3. UndopManuoHHbIE YTPO3bI

Knaccwl yrpo3 undopmannonnoii 6ezonacnoct. Kanansl HeCaHKIIMOHMPOBAHHOIO JOCTyMa K
uHpopmanuu. TexHUUeckue KaHaiubl yTeuku uHpopmauuu. Haumbosee pacmpocTpaHeHHbIE
YTpO3bl HAPYIIECHHUS JOCTYNMHOCTH HH(opMaru. OCHOBHBIE YIPO3bl HAPYIICHUS LEIOCTHOCTU U
KOH(pUICHIIMATTEHOCTH WH(OPMAITUH.

Tema 4. UndopmanuonHasi 0e30aCHOCTb B KOMIILIOTEPHBIX CeTAX

OcobenHoctu obecreyeHuss THPOPMALMOHHON OE30MTaCHOCTH B KOMIIBIOTEPHBIX ceTsX. CeTeBble
MOJICNIM TIepelayd JaHHbIX. Mojenb B3auMOJEHCTBHA OTKPHITHIX cucTeM. Knaccudukarms
YIaJCHHBIX YTPO3 B BEIYUCIUTEILHBIX CETSAX. THITOBBIC YJaJICHHBIE aTaKW M UX XapaKTEPUCTHKA.
Tema 5. IlporpammHo-annapaTHoe odecneyeHue HUHPOPMANMOHHOM 0€30MACHOCTH
BpenoHocHble TporpaMMbl U aHTUBUPYCHBIE MTporpaMMbl. Maentudukanus u ayTeHTuUKams.
Mertoapl pasrpaHuueHus goctyna. Perucrpanus U ayaut coObITUH MHPOPMALMOHHBIX CHCTEM.
Me:xcereBoe 3kpaHupoBaHue. TeXHOIOrus BUPTyalbHbIX YACTHBIX CETEH.

Tema 6. Kpunrorpagpuyeckasi 3amura uHpopmanuu

CoBpemenHble  TexHojoruu Kpunrtorpagpuu. CHUMMETpHUUHBIE CHUCTEMbl MIM(POBAHUS.
AccUMeTpUYHbIE CHCTEMBl IU(GPOBAHUA. JIEKTPOHHO-UU(POBas MOANUCH. YTpaBICHUE
KpUNTOrpapuIecKuMHU KIFOYaMHU.

Tema 7. OpranuzannonHoe odecrevyeHue 3aUThl HHGOPpMaUMU

3amaya OpraHM3allMOHHOIO obOecneueHus 3aliuThl MHpoOpManuu. AHAIU3 U OLEHKa Yrpo3
nH(pOpMaIMOHHOK Oe3omacHOCTH 00bekTa. OlleHKa ymiepOa BCIEACTBUE MPOTHBOIPABHOTO
packpeiTus uHbopmarmu. Ciyk06a Oe3omacHocT 00BekTa. OpraHuzarusi U oOecrieueHue
peXHUMa CEKPETHOCTH. 3amuTa UH()OPMALUK TPU aBapUsSIX M UHBIX SKCTPEMAIbHBIX CUTYaIUsX.

OO0ecreueHne 3alllUThI I/IH(I)OpMaI_II/II/I npu OCYHCCTBJICHHUU MCKIAYHAPOAHOI'O HAYYHO-



TEXHUUYECKOTO ¥ 3KOHOMHUYECKOI'O COTPYIHUYECTBA.
Tema 8. UHkeHepHO-TeXHUYeCKOe o0ecnedyeHne 3allUThl HH(POPMALHHU
OOmue BOMPOCHl OpraHM3alMM TMPOTUBOACHCTBUS TexHHUecKOoM pasBeake. Kimaccudukamms
KaHayioB yTeuku uHpopMmaru. CriocoOs! 1o0bBanus uHpopMmaru. Knaccupukanus MeTo1oB u
CPEACTB HWH)XEHEPHO-TEXHUYECKOW 3almuThl HHGpOpMAIMM M OOBEKTOB WH(POPMATHU3ALUH.
MeTto/p! 3a1uThl HHGOPMAIMU CHEUAIbHBIMU CPEICTBAMMU.
Tema 9. Cucrembl ynpapJieHHsi HH(POPMAIUOHHOI 0€3011aCHOCTHIO
ApPXUTEKTypa CUCTEM YIIpaBICHUS MH()OPMAILIMOHHON 0e301acHOCTbIO. [IpuHIMITEI yIIpaBIeHHUS.
I'OCT P MCO/MBK 27001-2006. Cepruduranus CUCTEM YyHpaBieHHUs HH(GOPMAIIMOHHON
0€3011aCHOCTHIO.
Tema 10. Oprasu3anMoHHoe  ynpaBJjieHHe  HUHIUJIEHTAMM  MH(POPMAUMOHHOM
0€3011aCHOCTBIO
Metonuka ympaBineHus uHOUAeHTamMu. CTpykTypa M 3ajJauyd TpYNINbl pearupoBaHUs Ha
WHIUJEHTBI, €€ CcOocTaB M Tporecc co3mgaHus. OrneHka 3(PGEeKTHBHOCTH pearupoBaHUs Ha
MHIUACHTB. MeTronbl OOHapyXeHHs WHLUJCHTOB. AHaIM3 aHOMaluil HHQOPMAIMOHHOM
6e30macHOCTH.
7. CAMOCTOSATEJIBHAS PABOTA OBYYAIOIIIUXCSA

B pamkax mpaHHON y4eOHOM AMCUMILIMHBI OOYYaIOUIUECs BBINOJHSAIOT CAMOCTOSTEIbHYIO
BHEAYJIUTOPHYIO pabOTy B BHJIE: MU3YUEHHUs TEOPETHUECKOro mMaTepuaia mo temam 1, 3, 6, 7, 9;
U3YYEHHUs JOKYMEHTOB II0 TEME 9; MOATOTOBKM K IPAKTUYECKUM 3aHATHUAM 110 TeMaM 2, 4,5, §,
10; BBIMOMHEHUSI KypCOBOH pabOTHl MO BHIOPAHHOW TeMe, MOJATOTOBKU K €€ 3allUTe U CHAYH
3ayeTa.
8. OBPA30OBATEJ/IBHBIE TEXHOJIOI'MA

[Ipy wn3ydeHuM NAHHON AMCHMIUIMHBI HCIOJB3YIOTCS CIeIylolue 00pa3oBaTeibHbIe

TCXHOJIOTHH:

Bun o6pa3oBaTesbHOM Dopma NpoBeAeHUs
TeXHOJOTHH 3aHATHSA

Tema 3anaTus

Tema 1. Beenenue B
nH(})OpMAITMOHHYIO 0€30TacCHOCTb, TpanuuroHHAs TEXHOIOTHUS Jlexmus
YPOBHH €€ 00CCIICUCHUS

Tema 2. CtanaapTsl Jlexust
. TpaaumoHHas TEXHOJIOTHUS
MH(POPMALIMOHHON 0€30MacHOCTH [IpakTHYecKoe 3aHsATHE
Jlexusa
Tema 3. lHpopMaioHHbIE yTPO3BI TpaauumoHHas TEXHOIOTHS
HpaKTH‘ieCKOC 3aHATHC
Jlexnus
Tema 4. Undopmanmonnas
Tpa,Z[I/ILII/IOHHaSI TCXHOJIOT U
0€e30I1acHOCTD B KOMIIBIOTCPHEBIX CETAX HpaKTH‘IeCKOe 3aHSITHE
Tema 5. [IporpamMHoO-arimapaTHoe Jexmus

obecrieueHre MHPOPMAITMOHHOM TpaauinoHHas TEXHOIOTHS

0e30MacHOCTH [IpakTuyeckoe 3aHsATHE




Tema 6. Kpunrorpapuueckas 3ammra Jlexuust
Tpa,I[I/ILII/IOHHaSI TEXHOJIOI'UA

I/IHCbOp Marnn HpaKTI/I‘-ICCKOG 3aHATHUC

Tema 7. OpranuzanoHHOE Jlexmmst
TpaguuuoHHas TEXHOIOTUA

obecrieueHne 3amThl HHOOPMAITUU TIpaKTHYECKOE 3aHATHE

Tema 8. H)KeHEpHO-TEXHUYECKOE Jlexius
TpaguumoHHas TEXHOIOTUA

obecrieueHne 3auThl HHOOPMAIUU [IpaKTHYEeCKOE 3aHATHE

Tema 9. Cuctemsbl yripaBieHus TpaauiuoHHAas TEXHOIOTHSI Jlexuns

nH(GOPMaIMOHHOHN 06€30MaCHOCTHIO TIpakTHYeCKOe 3aHATHE

Tema 10. OpranuzanuoHHoOe Jlexumst

yIOpaBlieHue UHIUJCHTaMU TpaauioHHas TEXHOIOTHS

WH(POPMAITMOHHOHN 06€30MaCHOCTHIO IpakTuyeckoe 3aHATHE

9. TEKYIIUMA KOHTPO.JIb YCIIEBAEMOCTH U ITIPOMEKYTOYHAS
ATTECTALMUSA MO JUCHUITJIUHE

9.1. ®opMBbI KOHTPOJISI IO TUCIHUIIINHE

Texkymmuii KoHTpPOJb. B mporiecce m3ydeHus y4eOHOW TUCHMIUTUHBI O0ydYaromIuecs
Y4acTBYIOT B YCTHBIX TEOPETHUECKHUX OIpOcaX, BBIMIOJHIIOT MPAKTUYECKHE 3aJaHusl.
Pe3ynbrarhl BRIMOTHEHUSI B YCTHBIX OMPOCAX W BBHITIOJTHEHUS MPAKTHYCCKUX 3aJaHUMN SBIISIOTCS
OCHOBAHHUEM JIJIsl BBICTABIICHUS OLIEHOK TEKYIEro KOHTPOJS MO JaHHON y4yeOHON AMCUHUIUIMHE.
BrimonHeHne Bcex MPaKTUYECKUX 3aJaHUM SIBISETCS 00s3aTelIbHBIM I BCEX OOyYarOIIUXCS.
OOyuaromiuecsi, He BBIOJHUBIIKE B MOJHOM 00BbEME BCE 3allaHMsl, HE JOMyCKAIOTCA K caaye
3a4deTa 1Mo JaHHOW y4eOHOH AUCIUIUINHE.

IIpome:xyTouHas arrectaums. /[ KOHTpoOns ycBOeHUs OOyYaIOIIMMUCS HTaHHON
JTUCIUILTAHBI YI€OHBIM IMJIAHOM IMPEIyCMOTPEH 3a4eT, KOTOPBIM MPOBOIUTCS B (hOpME YCTHOTO
OTBETa HAa BOINPOC M BBIMOJHEHUS NPAKTUYECKOTO 3aJaHus, W 3alluTa KypcoBOW paboTHI,
BBITIOJIHAEMOU B TEYEHHUE CEMECTPA.

9.2. OueHouyHble MaTepHajibl (OIEHOYHBbIE CPeACTBA) ISl TEKYLIero KOHTPOJIA
YCIeBaeMOCTH ¥ MPOMEKYTOYHOM aTTeCTALMH MO JUCHHUILINHE
Texkyumuii KOHTPOJIb.
Cnucok BONPOCOB /151 YCTHOI'O 0Iipoca
no meme «Bseedenue 6 uHPopMayUoHHYI0 OE30NACHOCb, YPOBHU ee 00eCneyeHUs»
1. Teopus 3amutsl nHGOpManuu. OCHOBHBIE HAIPABICHHUS.
2. Oobecrneuenne nHOOPMAMOHHON OE30MMACHOCTH U HATIPABIICHUS 3aIUTHI.
3. KommnekcHocTb (11e51eBasi, HHCTpyMEHTabHAasl, CTPYKTYpHasi, pyHKIIMOHAJIbHAS,
BpEMECHHas).
4. TpeboBaHUs K CUCTEME 3aIIUTH HH()OPMAIIHH.

5. ¥Yrpo3sl nuapopmaium.
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1.
12.

13.

14.

15.

Bunel yrpo3. OCHOBHBIE HapyLIEHMUS.
XapakTep IpOUCX0XKICHUS yTPOo3.
Hcrounnku yrpo3. I[Ipeanocbuiku nosiBaeHus yrpos.

Cuctema 3amuThl HHGOPMALIUY.

. Kimaccel kananoB HECAaHKITMOHUPOBAHHOTO MOIy4YEHUS] HH()OPMAIIHH.
. [IpyuuHBI HapyLIEHUs LIETIOCTHOCTU MH(OpPMaLIUK.
. MeTtobl 1 MOIENTN OLIEHKH YSI3BUMOCTH MH(OPMALIHH.

. Obmiast Mozienb BO3JICHCTBUS HA MH(POPMALIUIO.

no meme « Cmanoapmol UHGOPMAYUOHHOU 6€30NACHOCMUY
OO6m1ast Mmoiess Tpolecca HapymeHnuss PU3NIECKOM 11eJT0OCTHOCTH HH(OPMAITUH.
CTpyKTypHpOBaHHas CXeMa IMOTCHIINAIFHO BO3MOXHBIX 3JI0YMBIIIJICHHBIX JCHCTBUH B
aBTOMATHU3UPOBAHHBIX CHCTEMaX 00pabOTKU JaHHBIX.
Mertooornyeckre moaxo bl K OIICHKE YSI3BUMOCTH HH(POpMAIINH.
Moernp 3aIUThl CHCTEMBI C TIOJIHBIM MEPEKPBHITHEM.
PexomMeHamm o UCrob30BaHUI0 MOICIICH OIICHKH YSI3BUMOCTH HH(OPMAIIHH.
Jlomy1ieHust B MOJIJSIX OIICHKH YSA3BUMOCTH UH(GOpMAIUH.
Mertoabl onpeaeneHus TpeOOBaHUI K 3amuTe HHPOPMAIIKH.
dakropsl, 00ycIaBIMBaIONIIEe KOHKPETHBIE TPEOOBAHHS K 3aIIUTE, 00YCIIOBICHHBIC
cnenu@UKON aBTOMAaTH3MPOBAaHHON 00pabOTKH HH(POPMAIIHH.

Knaccugukaius tpeboBaHui K CpeCTBaM 3aIUThI HHPOPMALIUH.

. TpeboBanus K 3a11KTe, ONPEAEIIEMbIE CTPYKTYpPOil aBTOMaTU3UPOBAHHOM CHUCTEMBI

00pabOTKM JTaHHBIX.
TpeboBanus k 3amure, 00ycaaBiIMBaeMble BUIOM 3alUIIaeMOil HHPOpMAIIIH.
TpeboBanus, oOyciiaBnuBaeMbie, B3aUMOACHCTBHEM IMOJIB30BATENS C KOMILJIEKCOM
CPEICTB aBTOMAaTHU3aLl1H.
Crannapt CIIA «Kpurepuu onieHKH rapaHTUPOBAHO 3alTUIIICHHBIX BEIYUCIUTEIBHBIX
CUCTEM B MHTepecax MUHHUCTEpcTBA 000poHBI CIIIAY». OCHOBHBIC MOJIOKECHHUS.
PykoBonsmem noxkymente ['octexkomuccuu Poccun «Knaccuduxarms
ABTOMATHU3MPOBAHHBIX CHCTEM U TPEOOBAHUH MO 3aIIUTe HHPOPMAIIUI, BHITYIIICHHOM B
1992 rony. Yacts 1.
Kraccpl 3anuieHHoCTH CpeicTB BEIYUCIUTENFHOM TEXHUKU OT HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

no meme «Mugopmayuonnsie y2po3ol»
Jlaiite onpeneneHne MoHITHI «YyTpo3ay», «YSI3BUMOCTb» U «aTaKay.
Kaxkue knaccudukanuonnsie cxemsl yrpo3 b Bam u3BecTHBI?

IIepeuncinure ucroynuku yrpos Ub.
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11.

4. Ha3zoBuTe KaHabl IPOHUKHOBEHNUS B aBTOMAaTU3MPOBAHHYIO CUCTEMY U YTEUKH
uH(popMaLuu.

Kakue ¢akTopsl Jiexar B 0CHOBE (POPMUPOBAHUS MOJEIIN HAPYLIUTENS?
KakoBsl 1ienu pazpa®oTku Mojienelt yrpo3 1 HapyIuTenei?

B uem pazHuna Mex1y HapyIUTENIEeM U 3J10yMBIIUIEHHUKOM ?

® =N @

OyHKUMHU U 33724 3a1uThl HHGopMauu. OCHOBHBIE MT0JIOKEHUS MEXaHU3MOB
HEMOCPEJCTBEHHON 3aIlIUThl U MEXAaHU3MBbI YIIPABJICHHUS MEXaHU3MaMU
HEIIOCPEICTBEHHOM 3aIUTHI.
9. Metoas! popMupoBaHUs QPYHKIUH 3aIUTHI.
10. CoObITHSI, BO3HUKAIOIIKE TPU (POPMHUPOBAHUH (PYHKLIMNA 3a1UTHI.

no meme « Mngopmayuonnas 6e30nacHocms 8 KOMNbIOMEPHBIX CENAX»
B yeM 3akirouaeTcsi OCHOBHAs PUYMHA MPEIOCTABICHUS CIIY>KO 10JIb30BaTENsAM?
[Touemy cucTembl, K KOTOPBIM OCYILLECTBIISIETCS JOCTYI U3 BHEILIHEHN CPE/ibl, HE MOT'YT
I10JIb30BaThCS MOJHBIM JJOBEpUEM?
[Touemy nipotokosn ICMP siBnsieTcst BaKHbIM KOMIIOHEHTOM CETH?
CKOJBKUM BHYTPEHHUM CHCTEMaM pasperaeTcs ucnosb3oBarb NTP B untepuere?
MoxHo 5 paccmaTpuBath ncnoab3oBanue SSH kak peanusanuio VPN?
[Touemy nmonp3oBarensckue VPN TpeOyroT cTporoit ayreHtudukanun?

MoskeTt 1 mudpoBaHUe TOJHOCTHIO 3AIUTUTD JIAHHBIE, TIepeaaBaeMbie yepe3 VPN.

C 4yeM HEOOX0MMO KOMOMHUPOBATH MOJIUTUKY, YTOOBI 0OecreunTs 6e3onacHocTs VPN?
SIBnisieTCs M OAMH U3 THIIOB MEXKCETEBBIX SKPaHOB 0ojiee Oe30MaCHBIM, HEXEH IpyToi?

. UTo Mex’ceTeBOM 3KpaH MPUKIAJIHOTO YPOBHS M0 YMOJIYAHHIO JIETAET ¢ BHYTPEHHUMU

angpecamu?

B yem cx0/ICTBO MEKCETEBOr0 3KpaHa ¢ (PUIbTpaIHeli MaKeTOB U MapiIpyTu3aTopa?
no meme «lIpoepammno-annapamuoe obecneyenue UHGOPMayuoHHOU Oe30NACHOCUY
[TonsiTue yrpo3sl 0€30MacCHOCTH KOMITBIOTEPHOM CUCTEMBI. METOTbI «B3JI0May
KOMITBIOTEPHBIX CUCTEM.

3ammra KOMIbIOTEPHON CUCTEMBI OT «B3J0May. [IporpaMmmHbIe 3aKIaKy.

MeTobpl yHHUTOKEHUST HHPOPMAITUHU, XPAHUMON Ha SHEPTOHE3aBUCUMBIX HOCHUTEIISX.
YpoBHM CTENEHEN HAJAEHKHOCTH.

3amuTa nporpaMMHoro ooecriedenus. [IpeBeHTHUBHBIE MEPHI 3AIIUTHI.

3amuTa mporpaMmHoro obecreuenus. CpeacTBa COOCTBEHHOM 3aIlIUTHI.

3amuTa mporpaMmHOro obdecredenus. CpeacTBa 3allUThl B COCTaBE BHIYUCIUTEIILHON
CHUCTEMBI.

3amuTa nporpaMmHoro obecredenus. CpeacTBa 3alluThl ¢ 3alIPOCOM UHPOPMAIIIH.

33.IJ_II/IT8. IporpaMMHOro obecrncycHUsI. Cpe,[[CTBa AKTUBHOH 3aIlIUTHI.
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3amuTa mporpaMmHoro obecredenus. CpeacTBa MacCUBHOM 3aIIUTHI.
TexHoNOTHS 3aUMTH HH)OPMAIMKA HA OCHOBE: SJICKTPOHHBIX KITFOUEH, CMapT-KapT,
HIEPCOHAIBHBIX UIEHTU()PHUKATOPOB.
[TpuHIMIBI 1 METOBI CO3JaHUS 3ALIUIIECHHON ONepaliMOHHON CUCTEMBI.
Llenu u cpencTsa 3amuThl HHGOpMaly. TunuuHbii HA00p (QYHKIIMOHATBHBIX MOJICUCTEM.
OcHoBHbIE IPUHLUIIBI Opranu3anuu 3amuTel vHGopmanuu oT HCJl n oOecnieuenus ee
KOH(HIEHIIMATbHOCTH.

no meme «Kpunmoepaguuecxas 3awuma unghopmayuuy
Yro sBnsieTcs npeameroM Hayku Kpunrorpadus
[lepBast mpakTHUYecKas peann3anus KPUITorpaduu ¢ OTKPBITHIM KIIFOYOM
Vcnonb30BaHue B KpUNTOrpahuu MOJIENIN OTKPBITOIO TEKCTA, YUUTHIBAOILUE 3aBUCUMOCTh
OyKB TEKCTa OT MpeAbLAYIIUX OYKB.
B yem coctout npunnunuansbHoe orinuue HoBoro crtanaapra ['OCT P 34.10 — 2001 na
anroput™ Gopmuposanus u nposepku LI ot craporo I'OCT P 34.10 — 1994.
OcnoBHo# npuHIn Keproddca.
Yro nmoHUMaeTcs MoJi KpUnTorpadhuieckuM mpoTOKOJIOM
B 1em cocTouT kpunrtorpapuueckas 3agada 00ecredeHus s HeITOCTHOCTH.
MeTo/pbl ¢ 11e1b0 0OecrieueH s Ay TeHTU(PUKAIUT

no meme « Opzanuzayuonnoe obecneuerue 3auumsl UHGopmayuuy
Mozenp 3aIUThl CUCTEMBI C ITOJIHBIM NEPEKPBITHEM.
PexomeHanmm 1o UCIoJIb30BaHUIO MOJIETICH OLIEHKU YS3BUMOCTH HH(POpPMAIIUH.
JlomymieHnst B MOJIEIISIX OIICHKH YSI3BUMOCTH HH()OPMAITHH.
Mertonbl onpeaeneHus TpeOOBaHUI K 3aluTe HHPOPMALIUU.
dakropsl, 00ycIaBIMBaIOIINE KOHKPETHbIE TPEOOBaHUS K 3alUTEe, 00YCIOBICHHbIE
crenupUKoi aBTOMaTU3UPOBAHHON 00paOOTKH HH(POPMAITHH.
Knaccudukanus tpeboBaHuii K cpeAcTBaM 3alluThl HHHOPMALIUH.
TpeboBaHMsI K 3a1UTe, ONIpeeIIsieMble CTPYKTYpOil aBTOMAaTU3UPOBAaHHON CUCTEMBbI
00pabOTKH JaHHBIX.
TpeboBanus K 3amuTe, 00yCIaBIMBACMbBIE BHIOM 3alIUIAeMO HH(OPMAIIHH.
TpeboBanwusi, 00yciaBIMBaeMble, B3aNMO/ICHCTBIEM MOJIB30BATENSI C KOMILJIEKCOM CPEZICTB
aBTOMaTHU3aLIUU.
no meme «Mnoicenepno-mexnuieckoe obecneuenue 3auumsl UHGoOpmMayuu»

Crpareruu 3amuTsl HHPOPMAITUH.
Crioco0bl U cpecTBa 3alIUThl UH()OPMALIHH.
CriocoObl «aOCOIOTHOM CUCTEMBI 3AILUTHD.

ApPXUTEKTypa cucTeM 3aiiuThl HHPopMaruu. TpeboBaHus.
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O01eMeToT0IOTUYECKUX MPUHITUIIOB aPXUTEKTYPhI CHCTEMbI 3aIUTHI HH()OPMAIIHH.
[TocTpoenune cpeacTB 3aUThl UHPOPMAIIUH.
SAApo cucTemsl 3alIUTHI.
CeMupy0OexHasi MOJIETb 3AIIUTHI.

no meme « Cucmemvl ynpasienus uH@GopmMayuoHHoU 6e30nacCHOCMbIOY
AHanu3 puckoB
[TonuTtuka nHbOpMaIMOHHON O€30MacHOCTH
Konnenuust unpopmanronHoii 6€30macHOCTH
Hoctyn B unpopmanmonnsie cuctemsl. [lomuTrka noctyna. @usndeckuii JOCTyTI.
[Toctpoenue cetu. Y najieHHBIN AOCTYII.
WHuuaenTel. AKTUBBI, UTO TPEOyeTCsl 3aIUTUTh.
Meps 6e30nacHocTu B koHTekeTe ISO 27001
D} PeKTUBHOCTH MPUMEHSIEMBIX METOJIOB 00eCTIeUeHUsT O€30MaCHOCTH
AJIMUHHUCTPATUBHBIN yPOBEHB 3aIIUTHl HH()OpPMAIKU. 3a/1a4i Pa3IMYHbIX YPOBHEH
yIOpaBleHUs B pEUICHUH 3a/1a4i oOecrieueHus: THPOPMAIMOHHOM 0e301acHOCTH.
[TpouenypHblit ypoBeHb 0OecmeueHus: 6€30MacHOCTU. ABTOPU3ALIUs MOJIb30BaTENCH B

MH(POPMALIMOHHON CUCTEME.

no meme «OpeaHu3aL;u0HH0e ynpaejieHue Z/IHI/;U()eHmClMH qu)OpMaL;LlOHHOﬁ bezonacrocmvioy

1.

2
3
4.
5
6

[ToHsiTHE MHIMIEHTAa HHPOPMAIIMOHHOH 0€301MacHOCTH

Mecto yrpaBiieHUs] HHIUACHTAMH B 0011l cucTeMe HH)OpMAIMOHHON 0€3011acCHOCTH
Oco0OeHHOCTH yTpaBJICHHS COOBITUSIMU 0€30MTaCHOCTH

[Ipouenypa yrpasneHus: nHGOPMAITMOHHONW 0€30MMaCHOCTH

YcTpaHeHue MPUYUH | MOCIICICTBHIA COOBITHS, €T0 pacCiieZIOBaHUE

HpeBeHTI/IBHHe MCEPbI, UBMCHCHUA CTAHAAPTOB U JIMKBUIAIUS MOCJIEACTBUI

HpOMe)KyTO'lHaﬂ arrecramus.

IlepeyeHb NpuMepHBIX TeM JIs1 KYPCOBOii padoThI

HaumenoBanue o0bekTa 3a1uThl HHGOPMAIUH:

A S AT B A e

OOMHOYHO CTOAIIUI KOMITBIOTEP B OyXTaJITepuu.
Cepgep.

[TouToBBII cepBep.

Beb6-ceprep.

KomnbroTepHas cetb AkaeMuu.

OpnHo paHrosas JOKajJbHas ceThb 0e3 BbIxoaa B IHTEpHET.
OnHO paHroBas JIOKaJIbHAS CETh C BBIXOJIOM B MIHTEpHET.
CeTb C BBIJICJIEHHBIM cepBepoM Oe3 Beixona B lHTepHeT.

Cetb C BBIJICJICHHBIM CCPBCPOM C BbIXO/JId B I/IHTepHeT.
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Tenedonnas 6aza gaHHBIX (coaepxaias 1 HHPOPMALIUIO OTPAHUYEHHOTO NOJIH30BAHNUS) B
TBEPJIOW KOTIMU U HA DJIEKTPOHHBIX HOCUTEIISX.
Tenedonnas ceTp.
CpencrtBa TeeKOMMYHHKAIUH (paanoTenedoHbl, MOOUIbHBIE Tene(hOHbI).
bankoBckue onepanuu (BHECEHUE JIEHET Ha CUET U CHATHUE).
Oneparnyn ¢ 6aHKOBCKUMH ITACTUKOBBIMHU KapTOYKAMH.
Komnerorep, xpaHsanmii KoHQUIeHIUAIbHYI0 HH(OPMALIUIO O COTPYAHUKAX MPEANPUSITHS.
Kommerorep, XxpaHsuiuii KoHpHUISHIIHAIBHYI0 HHPOPMAIUIO 0 pa3paboTKax MpeAnpHUsTHS.
Marepuassl 175 ciyeOHOTO MOJIB30BaHUS Ha TBEPIBIX HOCUTEISIX B IIPOU3BO/ICTBE.
Cnucok BONPOCOB /IJisl MOATOTOBKH K 3a4eTy
[TpoGaemMbl HHGOPMAIIMOHHBIX BOMH M MHPOPMAIIMOHHOM 06€301MacHOCTH 0011IeCTBa.
[TonsiTie nH(pOPMAIIMOHHOMN 0€30MaCHOCTH U €€ COCTABIISIOLINE.
YpoBHU HHPOPMAITMOHHON 0E30MACHOCTH.
Crparerun obecrieueHus 3alIUThl HHPOPMAIUH.
HopmaTtuBHO-ipaBOBBIe OCHOBBI HMH(pOpMaNMOHHONH Oe3omacHoctd B P®. Cranmapthl
MH(POPMALIMOHHOM 6€30MacHOCTH.
TpeboBanus Oe3omacHOCTH K WHGOPMAIMOHHBIM cucTeMaM. JIOKYMEHThI MO OIICHKE
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM B PD.
CranaapTsl HHOOPMALIMOHHON OE30MACHOCTH PACHPEICIIEHHBIX CUCTEM.
Knaccel yrpo3 napopmannoHHo#i 6€301macHOCTH.
Kananbl HeCaHKIIMOHMPOBAHHOTO JOCTYTIA M YTEUKU HH(POPMAITUH.
Haubomnee pacnpocTpaHeHHBIE YTPO3bl HAPYIICHUS TOCTYITHOCTH WH(POPMAIINY, HapyIICHHS
LEJIOCTHOCTU ¥ KOH(UIEHIINAIBHOCTH UH(OPMALIHH.
OcobenHoctu obecrieyeHuss HMHGOPMAIMOHHON O€30IMaCHOCTH B KOMIIBIOTEPHBIX CETSX.
CeTteBble MO/IEH TIEpeau NaHHBIX. MOenb B3aUMOACHCTBUS OTKPBITHIX CUCTEM.
Knaccudukarus ynaneHHbIX yTpo3 B BEIYUCIUATENBHBIX CETAX. THUIIOBBIC yIaJICHHBIC aTaKu
UX XapaKTePUCTHKA.
BpenonocHble mporpaMMbl ¥ aHTUBUPYCHBIE TTPOTPAMMBIL.
Wnenrudukanys u ayreaTudukanis. MeToasl pasrpaHHYeHUs TOCTYyIIA.
Perucrpanus u ayaut coObITHIA HHOOPMAIIMOHHBIX CHCTEM.
MesxceTeBoe SKpaHUPOBAaHHUE.
TexHomorus BUPTyaIbHBIX YACTHBIX CETEH.
CuMMeTpHYHBIC CUCTEMBI IH(PPOBAHUSA. ACCUMETPHYHBIC CUCTEMBI ITU(PPOBAHUSI.
DOneKkTpoHHO-IU(POBast MOITHUCH.
VYnpasnenue KpunrorpadpuuecKuMu KIH04aMu.

33,[[8.‘{3. OpTraHHU3alluOHHOI'O obecrieueHust 3alIUThI I/IH(I)OpMaI_II/H/I.



22. Ananmu3 W oOlleHKa yrpo3 WHGOpMalMoHHON Oe3omacHocTH o0BekTa. OreHka yiepOa
BCJIE/ICTBHUE IPOTUBONPABHOTO PACKPHITUS HH(OPMALIUH.

23. Ciryx06a 6e3omacHoCTH 00bekTa. Opranuszanus u ooecreyeHue pexxuMa CEKpEeTHOCTH.

24. 3amuTa nHGOPMALUY NIPU aBAPUSAX U UHBIX SKCTPEMAJIbHBIX CUTYALHSIX.

25. OGecrieyenne  3am|Thl  MHGOPMALMKM  HpPH  OCYLIECTBICHHHM  MEXIyHAPOTHOTO
COTPYIHUYECTBA.

26. Knaccuduxanuss MeTOJOB U CPEJICTB MHKEHEPHO-TEXHUUYECKOW 3alUuThl MHPOpPMALUU U
00BEKTOB UH(POPMATUIALHH.

27. MeTo/pl 3a1IUTHl UHPOPMALIUHU CTICUATIEHBIMU CPEACTBAMH.

28. ApxuTeKTypa cUCcTeM yHnpaBieHUs] HHPOPMAIIMOHHON 0€30I1aCHOCTHIO.

29. IlpuHnunel yrpasieHus HHPOPMaIMOHHON 6€30MacHOCTHIO.

30. Cranmaptsl B 001acTH MeHeIXMeHTa HH(OpMaIMOHHON Oe3omacHocTH. CepTudukays
CHCTEM YIpaBIeHUS WHPOPMALIMOHHOHN 0€301MaCHOCTHIO.

31. Meronbl 0OHapy>KE€HUSI HHIUIEHTOB.

32. YupasneHue HHIUACHTAMH HHGOPMAIIMOHHON 0€30MacHOCTH.

33. Ouenka 3(h)()eKTUBHOCTH pearupoBaHMs HA UHLIUCHTHI.

[lopsimox mpoBeAeHHUs TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U MPOMEXYTOYHOU
aTTecTaluy Mo AUCUMIUIMHE 1 uHBanuaoB u jaun ¢ OB3 mpenycmotpen Ilonoxkenuem o

TEKYIIEM KOHTPOJIC YCIIEBAEMOCTHU U HpOMeX(YTOHHOﬁ aTTeCTalun 06yqalomnxcs;.

10. PECYPCHAS COCTABJISIIOLIASL

st mpoBeieHus 3aHATUH JIEKIIMOHHOTO THIA O JAHHOW JUCHUIUIMHE HCIIONB3YIOTCS
ayIUTOPHH C MEIMa-000py0BaHUEM (IIPOCKTOP, IKPaH, HOYTOYK) ¥ yu4eOHOU MeOebIO.

Jis mpoBeneHUsl 3aHATUH CEMHHApCKOTO THIA (MPAKTHMYECKUX 3aHATHH) MO JaHHOM
JTMCUUIUIMHE UCTIONB3YIOTCS KOMIBIOTEPHBIE KIIACChI, OCHAIIEHHBIE KOMITBIOTEPAMHU C JIOCTYTIOM
B MHTEpHET 1 HEOOXOAUMBIM IPOTPaMMHBIM 00€CIIEUEHHUEM.

Jns  camocrosTensHOM PabOTBHl  OOYyYarOIIMXCS MCIOJIB3YETCsS TMOMEUIeHHe s
CaMOCTOSITENIbHOM paboThl 00yyaromuXxcs, OCHALIEHHOE KOMIIBIOTEPaMU € HEOOXOAMMBIM
IPOTPAaMMHBIM 00€CIICYeHHEeM M JIOCTynoM B WHTEpHET M 3JIEKTPOHHYI0 HH(OPMAIOHHO-
o0pa3oBaTenbHYyIO Cpeay By3a.

Jlns mpoBeneHHs KOHTPOJISI CaMOCTOSITENIbHOM paboThl MO JAHHOM JTUCIUILIMHE
UCTIOJIb3YIOTCSI KOMITBIOTEPHBIE KJIacChl, OCHAIIEHHBIE KOMITBIOTEpAaMH ¢ AOCTYNOM B MHTepHeT
¥ HEOOXOJMMBIM IIPOTPAMMHBIM 00€CIICUEHUEM.

Jnist mpoBeieHHsT TEKYIIero KOHTPOJIS YCIIEBAEMOCTH M TIPOMEKYTOUHOU aTTECTAllUH 110
JAHHOW AMCLMIUIMHE HCIONB3YIOTCS KOMIBIOTEPHBIE KJIACChI, OCHAIIEHHBIE KOMITBIOTEpAMH C

AOCTYIIOM B I/IHTepHeT 151 HCO6XOI[I/IMBIM MporpaMMHbBIM o0ecrieueHUEM.



[TepeueHb JIUIIEH3UOHHOTO MMPOTPAMMHOTO 00ECTICUeHUs

]‘Di HaumenoBanue Tun pecypca
. . Cy0nuuen3nonnslii jorosop AO
I Microsoft Windows «(}éochJIaﬁH Tpeitm» Ne /1 3{) oT
10.07.2020. Cpok neiicTBust AOrOBOpa J10
31.07.2023 (Ju1ieH3MOHHOE COTJIAIICHUE
2 Microsoft Office Microsoft - Open Value Subscription s
pemenuii Education Solutions
NeV8265046)
Koncynsrantlntoc - cnpaBouHo- JIuuensuonnsiii foropop OO0
nmpaBoBas cucreMa «KoMMeHTapuun "Koncynprant [lmtoc TonapsaTT" gorosop
3 3aKOHOJIATEILCTBA» CeTeBas (CMapT- No251/02 ot 01.02.2022 (sutieH3ust
KOMIUIEKT ONTHUMAaIbHBIN - OeccpoyHasi, JOrOBOP €XKETr0THO
OTEYECTBEHHOT'O MPOU3BOICTBA) IpO/IJIeBaEMblii)
AntuBupyc Kacnepckoro 10 mms Cy0nuuen3nonHslii 1orosop AO
Windows Workstations (Kaspersky «Co¢rJlaitn Tpeitn» noroop Ne291/Tr ot
4 Endpoint Security ans Ouzneca — 28.12.2021, cpok neiicTBUs AOTOBOpA 110
ctannapTHbiil Russian Edition, 11.02.2024 (250-499 Node 2 year
OTEYECTBEHHOTO TIPOM3BOJICTBA) Educational Renewal License )

Ilepeuenn cB00OIHO PACTIPOCTPAHSIEMOI0 IPOrPAMMHOI0 00ecTeYeHust
1. Foxit Reader — Russian — OecruiaTHOe NPUKIATHOE MPOTPAMMHOE OOCCTICUCHHE IS
POCMOTPA JIEKTPOHHBIX JJOKyMEHTOB B ctannapre PDF;
2. CIIC Koncynptantllntoc - cipaBo4HO-paBOBasi CUCTEMa OTEUECTBEHHOTO MPOU3BOJICTBA B

CBOOOJIHOM JIOCTYII€ B UHTEPHET.

B cootBerctBHM ¢ [loI0)KEHHMEM O CO3JIaHUM CICIUAIBHBIX YCIOBUN JUISI MHBAIHUIOB U
mug ¢ OB3  uHbopManmoHHO-TeXHONOTHYEeCKass 0a3a  00pa3oBaTelNbHOrO  Mpolecca
MPeyCMATPUBAET HCIIOJIB30BAHUE MATEPUATBHO-TEXHUYECKHX CPEICTB C YUETOM Pa3IUIHBIX
HO30JI0THi nHBAIIMIOB U aull ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas JquTEpaTypa

Tun (yueOHUK,
yaebHoe nmocobue,
yueOHO-MeToandeckoe | KosmvecTBo B
nmocobne, MpakTUKYM, onobIHoTEKE
ayJio-,
BHJICOIIOCOOMSI U JIP.)

Ne Bbubéanorpaduyeckoe onucanue

Bapanosa, E. K. adopmarrionnas 6e30macHOCTb U
3amuTa uHGOopManmn : yaeoHoe mocodue / E.K.
bapanoBa, A.B. babam1. — 4-e uzn., nepepad. u gon. — 9bC
Mocksa : PUOP : UTHOPA-M, 2022. — 336 c. - ISBN yuebnoe mocooue 3HaHUYM
978-5-369-01761-6. - URL:
https://znanium.com/catalog/product/1861657

3amura nuHdopmarun : yuebnoe nocooue / A.Il. XKyxk, yuebHoe nocodue 3BC
E.INl. Xyk, O.M. Jlenenkun, A.U. Tumomkus. — 3-¢ 3HaHUYM




n3a. — Mocksa : PUOP : UTHOPA-M, 2021. — 400 c.
— ISBN 978-5-369-01759-3. - TekcCT : 3JIeKTPOHHBIH. -
URL: https://znanium.com/catalog/product/1210523

11.2 lono/iHUTeIbHAS JIUTEPATYypa

Wudopmannonnsnii mup XXI Beka. Kpunrtorpagpus — ocHoBa HHPOPMALMOHHON
0€30MMacHOCTH: METOJMYECKOE PYKOBOJCTBO / moj pen. O. A. BonemoBa ; MocCKOBCKwHiA
rOCY/IapCTBEHHBIN TEXHUYECKUI YHUBEPCUTET IpakJaHCKOM aBUalMH. - 4-¢ u31. — Mocksa:
W3narenscko-Toprosas kopropauus «lamkos u K°», 2020. — 126 c¢. - ISBN 978-5-394-
03777-1. - URL: https://znanium.com/catalog/product/1081675
BacuibkoB, A. B. Be3onacHOCTh 1 ynpaBiieHHE JOCTYIIOM B MH(POPMALMOHHBIX CHCTEMAX :
yduebHoe nmocooue / A.B. BacubkoB, U.A. BacunpkoB. — Mocksa : ®OPYM : UHOPA-M,
2022. — 368 c. — ISBN 978-5-91134-360-6. - URL:
https://znanium.com/catalog/product/183663 1
Komanes, /I. B. Hnudopmanuonnas Oe3omacHocTh: YyeOHoe mocobue / Kosamer /I.B.,
bormanoa E.A. - PoctoB-Ha-[lony:lOxHb1ii (enepanbubiii yHusepcurer, 2016. - 74 c.:
ISBN 978-5-9275-2364-1. - URL: https://znanium.com/catalog/product/997105
IHepuoauyeckue u3TaHus
Otkpeiteie cuctembl. CYB/L : sxxypnan. — URL:
http://dlib.eastview.com/browse/publication/64072
[IporpamMMHbIe TPOTYKTHI U CUCTEMBI [ DNEKTPOHHBIN pecypc|: HayYHO-ITPAKTHUECKHA
KypHal. - Pexxum nocryna : https://znanium.com/catalog/magazines/issues?

ref=f9bfbd0e-239¢-11e4-99¢7-90b11c31dedc

11.3 CoBpemeHnHbIe npogeccuoHaATIbLHbIE 0a3bl JAHHBIX, THPOPMALIMOHHbIE

CIMpaBOYHbIC CHCTEMbI, 3JICKTPOHHBIC On0JMOTEeYHbIE CHCTEMbI

1.

NBUC (East View): ©0a3a pmaHHeIX mnepuogudeckmx  m3manmid. —  URL:
https://eivis.ru/browse/udb/12.
IPR  SMART (IPRBooks.ru): snexkrpoHHO-OmOmmorevynass cuctema. — URL:

http://www.iprbookshop.ru.

ZNANIUM.COM: snektpoHHO-O0ubmoreunas cucrema. — URL: http://znanium.com.

KoncynbranT mitoc: cipaBoyHo-TipaBoBas cuctema. — URL: http://www.consultant.ru; T:\

consultantplus\cons.exe.
VYuuBepcurerckas uHpopmanmonHas cucrema POCCHUA (YUC POCCHUS). — URL:

https://uisrussia.msu.ru/index.php

eLIBRARY.RU: nayunas snekrponHas 6udmmorexa. — URL: https:/elibrary.ru.
OnextponHas 6ubnmuorexka TAY. — URL: http://83.234.207.58/MarcWeb2/Default.asp.



http://www.iprbookshop.ru/
http://83.234.207.58/MarcWeb2/Default.asp
https://elibrary.ru/
https://uisrussia.msu.ru/index.php
http://www.consultant.ru/
http://znanium.com/

8.  Polpred.com O630p CMU: arenrcTBo AenoBoi nHopMaiui. - https://www.polpred.com

9.  HOUKOH: apxuB HayuHbIx )xypHaioB. — URL: http://neicon.ru

12. METOJUYECKHUE YKA3AHUS JUISI OBYYAIOLUXCSI IO OCBOEHUIO
JUCLUIIINHBI
I[I/ICI_II/IHHI/IHa ((I/IH(I)OpMaI_[I/IOHHa}I 6630HaCHOCTB» npeanoyjaract IIOCCUICHHUC

o0y4aromuMHCs  JIGKIMHA, BBIIOJHEHHWE  TPAKTHUYECKUX  3aJaHui, OonbIIoi  00BeM
camocTosITebHOM padoThl. [lo nucnuminHe NOMHMO TPAAUIMOHHOM JIEKLMH, HA KOTOPOM
IIPENoAaBaTeb  OCBEIACT KIIOYEBBIE BONPOCHI TEMBI, TaKK€ IMPOBOIATCA: JICKLMS
MHPOPMALIMOHHOTO  XapakTepa,  Mpeamnosiararomas  OOBSICHEHUS  IpernojaBaTens ¢
WUTIOCTPaTUBHBIM HU3JIOKEHUEM MaTepuana. Ha neknusax npenojgaBaTeslb MOXKET IMPOBOJIUTH
YCTHBI ONpOC B LENSAX BBISICHEHMSI CTENEHU YCBOEHUS NPEIbIIYyLIEro MaTepuana, a TaKxke
IPEINOoNaraeTcsl BBICTYIUICHHE OOYYaroOLIMXCsl C JOKJIAJaMH 10 OTAEIbHBIM TEOPETHUECKUM
BornpocaM. JlaHHbIe GOPMBI pabOTHI ABIAIOTCS JIEMEHTAMU TEKYIIEr0 KOHTPOJIS M OLICHUBAIOTCS
npenogaBareneM. Bce 3To mpeamonaraeT MNOATOTOBKY U CaMOCTOSITENIBHOE M3YUYEHHE
00y4aroIMMUCs TEOPETUYECKOr0 MaTepHralia Mo 3asiBICHHOM NpernoiaBaTeieM TeMe.

BeinonnenHsle npakTuyeckue paboThl IPOBEPSIOTCS NpernojaBaTeaeM HEoCPeICTBEHHO
B ayJUTOpHUM JIMOO OJHUM U3 CJIEOYIOIMX CIOCOOOB: COXpPaHEHHE B 3JIEKTPOHHOU
MH(POPMALIMOHHO-00pa30BaTENBbHON Cpefie, OTIPaBKa MPENoAaBaTeIi0 Ha MOYTOBbIN AmuK. [lpu
OTIIpaBKE MPENOJIaBaTEII0 BBIIOJHEHHOW pPadOThl MO 1Moure oOyyarolemMycs Cleayer
obecneunTs JIUYHYIO MaeHTH(uKanuio. Kak npaBuio, B TeMe WIN TEKCTE MHUCbMa YKa3bIBaeTCs
Kypc, @O obyuaromierocs, AMCUUILUIMHA, TeMa, 110 KOTOPOH BbINOJIHEHA paboThl. HekoTopble
NPAaKTUYEeCKUE 3a/laHusl HE MOTYT OBITh CHENaHbl TOJBKO B paMKaxX BBIJCIEHHOTO oObema
KOHTaKTHOW paloThl (B ayJAUTOPUH) MU <«JIOAEIBIBAIOTCS» B 4YaChl CaMOCTOSITEIbHON padOTHI.
Cnaua Takux pabOT Ha HPOBEPKY OCYILECTBIIAETCS TEMHU XK€ CaMbIMHU CIOCOOAaMH, YTO U IO
OKOHYaHUM MPAKTUYECKUX 3aHATUI. Pe3ynpTaThl NpOBEpKU BBITOJHEHHBIX pabOT JOBOASATCS 10
CBe/IeHUs 00yJaloLIerocs BO BpeMs ayAUTOPHBIX 3aHATHI u/nin B yacel KCP.

B xone ocBoeHus TUCHUILIMHBI 00yYaromuecs NPUMEHSIOT U3y4YE€HHbIE MaTepHalbl JUIs
MOJICJIMPOBaHMUsT MH(POPMALMOHHON 0€30MacHOCTH KOHKPETHOro oObekTa. Tema KypcoBoi
pa®oThl BbIOMpaeTCss OOydYaroIUMCS M3 CIHUCKa MpPeIIoKEeHHBIX IpernojaBareneM, Jnubo
oOyyaromuiicst mpeiaraer cBoo TeMmy. KypcoBas pa0oTa COCTOMT U3 TEOPETHYECKOTO
uccienoBaHust B (opmMe 3cce Ha OINpPEETCHHYI0 TEMY U pEeUIeHHE 3aJaud, MOJTBEp:KIAroLIe
[IOJIyYeHHbIe KOMIIETEeHIIMU 00yJaromumMmcs 1o udydaeMoit aucuuminne. Coaep:kaHue KypcoBoi
paboThl JOKHO CBHUJAETENILCTBOBATH O JIOCTATOYHO BBICOKOM TEOPETHYECKON MOATOTOBKE
00yJaroIerocss ¥ 0 HAIMYUH Y aBTOpa HEOOXOUMBIX 3HAaHUU 1O TeMe paboTel. PaboTa momkHa
MMETh TPaBUJIIBHO COCTAaBICHHYIO OuOImorpaduio, JOTUYHYIO CTPYKTYpPY, 00€CIEeUHBAIONIYIO

packpbiTue Tembl. KypcoBas pabGota ngokHa ObITh HamMcaHa TIPAMOTHO, XOPOIIUM


http://neicon.ru/
https://www.polpred.com/

JUTEPATypHBIM U NPO(ECCHOHAIBHBIM  SI3BIKOM, HMETh  NPAaBWIBHO  O(OPMIICHHBIN
MHCTPYMEHTAJIbHBIN amnmapar. B Teopernueckoil yactu KypcoBoil palOThHI ciieqyeT omucarb
COBPEMEHHOE COCTOSHUE IMpo0JieMbl MH()OPMALMOHHONW O€30IaCHOCTH B IIEJIOM, PE3YJIbTAThI
aHajgM3a COCTOSHUS OOBEKTa 3alllUThl, MOTEHUUaNbHble yrposbl. ConepkaHue STOH dYacTu
JOJDKHO TIOKa3aTh CTEMEHb O3HAKOMIJICHHS OOYyYaroIlerocsi C IOCTABJICHHOW MpoOieMol u
COBPEMEHHBIM Hay4YHO-TEOPETHUECKUM YPOBHEM HCCIIEJOBAaHMM B JTaHHOW 00JacTH, a TaKxke
yMeHue pabotath ¢ (PaKTHUYECKMM MaTepuajioM, CXKATO U apryMEHTHPOBAHHO (OPMYIMPOBATH
3aJjaud U pe3yJbTaThl MCCIEJOBAaHUNA M JaBaTh OOOCHOBAHHBIE PEKOMEHJAIMHM IO PEIICHUI0
BBISIBIICHHBIX MpoOsieM. B mpakTuueckoil yacTh AOIDKHBI OBITH TNPHUBENEHBI KOHKPETHBIC
MEpOIpUATHS 110 WH(OPMALIMOHHOH 3amuTe o0bekTa. O0BbeM KypcoBoi paboThl coctaisieT 30
— 35 crpanuil.

Jlis  BBIMOJMHEHUST KypCOBOM paboTBl M CaMOCTOATENBHOM paboThl MO JaHHOM
IMCUMIUIMHE B JIOMALIHMX YCJIOBUSX (32 mpeaenamMu AKaaeMuu) o0ydaromemycss HeoOXoIum
MEePCOHAIBHBIN KOMIIbIOTEp (IUIAHILET) U MakeT NMpUKiIaaHbIX nporpamm Microsoft Office (ue
Hwke 10 Bepcun). KoHcynbTanuy 1no BBIIOJHEHUIO MPAKTUYECKUX PabOT U KypcOBOH paboTHhl,
o0CyX/ieHle JOMyIIeHHbIX omMOoK ocyiecTBisiercs Bo Bpems KCP na xadenpe npukianHon
MHPOPMATUKU WK B Ay JUTOPUH TIO pacnucannio. KoHCyIbTalyu MOTYT OCYIIECTBIISATHCS TAKKE
MOCPeACTBOM  acHUHXpoHHOro  (moura, OWOC) wu  cuHXpOHHOrO  (zoom,  CETH)
KOMMYHMKAIlMOHHOTO  B3aUMOACWUCTBHA  TIO0  IPEABAPUTEIIBHOM  JOTNOBOPEHHOCTH  C
IIpernoaaBaTeieM.

[To oxkoHYaHWHM MUCUUIUTHMHBI OOYyYalONIUICS MOJDKEH 3allUTUTh KYypCOBYIO pPaboTy:
MpeICTaBUTh O(OPMIICHHYIO MOSICHUTENbHYIO 3aIIUCKYy M OTBETUTh Ha BOIIPOCHI MPENOIaBaTeNsI
10 CylecTBy pa3paboTku. s cnaum 3auera o0ydaromemMycss HE0OX0IMMO HOATOTOBUTb OTBETHI

Ha TCOPCTUYCCKUC BOIIPOCHI K 3a4YCTY U TOBTOPUTH PCHICHUC OCHOBHBIX IIPAKTUYCCKUX 3aJ1aY.
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