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1. OBIIAA UH®OPMALIUA

Pabouass mporpamma aucuuminHbel «MHDOpMammoHHas O€30MacHOCTBY) COCTaBlieHA B
COOTBETCTBUHU C TpeOOBaHUAMH (heIepaTbHOTO TOCYAapCTBEHHOTO 00pa30BaTEbHOTO CTaHAapTa
BBICIIIETO OOpa3oBaHus — OakayaBpuarT 1o HampasieHuto moaroToBku 09.03.03 «IIpuxmannas
uHpOpMaTUKa», YTBEPKIESHHOTO MpukazoM MuHHUCTepcTBa 0oOpa3oBaHUS W Hayku Poccuiickoit
Oenepannu 19.09.2017 Ne 922 (¢ uzMeHnenusiMu 1 gonoidHeHusmMu ot 26.11.2020, 08.02.2021), u
yueOHoro miuana HampasieHus mnoarotoBku 09.03.03 «IIpuxmamnas uHpopMatuka», NpoPuiIh
(mporpamma GakanaBpuara) «[Ipukiannas nabpopMaTuka B dKOHOMUKE.

Tpynoemkocts muctumiunbl: 4 3ET / 144 akamemMudeckux dvaca, B TOM uucie 52 yaca
KOHTAKTHOU paboThl U 92 "aca caMOCTOSITETLHOM PaObOThI 00YJAFOIIINXCSI.

PacnpeaesieHue 4acoB AUCHUILIMHBI 110 ceMeCTPaM U BHAaM 3aHATHI (110 y4eOHOMY IIaHy)

KonuvecTBo yacos
Bup y4eoHoii pa6oThI Bcero mo CemecTphI
yaeomomy [T T3 TaTs [ 6 7|8
ILUIAHY
KonrakTHas padora (Bcero): 52 52
B TOM YHCJIE:
Jlekuun 12 12
[IpakTrueckue 3aHATUA 32 32
Kontpons camoctositensHoi pabotsl (KCP) 8 8
CamocTrosiTesbHasi padoTa (Bcero): 92 92
B TOM YHCIIC: KypcoBas paboTa 36 36
3ayer,
Buabl npomMe:KyTOYHOM aTTeCTALMU 3alIuTa
(3auem, 3awuma Kypcosou pabomuwt) sater KypCOBO#M
paboThI
OBIIAS Yacol: 144 144
TPY10€MKOCTh
HEI}C’)IIII/II[HI/IHBI: 3au. en.: 4 4

2. HEJIM U 3AJAYHN JUCHUIIJIMHBI

Heap gucuuminHbl — GOpMUPOBaHKE Yy 00YYAIOIINXCS 3HAHUN B 00J1aCTH TEOPETUUYECKUX
OCHOB HH(OpPMAIIMOHHON O€301MacHOCTH M HAaBBIKOB TPAKTHYECKOTO OOECTeUSHHs 3alUThI
uHbopMalmu U O€30MaCHOTO MCIIOJIIb30BAHUS TMPOTPAMMHBIX CPEACTB B HMH()POPMAILMOHHBIX U
BBIYMCIIUTEIBHBIX CUCTEMaxX. BocnurarenbHON LENpl0 AUCHUIUIMHBI BBICTYNIAE€T pa3BUTHE Y
00y4JaromUXcsi HABBIKOB KPUTHUYECKOTO MBINUICHHS, [O3BOJISIONIETO TOHUMATh MPOOJIEMBI
UH(POPMALIMOHHOTO O0IIECTBAa, OCO3HABATH PUCKU B CBOEH MPO(ECCHOHANBHON AEATEIBHOCTH U €€
COLIMAJIbHYI0 3HAYMMOCTh, CTPEMUTHCS HAXOJIUTh CHOCOOBI pa3pelleHus] BOSHUKAIOIIMX MPOOeM;
dbopMupOBaHHE HAaBBHIKOB CaMOCTOSITEIBHON JEATENbHOCTH, KaK B OOpa3oBaTeNbHOW, Tak U

npodeccuoHaIbHOM chepe.



3agayM AMCUUIUINHBI:
® Ppa3BUTh HAaBBIKU 10 ONHUCAHUIO MH(GOPMALMOHHON O€30IIaCHOCTH W peaju3aluu Ou3Hec-
IIPOLIECCOB 3aKa3uMKa;
e cdopmupoBaTh y OOydarOIIMXCSl KOMIIETEHLMH B 001acTH 0€30HacHOCTU COBPEMEHHBIX
nHpopmarmorHsix cucteM (MC) B chepe ynpaBineHus AeSITEIBHOCTHIO PEITPUSITHS;
® Ppa3BUTh HAaBBIKM NMPUMEHEHUsS] CUCTEMHOIO IMOJAX0Ja K 0e30MmacHOCTH, UH(OpMATH3aLUU U
aBTOMAaTH3allUU PELICHUs MPUKIAIHBIX 3a]1a4;
® JaTh Mpe/CTaBIeHHEe 00 MHCTPYMEHTaX MHTEIIEKTYyaJlbHOTO aHaIN3a JaHHbIX;
® Da3BUTh HaBBIKU (GOPMHUPOBAHUSA OOOOUICHHBIX TpeOOBaHHM K MH(GOPMAIMOHHON cucTeMe
HPEANpUATHS, €€ CTPYKTYPE U OCHOBHBIM JTaHHBIM.
3. MECTO JUCHUIIJIMHBI B YYHEBHOM IIVIAHE
VYuebnas mucumummHa «MHbopManroHHass 0€30mMacHOCThY OTHOCHTCS K JTUCIUIUTMHAM
yactu bnoka 1. lucuumiuasl  (Moxyiu), ¢GopMupyeMoil ydyacTHUKaMH 00Opa3oBaTeNlbHBIX
oTHOWIeHUH. M3yueHwe JaHHOM JuCHMIUIMHBI Oa3upyeTcss Ha MaTepuaie, H3YYeHHOM B
mucuuiuinHe  «OO0mue uH(QOpPMAMOHHBIE TEXHOJIOrMMW». JIMCIMIUIMHA JIOTMUYECKH CBs3aHA C
TUCHUIUIMHONW «OTepanvoHHbIe CHCTEMbBD». 3HaHUsS, YMEHHMS W HaBBIKH, NpPUOOpPETEHHBIE B
pe3ysibTaTe U3yueHUsl AUCHUILINHBI, OyIyT BOCTpeOOBaHbI MpU OCBOCHUHU AUCHMILINH «IIpaBoBble
OCHOBBI c(epbl MH()OPMAIMOHHBIX TeXHONOTUN», «llporpaMMHas WH)XEHepus» M HAIUCAHUU
BBIITYCKHON KBaTM(PUKALMOHHON pabOoTHI.
4. IINIAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA 11O JUCHUIIJIMHE JJI51
®OPMHUPOBAHUA KOMIIETEHIIUI OBYUYAIOIIIUXCHA
PesynbraThl OCBOEGHHS 00pa3oBaTEIbHOM MNPOrpaMMbl (KOMIIETEHLUH OO0YYaroluXcs)
YCTQHABJIMBAIOTCS B COOTBETCTBUM C (efepaibHBIM TOCYJapCTBEHHBIM 00pa3oBaTeIbHBIM
CTaHJApTOM TIO  HANpaBJICHUIO  TOATOTOBKM M  MPO(ECCHOHATBHBIMH  CTaHAapPTaMH,
COOTBETCTBYIOIIUMU MPO(ecCHOHATBEHON 1eATEIbHOCTH BBIITYCKHUKOB, a TAK)KE Ha OCHOBE aHAJIM3a
TpeboBaHuil paboTojarenei, NpPeabSBIAEMBbIX K BBITyCKHMKaM. IlnaHupyemble pe3ysbTaThl
o0yuyeHHs M0 TUCHMIUIMHE (3HAHUS, YMEHHs, HaBBIKM) OOECIEUMBAIOT JOCTIXKEHHE Pe3yJIbTaTOB

OCBOEHUS1 00pa30BaTENbHOMN POrpamMMBl.

Indp u Ha3BaHue HNuaukaropsbl Ilnanupyemble pe3yabTaTbl 00y4eHUs MO
KOMIIETEHIINH KOMIIeTEHIIH U AUCIHUILINHE
IIK-1 K-1.1. ITpoBoaut 3HATDL:
Crniocoben obcrnenoBanue - TpeOoBaHMsI 0€30MaCHOCTH K
BBISIBIISITh OpraHu3anui, MH(OPMAIIMOHHBIM CUCTEMaM;
WH(OPMAIIMOHHBIE | BBISBIISET Ymern:
MOTPEeOHOCTH nH(pOpMaIMOHHBIC - MPOBOJUTH AHATU3 MPEIMETHON 00JIaCTH
MOJIb30BaTENIC U | TOTPEOHOCTH Y BBISBIISITH HH(GOPMAIIMOHHBIE YTPO3HI;
COCTaBJISATh MOJIb30BaTeNeH Baanern:
TEXHUYECKOE - HaBBIKaMU aHaJIN3a WHPOPMAIIMOHHBIX
3aJ]aHKie Ha PHUCKOB;




ITK-1.2. Cocrasiser

3HaTh:

- MporpaMMHO-aNmnapaTHoe,
OpraHu3alMOHHOE, HHXEHEPHO-
TEXHHYECKOE 00ecreUeH e 3aIUuThI
uHpOpMaLuy;

YMmerTh:
- pa3pabarbiBaTh KOHIICTITYaJbHOE

pa3paboTKy TEXHUYECKOE 3aaHNe
HH(OPMALMOHHON | Ha paspaboTKy pelieHre mo 00eCTIeYeHHO 3aUThI
. nH(popMalnu B pa3padaThIBa€MbIX
CUCTEMBI uH(GOPMaIMOHHON ]
CUCTEMBI cHCTEMAX;
Baanern:
- HaBBIKaMU OOPMIICHHUS JOKYMEHTOB Ha
pa3paboTKy MHGOPMAIIMOHHON CHCTEMBI
B 4aCTH MH(POPMAIIMOHHOH
0e30MacCHOCTH B COOTBETCTBUU C
TPeOOBAHMSIMU;
IIK-3.3. 3HaTh:
O0ecnieunBaeT - CIIOCOOBI M METOABI OOECTIEUEHUS
MH(GOPMAIIMOHHYIO nH(OPMAIIMOHHON OE30MaCHOCTH B
0e30macHOCTh KOMITBIOTEPHBIX CETAX, YAaJleHHbIE
pa3pabaTbhIBaeMbIX yTPO3bI U aTaKu, OCHOBBI
UH(POPMAITMOHHBIX KpUNTOTpaQrUIeCKOM 3aIUThI
CUCTEM uHpOpMaIKH, CIIOCOObI YIIPaBICHUS
MHIUACHTaMU HHGOPMAIMOHHON
K-3 0€30aCHOCTH;
Crnocoben Ymern:
pa3pabaTsiBaTh - OmpeAensTh U 00OCHOBLIBATH
nH(pOpMallMOHHbBIE OpraHMU3aIOHHO-TEXHHUYECKHE
CUCTEMBI MEPOIPUSATHS 110 3alIUTe WH(HOPMALIUU B
MH(OPMALIMOHHBIX CUCTEMAX;
Baaners:
- HaBBIKAMHU UCIOIB30BaHUS
WHCTPYMEHTAIBHBIX CPEJICTB 3aIUThI
nH(popMaInu B Xoje npodeccuoHalIbHON
NEATSILHOCTH;
- HaBBIKAMH YTPABICHUS UHIIMICHTAMHU
nH(pOpMaIMOHHOM 6€30MMaCHOCTH;
ITK-4 ITK-4.2. [Ipumenser 3HaTh:
Crnocoben HOpMaTHBHbBIE - HOPMATUBHO-TIPABOBBIC OCHOBHI
YIIPABIIATh JIOKYMEHTBI U MH(pOPMallMOHHON 6E3011aCHOCTH B
MpOoIeCCaMu CTaHJIAPTHI B IIpolLiEcce Poccuiickoit denepanuu;
CO3IaHUS CO3IaHUS - MEXJIyHApOJHbIC H OTCUCCTBECHHBIC
MH(GOPMALIMOHHBIX | HHPOPMAIIMOHHBIX CTaHJIAPTHI, perilaMEeHTHPYIOIIHE
CUCTEM CUCTEM po(ecCHOHATBHYIO JICITEeILHOCTD B

obacti UH(GOPMAITMOHHOMN
0e30IacHOCTH;
Ymern:

- pa3pabaTbIBaTh MOJIUTUKY
nH(pOPMaLMOHHON OE3011aCHOCTH
IIPOrPaMMHBIX TPOJIYKTOB U
OpraHu3aIlHii ¢ OMOPON HA HOPMATHBHO-
[IPaBOBBIE JTOKYMEHTBI

Baangers:

- HaBBIKaMH JIOKYMEHTHPOBaHUS

WHIMJICHTOB U MPOIECCOB




nH(pOpMaAIIMOHHOM 0€30IMaCHOCTH;




5. CTPYKTYPA U OFBEM JIUCHUIIJINHBI

CemecTtp n3yuenus: 6

Buabl yueOHoli padoThl

KonTakTHas padora

CamocrosiTeibHas padora

(B yacax) o
opMu
Pa3neun, @ 5~ IIpomexyTouna ®dopma eIn)ablep
monyan | Iloapasnpen, Tema . £ S z sl aTTecTanus TeKyl1ero K)(I)MHeTe
o OPMBbI OpraHu3anmuu
= = = & 23 (bopmni op 1w B Yacax KOHTPOJISA
Z = = Cz) = B Yacax CaMOCTOSATEJbLHOM HIUHU
2]
= < 8 5 % padoThI
= = &
N’
Tema 1. Benenue B -
MH(POPMALMOHHYIO OBTOpEHIC
JIEKIIHOHHOTO MaTepHaa, . [IK-1.1,
0€301acHOCTb, 1 - 6 - VYcTHblN onpoc
HOJI'OTOBKA K I1K-3.3
YEOBHH ce MPAKTUYCCKUM 3aHATUAM
o0ecrieueHus
Tewma 2. CranmapTsl TloeTopenne
o~ JICKIMOHHOI'O MaTcpuaia o
nH(GOPMALIMOHHOK 1 2 - 8 a HOArOTOBKa If) ’ - Yerusiii onpoc | 11K-4.2
6630HaCHOCTH IMPAKTUYCCKUM 3aHATUAM
Tema 3 IToBTOpEHME
) JICKIIMOHHOI'O MaTCpHuaa. o
WNudopmannoHHble 1 2 - 8 . P ’ - Yerasii onpoc | ITK-1.1
IIOArOTOBKA K
yrp O3Bl MPAKTHUYCCKUM 3aHATUAM
Tema 4. IToBTOpEHME
HH(bOpMaHI/IOHHaﬂ JICKOHUOHHOI'O MaTepuaja,
IIOATrOTOBKA K o
0e301acHOCTh B 1 4 - 8 A - VYernbiii onpoc | T1K-3.3
MPAKTUYCCKUM 3aHATUAM.
KOMITBIOTCPHBIX Brinonuenue KypcoBou
COeTIX paGoTHL
Tema 5. 1 4 - 8 IToBTOpenue - IIpoBepka IIK-1.2
IIporpammHoO- JICKIIHOHHOTO MaTCpuaa, BBIITOJTHECHHBIX
anmapaTrHoe HOATOTOBKA K pabot
O6CCHCLICHI/IC NMPAKTHYECCKUM 3aHATHUAM




MHPOPMALIMOHHOM

Brinonnenue KypcoBoi

0e30IacHOCTH paboThI.
IToBTOpEHME
Tema 6. JIEKIIMOHHOTO MaTepHaa,
Kpunrorpaduuecka MOATOTOBKA K N
p pad 8 VYernbiii onpoc | [IK-3.3
s 3aIUTa NPAKTHYECKUM 3aHITUSIM
I/IH(l)OpMaI_II/II/I Brinoninenue KypcoBoit
paboTEHIL.
Tema 7 IToBTOpEHue
JIEKIIMOHHOTO MaTepHaia
OpraHn3anoHHOE 1 purara,
MOATOTOBKA K .
obecrieueHne 8 A Yerasiii onpoc | TIK-1.2
MPAKTHIECKUM 3aHSTHIM
SallHTEL BrinonHenne KypcoBoi
uHpOpMAIH paboThL.
Tema 8. [MToBTOpeHue
HNnxenepHo-
TeXHquEKoe JIEKIIMOHHOTO MaTepHaa, Tposepka
MOJTOTOBKA K
10 A BeITOJMHEHHBIX | IIK-1.2
oOecrieueHue NPaKTUYECKUM 3aHATUSIM 5
3aIUTHI Brimmonnenue KprOBOﬁ pabot
uHpOpMaUn paboTkL.
IToBTOpEHUE
Tema 9. Cucremsl JIEKIIMOHHOT'O MaTepHana, MK-1.2
TPABJICHUS MTOJITOTOBKA K . >
yub . 10 A Yerusiit onpoc | T1K-3.3,
nHGOPMAIMOHHON MPAKTHYECKUM 3aHSTHIM K42
0€e30I1aCHOCTBIO Brinonxenue KprOBOﬁ o
paboTHIL.
Tema 10.
Opra"u3anoHHOe IMoAaroToRKA K
rE) aBJICHHE . Hposepxa
MPAKTHYECKUM 3aHSTHIM
yup 10 P . BbInmojHeHHbIX | [1K-3.3
UHUUJECHTAMU Brinonnenue kypcoBoi
N 6 pabot
nHGOPMAIMOHHON paooTEI.

0€3011aCHOCTBIO




3auer, 3a1uTa KypcoBOu
paboThI

IToaroroBka k
MPOMEKYTOUHOMN
aTTeCTalllu

Bcero

12

32

92

144




6. COAEP)XAHUE JUCIHUIIJINHbI

Tema 1. BBenenue B uHGOPMAIHOHHYI0 0€30MIACHOCTh, YPOBHHU €€ 00ecnedyeHus

[IpobGnembl nHDOPMAITMOHHBIX BOWH M WMH(GOPMAIIMOHHOW Oe3ormacHocTH obOmiectBa. [loHsTHE
«uHpopmalnMoHHas  Oe3omacHocThy». CocraBistomue  MHPOPMALMOHHOM  Oe30macHOCTH
(TOCTYMHOCTh, WETOCTHOCTh, KOH(PHUICHIMAIHLHOCTh HH(pOpMAIMK). YPOBHU (OPMUPOBAHUS
pexxuMa HHPOpMAnMOHHON Oe3omacHocTH. CTpaTeruu MOCTPOEHUS CHCTEMbI  3alUThI
uHpopMaluu. AJIMUHUCTPATUBHBIN YpOBEeHb obecriedeHnst UHHOPMaIIMOHHON 6€30MacHOCTH.
Tema 2. CtangapTsl HHPOPMALMOHHOM 0€30I1aCHOCTH

HopMmaTtuBHO-1IpaBOBBIE OCHOBBI ~WMH(pOpManMOHHONH Oe3omacHocth B P®. CranmapTsl
nHpopMalmoHHON Ge3omacHocTH. TpeboBaHus 0e301acHOCTH K MH(OPMALMOHHBIM CHCTEMaM.
JIOKYMEHTBI IO OLIEHKE 3alllMIIEHHOCTH aBTOMAaTHU3UPOBAaHHBIX cucteM B P®. denepanbHas
ciy’)k0a IO TEXHHYECKOMY U 3KCIOPTHOMY KOHTpoito. CraHmapTsl HH(POPMALMOHHON
0€301acHOCTH PACHPEICICHHBIX CUCTEM.

Tema 3. UndopManuoHHbIE YTPO3bI

Knaccwl yrpo3 undopmannonnoii 6ezonacnoct. Kanansl HeCaHKIIMOHMPOBAHHOIO JOCTyMa K
uHpopmanuu. TexHUUeckue KaHaiubl yTeuku uHpopmauuu. Haumbosee pacmpocTpaHeHHbIE
YTpO3bl HAPYIIECHHUS JOCTYNMHOCTH HH(opMaru. OCHOBHBIE YIPO3bl HAPYIICHUS LEIOCTHOCTU U
KOH(pUICHIIMATTEHOCTH WH(OPMAITUH.

Tema 4. UndopmanuonHasi 0e30aCHOCTb B KOMIILIOTEPHBIX CeTAX

OcobenHoctu obecreyeHuss THPOPMALMOHHON OE30MTaCHOCTH B KOMIIBIOTEPHBIX ceTsX. CeTeBble
MOJICNIM TIepelayd JaHHbIX. Mojenb B3auMOJEHCTBHA OTKPHITHIX cucTeM. Knaccudukarms
YIaJCHHBIX YTPO3 B BEIYUCIUTEILHBIX CETSAX. THITOBBIC YJaJICHHBIE aTaKW M UX XapaKTEPUCTHKA.
Tema 5. IlporpammHo-annapaTHoe odecneyeHue HUHPOPMANMOHHOM 0€30MACHOCTH
BpenoHocHble TporpaMMbl U aHTUBUPYCHBIE MTporpaMMbl. Maentudukanus u ayTeHTuUKams.
Mertoapl pasrpaHuueHus goctyna. Perucrpanus U ayaut coObITUH MHPOPMALMOHHBIX CHCTEM.
Me:xcereBoe 3kpaHupoBaHue. TeXHOIOrus BUPTyalbHbIX YACTHBIX CETEH.

Tema 6. Kpunrorpagpuyeckasi 3amura uHpopmanuu

CoBpemenHble  TexHojoruu Kpunrtorpagpuu. CHUMMETpHUUHBIE CHUCTEMbl MIM(POBAHUS.
AccUMeTpUYHbIE CHCTEMBl IU(GPOBAHUA. JIEKTPOHHO-UU(POBas MOANUCH. YTpaBICHUE
KpUNTOrpapuIecKuMHU KIFOYaMHU.

Tema 7. OpranuzannonHoe odecrevyeHue 3aUThl HHGOPpMaUMU

3amaya OpraHM3allMOHHOIO obOecneueHus 3aliuThl MHpoOpManuu. AHAIU3 U OLEHKa Yrpo3
nH(pOpMaIMOHHOK Oe3omacHOCTH 00bekTa. OlleHKa ymiepOa BCIEACTBUE MPOTHBOIPABHOTO
packpeiTus uHbopmarmu. Ciyk06a Oe3omacHocT 00BekTa. OpraHuzarusi U oOecrieueHue
peXHUMa CEKPETHOCTH. 3amuTa UH()OPMALUK TPU aBapUsSIX M UHBIX SKCTPEMAIbHBIX CUTYaIUsX.

OO0ecreueHne 3alllUThI I/IH(I)OpMaI_II/II/I npu OCYHCCTBJICHHUU MCKIAYHAPOAHOI'O HAYYHO-



TEXHUUYECKOTO ¥ 3KOHOMHUYECKOI'O COTPYIHUYECTBA.
Tema 8. UHkeHepHO-TeXHUYeCKOe o0ecnedyeHne 3allUThl HH(POPMALHHU
OOmue BOMPOCHl OpraHM3alMM TMPOTUBOACHCTBUS TexHHUecKOoM pasBeake. Kimaccudukamms
KaHayioB yTeuku uHpopMmaru. CriocoOs! 1o0bBanus uHpopMmaru. Knaccupukanus MeTo1oB u
CPEACTB HWH)XEHEPHO-TEXHUYECKOW 3almuThl HHGpOpMAIMM M OOBEKTOB WH(POPMATHU3ALUH.
MeTto/p! 3a1uThl HHGOPMAIMU CHEUAIbHBIMU CPEICTBAMMU.
Tema 9. Cucrembl ynpapJieHHsi HH(POPMAIUOHHOI 0€3011aCHOCTHIO
ApPXUTEKTypa CUCTEM YIIpaBICHUS MH()OPMAILIMOHHON 0e301acHOCTbIO. [IpuHIMITEI yIIpaBIeHHUS.
I'OCT P MCO/MBK 27001-2006. Cepruduranus CUCTEM YyHpaBieHHUs HH(GOPMAIIMOHHON
0€3011aCHOCTHIO.
Tema 10. Oprasu3anMoHHoe  ynpaBJjieHHe  HUHIUJIEHTAMM  MH(POPMAUMOHHOM
0€3011aCHOCTBIO
Metonuka ympaBineHus uHOUAeHTamMu. CTpykTypa M 3ajJauyd TpYNINbl pearupoBaHUs Ha
WHIUJEHTBI, €€ CcOocTaB M Tporecc co3mgaHus. OrneHka 3(PGEeKTHBHOCTH pearupoBaHUs Ha
MHIUACHTB. MeTronbl OOHapyXeHHs WHLUJCHTOB. AHaIM3 aHOMaluil HHQOPMAIMOHHOM
6e30macHOCTH.
7. CAMOCTOSATEJIBHAS PABOTA OBYYAIOIIIUXCSA

B pamkax mpaHHON y4eOHOM AMCUMILIMHBI OOYYaIOUIUECs BBINOJHSAIOT CAMOCTOSTEIbHYIO
BHEAYJIUTOPHYIO pabOTy B BHJIE: MU3YUEHHUs TEOPETHUECKOro mMaTepuaia mo temam 1, 3, 6, 7, 9;
U3YYEHHUs JOKYMEHTOB II0 TEME 9; MOATOTOBKM K IPAKTUYECKUM 3aHATHUAM 110 TeMaM 2, 4,5, §,
10; BBIMOMHEHUSI KypCOBOH pabOTHl MO BHIOPAHHOW TeMe, MOJATOTOBKU K €€ 3allUTe U CHAYH
3ayeTa.
8. OBPA30OBATEJ/IBHBIE TEXHOJIOI'MA

[Ipy wn3ydeHuM NAHHON AMCHMIUIMHBI HCIOJB3YIOTCS CIeIylolue 00pa3oBaTeibHbIe

TCXHOJIOTHH:

Bun o6pa3oBaTesbHOM Dopma NpoBeAeHUs
TeXHOJOTHH 3aHATHSA

Tema 3anaTus

Tema 1. Beenenue B
nH(})OpMAITMOHHYIO 0€30TacCHOCTb, TpanuuroHHAs TEXHOIOTHUS Jlexmus
YPOBHH €€ 00CCIICUCHUS

Tema 2. CtanaapTsl Jlexust
. TpaaumoHHas TEXHOJIOTHUS
MH(POPMALIMOHHON 0€30MacHOCTH [IpakTHYecKoe 3aHsATHE
Jlexusa
Tema 3. lHpopMaioHHbIE yTPO3BI TpaauumoHHas TEXHOIOTHS
HpaKTH‘ieCKOC 3aHATHC
Jlexnus
Tema 4. Undopmanmonnas
Tpa,Z[I/ILII/IOHHaSI TCXHOJIOT U
0€e30I1acHOCTD B KOMIIBIOTCPHEBIX CETAX HpaKTH‘IeCKOe 3aHSITHE
Tema 5. [IporpamMHoO-arimapaTHoe Jexmus

obecrieueHre MHPOPMAITMOHHOM TpaauinoHHas TEXHOIOTHS

0e30MacHOCTH [IpakTuyeckoe 3aHsATHE




Tema 6. Kpunrorpapuueckas 3ammra Jlexuust
Tpa,I[I/ILII/IOHHaSI TEXHOJIOI'UA

I/IHCbOp Marnn HpaKTI/I‘-ICCKOG 3aHATHUC

Tema 7. OpranuzanoHHOE Jlexmmst
TpaguuuoHHas TEXHOIOTUA

obecrieueHne 3amThl HHOOPMAITUU TIpaKTHYECKOE 3aHATHE

Tema 8. H)KeHEpHO-TEXHUYECKOE Jlexius
TpaguumoHHas TEXHOIOTUA

obecrieueHne 3auThl HHOOPMAIUU [IpaKTHYEeCKOE 3aHATHE

Tema 9. Cuctemsbl yripaBieHus TpaauiuoHHAas TEXHOIOTHSI Jlexuns

nH(GOPMaIMOHHOHN 06€30MaCHOCTHIO TIpakTHYeCKOe 3aHATHE

Tema 10. OpranuzanuoHHoOe Jlexumst

yIOpaBlieHue UHIUJCHTaMU TpaauioHHas TEXHOIOTHS

WH(POPMAITMOHHOHN 06€30MaCHOCTHIO IpakTuyeckoe 3aHATHE

9. TEKYIIUMA KOHTPO.JIb YCIIEBAEMOCTH U ITIPOMEKYTOYHAS
ATTECTALMUSA MO JUCHUITJIUHE

9.1. ®opMBbI KOHTPOJISI IO TUCIHUIIINHE

Texkymmuii KoHTpPOJb. B mporiecce m3ydeHus y4eOHOW TUCHMIUTUHBI O0ydYaromIuecs
Y4acTBYIOT B YCTHBIX TEOPETHUECKHUX OIpOcaX, BBIMIOJHIIOT MPAKTUYECKHE 3aJaHusl.
Pe3ynbrarhl BRIMOTHEHUSI B YCTHBIX OMPOCAX W BBHITIOJTHEHUS MPAKTHYCCKUX 3aJaHUMN SBIISIOTCS
OCHOBAHHUEM JIJIsl BBICTABIICHUS OLIEHOK TEKYIEro KOHTPOJS MO JaHHON y4yeOHON AMCUHUIUIMHE.
BrimonHeHne Bcex MPaKTUYECKUX 3aJaHUM SIBISETCS 00s3aTelIbHBIM I BCEX OOyYarOIIUXCS.
OOyuaromiuecsi, He BBIOJHUBIIKE B MOJHOM 00BbEME BCE 3allaHMsl, HE JOMyCKAIOTCA K caaye
3a4deTa 1Mo JaHHOW y4eOHOH AUCIUIUINHE.

IIpome:xyTouHas arrectaums. /[ KOHTpoOns ycBOeHUs OOyYaIOIIMMUCS HTaHHON
JTUCIUILTAHBI YI€OHBIM IMJIAHOM IMPEIyCMOTPEH 3a4eT, KOTOPBIM MPOBOIUTCS B (hOpME YCTHOTO
OTBETa HAa BOINPOC M BBIMOJHEHUS NPAKTUYECKOTO 3aJaHus, W 3alluTa KypcoBOW paboTHI,
BBITIOJIHAEMOU B TEYEHHUE CEMECTPA.

9.2. OueHouyHble MaTepHajibl (OIEHOYHBbIE CPeACTBA) ISl TEKYLIero KOHTPOJIA
YCIeBaeMOCTH ¥ MPOMEKYTOYHOM aTTeCTALMH MO JUCHHUILINHE
Texkyumuii KOHTPOJIb.
Cnucok BONPOCOB /151 YCTHOI'O 0Iipoca
no meme «Bseedenue 6 uHPopMayUoHHYI0 OE30NACHOCb, YPOBHU ee 00eCneyeHUs»
1. Teopus 3amutsl nHGOpManuu. OCHOBHBIE HAIPABICHHUS.
2. Oobecrneuenne nHOOPMAMOHHON OE30MMACHOCTH U HATIPABIICHUS 3aIUTHI.
3. KommnekcHocTb (11e51eBasi, HHCTpyMEHTabHAasl, CTPYKTYpHasi, pyHKIIMOHAJIbHAS,
BpEMECHHas).
4. TpeboBaHUs K CUCTEME 3aIIUTH HH()OPMAIIHH.

5. ¥Yrpo3sl nuapopmaium.
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1.
12.

13.

14.

15.

Bunel yrpo3. OCHOBHBIE HapyLIEHMUS.
XapakTep IpOUCX0XKICHUS yTPOo3.
Hcrounnku yrpo3. I[Ipeanocbuiku nosiBaeHus yrpos.

Cuctema 3amuThl HHGOPMALIUY.

. Kimaccel kananoB HECAaHKITMOHUPOBAHHOTO MOIy4YEHUS] HH()OPMAIIHH.
. [IpyuuHBI HapyLIEHUs LIETIOCTHOCTU MH(OpPMaLIUK.
. MeTtobl 1 MOIENTN OLIEHKH YSI3BUMOCTH MH(OPMALIHH.

. Obmiast Mozienb BO3JICHCTBUS HA MH(POPMALIUIO.

no meme « Cmanoapmol UHGOPMAYUOHHOU 6€30NACHOCMUY
OO6m1ast Mmoiess Tpolecca HapymeHnuss PU3NIECKOM 11eJT0OCTHOCTH HH(OPMAITUH.
CTpyKTypHpOBaHHas CXeMa IMOTCHIINAIFHO BO3MOXHBIX 3JI0YMBIIIJICHHBIX JCHCTBUH B
aBTOMATHU3UPOBAHHBIX CHCTEMaX 00pabOTKU JaHHBIX.
Mertooornyeckre moaxo bl K OIICHKE YSI3BUMOCTH HH(POpMAIINH.
Moernp 3aIUThl CHCTEMBI C TIOJIHBIM MEPEKPBHITHEM.
PexomMeHamm o UCrob30BaHUI0 MOICIICH OIICHKH YSI3BUMOCTH HH(OPMAIIHH.
Jlomy1ieHust B MOJIJSIX OIICHKH YSA3BUMOCTH UH(GOpMAIUH.
Mertoabl onpeaeneHus TpeOOBaHUI K 3amuTe HHPOPMAIIKH.
dakropsl, 00ycIaBIMBaIONIIEe KOHKPETHBIE TPEOOBAHHS K 3aIIUTE, 00YCIIOBICHHBIC
cnenu@UKON aBTOMAaTH3MPOBAaHHON 00pabOTKH HH(POPMAIIHH.

Knaccugukaius tpeboBaHui K CpeCTBaM 3aIUThI HHPOPMALIUH.

. TpeboBanus K 3a11KTe, ONPEAEIIEMbIE CTPYKTYpPOil aBTOMaTU3UPOBAHHOM CHUCTEMBI

00pabOTKM JTaHHBIX.
TpeboBanus k 3amure, 00ycaaBiIMBaeMble BUIOM 3alUIIaeMOil HHPOpMAIIIH.
TpeboBanus, oOyciiaBnuBaeMbie, B3aUMOACHCTBHEM IMOJIB30BATENS C KOMILJIEKCOM
CPEICTB aBTOMAaTHU3aLl1H.
Crannapt CIIA «Kpurepuu onieHKH rapaHTUPOBAHO 3alTUIIICHHBIX BEIYUCIUTEIBHBIX
CUCTEM B MHTepecax MUHHUCTEpcTBA 000poHBI CIIIAY». OCHOBHBIC MOJIOKECHHUS.
PykoBonsmem noxkymente ['octexkomuccuu Poccun «Knaccuduxarms
ABTOMATHU3MPOBAHHBIX CHCTEM U TPEOOBAHUH MO 3aIIUTe HHPOPMAIIUI, BHITYIIICHHOM B
1992 rony. Yacts 1.
Kraccpl 3anuieHHoCTH CpeicTB BEIYUCIUTENFHOM TEXHUKU OT HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

no meme «Mugopmayuonnsie y2po3ol»
Jlaiite onpeneneHne MoHITHI «YyTpo3ay», «YSI3BUMOCTb» U «aTaKay.
Kaxkue knaccudukanuonnsie cxemsl yrpo3 b Bam u3BecTHBI?

IIepeuncinure ucroynuku yrpos Ub.
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11.

4. Ha3zoBuTe KaHabl IPOHUKHOBEHNUS B aBTOMAaTU3MPOBAHHYIO CUCTEMY U YTEUKH
uH(popMaLuu.

Kakue ¢akTopsl Jiexar B 0CHOBE (POPMUPOBAHUS MOJEIIN HAPYLIUTENS?
KakoBsl 1ienu pazpa®oTku Mojienelt yrpo3 1 HapyIuTenei?

B uem pazHuna Mex1y HapyIUTENIEeM U 3J10yMBIIUIEHHUKOM ?

® =N @

OyHKUMHU U 33724 3a1uThl HHGopMauu. OCHOBHBIE MT0JIOKEHUS MEXaHU3MOB
HEMOCPEJCTBEHHON 3aIlIUThl U MEXAaHU3MBbI YIIPABJICHHUS MEXaHU3MaMU
HEIIOCPEICTBEHHOM 3aIUTHI.
9. Metoas! popMupoBaHUs QPYHKIUH 3aIUTHI.
10. CoObITHSI, BO3HUKAIOIIKE TPU (POPMHUPOBAHUH (PYHKLIMNA 3a1UTHI.

no meme « Mngopmayuonnas 6e30nacHocms 8 KOMNbIOMEPHBIX CENAX»
B yeM 3akirouaeTcsi OCHOBHAs PUYMHA MPEIOCTABICHUS CIIY>KO 10JIb30BaTENsAM?
[Touemy cucTembl, K KOTOPBIM OCYILLECTBIISIETCS JOCTYI U3 BHEILIHEHN CPE/ibl, HE MOT'YT
I10JIb30BaThCS MOJHBIM JJOBEpUEM?
[Touemy nipotokosn ICMP siBnsieTcst BaKHbIM KOMIIOHEHTOM CETH?
CKOJBKUM BHYTPEHHUM CHCTEMaM pasperaeTcs ucnosb3oBarb NTP B untepuere?
MoxHo 5 paccmaTpuBath ncnoab3oBanue SSH kak peanusanuio VPN?
[Touemy nmonp3oBarensckue VPN TpeOyroT cTporoit ayreHtudukanun?

MoskeTt 1 mudpoBaHUe TOJHOCTHIO 3AIUTUTD JIAHHBIE, TIepeaaBaeMbie yepe3 VPN.

C 4yeM HEOOX0MMO KOMOMHUPOBATH MOJIUTUKY, YTOOBI 0OecreunTs 6e3onacHocTs VPN?
SIBnisieTCs M OAMH U3 THIIOB MEXKCETEBBIX SKPaHOB 0ojiee Oe30MaCHBIM, HEXEH IpyToi?

. UTo Mex’ceTeBOM 3KpaH MPUKIAJIHOTO YPOBHS M0 YMOJIYAHHIO JIETAET ¢ BHYTPEHHUMU

angpecamu?

B yem cx0/ICTBO MEKCETEBOr0 3KpaHa ¢ (PUIbTpaIHeli MaKeTOB U MapiIpyTu3aTopa?
no meme «lIpoepammno-annapamuoe obecneyenue UHGOPMayuoHHOU Oe30NACHOCUY
[TonsiTue yrpo3sl 0€30MacCHOCTH KOMITBIOTEPHOM CUCTEMBI. METOTbI «B3JI0May
KOMITBIOTEPHBIX CUCTEM.

3ammra KOMIbIOTEPHON CUCTEMBI OT «B3J0May. [IporpaMmmHbIe 3aKIaKy.

MeTobpl yHHUTOKEHUST HHPOPMAITUHU, XPAHUMON Ha SHEPTOHE3aBUCUMBIX HOCHUTEIISX.
YpoBHM CTENEHEN HAJAEHKHOCTH.

3amuTa nporpaMMHoro ooecriedenus. [IpeBeHTHUBHBIE MEPHI 3AIIUTHI.

3amuTa mporpaMmHoro obecreuenus. CpeacTBa COOCTBEHHOM 3aIlIUTHI.

3amuTa mporpaMmHOro obdecredenus. CpeacTBa 3allUThl B COCTaBE BHIYUCIUTEIILHON
CHUCTEMBI.

3amuTa nporpaMmHoro obecredenus. CpeacTBa 3alluThl ¢ 3alIPOCOM UHPOPMAIIIH.

33.IJ_II/IT8. IporpaMMHOro obecrncycHUsI. Cpe,[[CTBa AKTUBHOH 3aIlIUTHI.
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3amuTa mporpaMmHoro obecredenus. CpeacTBa MacCUBHOM 3aIIUTHI.
TexHoNOTHS 3aUMTH HH)OPMAIMKA HA OCHOBE: SJICKTPOHHBIX KITFOUEH, CMapT-KapT,
HIEPCOHAIBHBIX UIEHTU()PHUKATOPOB.
[TpuHIMIBI 1 METOBI CO3JaHUS 3ALIUIIECHHON ONepaliMOHHON CUCTEMBI.
Llenu u cpencTsa 3amuThl HHGOpMaly. TunuuHbii HA00p (QYHKIIMOHATBHBIX MOJICUCTEM.
OcHoBHbIE IPUHLUIIBI Opranu3anuu 3amuTel vHGopmanuu oT HCJl n oOecnieuenus ee
KOH(HIEHIIMATbHOCTH.

no meme «Kpunmoepaguuecxas 3awuma unghopmayuuy
Yro sBnsieTcs npeameroM Hayku Kpunrorpadus
[lepBast mpakTHUYecKas peann3anus KPUITorpaduu ¢ OTKPBITHIM KIIFOYOM
Vcnonb30BaHue B KpUNTOrpahuu MOJIENIN OTKPBITOIO TEKCTA, YUUTHIBAOILUE 3aBUCUMOCTh
OyKB TEKCTa OT MpeAbLAYIIUX OYKB.
B yem coctout npunnunuansbHoe orinuue HoBoro crtanaapra ['OCT P 34.10 — 2001 na
anroput™ Gopmuposanus u nposepku LI ot craporo I'OCT P 34.10 — 1994.
OcnoBHo# npuHIn Keproddca.
Yro nmoHUMaeTcs MoJi KpUnTorpadhuieckuM mpoTOKOJIOM
B 1em cocTouT kpunrtorpapuueckas 3agada 00ecredeHus s HeITOCTHOCTH.
MeTo/pbl ¢ 11e1b0 0OecrieueH s Ay TeHTU(PUKAIUT

no meme « Opzanuzayuonnoe obecneuerue 3auumsl UHGopmayuuy
Mozenp 3aIUThl CUCTEMBI C ITOJIHBIM NEPEKPBITHEM.
PexomeHanmm 1o UCIoJIb30BaHUIO MOJIETICH OLIEHKU YS3BUMOCTH HH(POpPMAIIUH.
JlomymieHnst B MOJIEIISIX OIICHKH YSI3BUMOCTH HH()OPMAITHH.
Mertonbl onpeaeneHus TpeOOBaHUI K 3aluTe HHPOPMALIUU.
dakropsl, 00ycIaBIMBaIOIINE KOHKPETHbIE TPEOOBaHUS K 3alUTEe, 00YCIOBICHHbIE
crenupUKoi aBTOMaTU3UPOBAHHON 00paOOTKH HH(POPMAITHH.
Knaccudukanus tpeboBaHuii K cpeAcTBaM 3alluThl HHHOPMALIUH.
TpeboBaHMsI K 3a1UTe, ONIpeeIIsieMble CTPYKTYpOil aBTOMAaTU3UPOBAaHHON CUCTEMBbI
00pabOTKH JaHHBIX.
TpeboBanus K 3amuTe, 00yCIaBIMBACMbBIE BHIOM 3alIUIAeMO HH(OPMAIIHH.
TpeboBanwusi, 00yciaBIMBaeMble, B3aNMO/ICHCTBIEM MOJIB30BATENSI C KOMILJIEKCOM CPEZICTB
aBTOMaTHU3aLIUU.
no meme «Mnoicenepno-mexnuieckoe obecneuenue 3auumsl UHGoOpmMayuu»

Crpareruu 3amuTsl HHPOPMAITUH.
Crioco0bl U cpecTBa 3alIUThl UH()OPMALIHH.
CriocoObl «aOCOIOTHOM CUCTEMBI 3AILUTHD.

ApPXUTEKTypa cucTeM 3aiiuThl HHPopMaruu. TpeboBaHus.
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O01eMeToT0IOTUYECKUX MPUHITUIIOB aPXUTEKTYPhI CHCTEMbI 3aIUTHI HH()OPMAIIHH.
[TocTpoenune cpeacTB 3aUThl UHPOPMAIIUH.
SAApo cucTemsl 3alIUTHI.
CeMupy0OexHasi MOJIETb 3AIIUTHI.

no meme « Cucmemvl ynpasienus uH@GopmMayuoHHoU 6e30nacCHOCMbIOY
AHanu3 puckoB
[TonuTtuka nHbOpMaIMOHHON O€30MacHOCTH
Konnenuust unpopmanronHoii 6€30macHOCTH
Hoctyn B unpopmanmonnsie cuctemsl. [lomuTrka noctyna. @usndeckuii JOCTyTI.
[Toctpoenue cetu. Y najieHHBIN AOCTYII.
WHuuaenTel. AKTUBBI, UTO TPEOyeTCsl 3aIUTUTh.
Meps 6e30nacHocTu B koHTekeTe ISO 27001
D} PeKTUBHOCTH MPUMEHSIEMBIX METOJIOB 00eCTIeUeHUsT O€30MaCHOCTH
AJIMUHHUCTPATUBHBIN yPOBEHB 3aIIUTHl HH()OpPMAIKU. 3a/1a4i Pa3IMYHbIX YPOBHEH
yIOpaBleHUs B pEUICHUH 3a/1a4i oOecrieueHus: THPOPMAIMOHHOM 0e301acHOCTH.
[TpouenypHblit ypoBeHb 0OecmeueHus: 6€30MacHOCTU. ABTOPU3ALIUs MOJIb30BaTENCH B

MH(POPMALIMOHHON CUCTEME.

no meme «OpeaHu3aL;u0HH0e ynpaejieHue Z/IHI/;U()eHmClMH qu)OpMaL;LlOHHOﬁ bezonacrocmvioy

1.

2
3
4.
5
6

[ToHsiTHE MHIMIEHTAa HHPOPMAIIMOHHOH 0€301MacHOCTH

Mecto yrpaBiieHUs] HHIUACHTAMH B 0011l cucTeMe HH)OpMAIMOHHON 0€3011acCHOCTH
Oco0OeHHOCTH yTpaBJICHHS COOBITUSIMU 0€30MTaCHOCTH

[Ipouenypa yrpasneHus: nHGOPMAITMOHHONW 0€30MMaCHOCTH

YcTpaHeHue MPUYUH | MOCIICICTBHIA COOBITHS, €T0 pacCiieZIOBaHUE

HpeBeHTI/IBHHe MCEPbI, UBMCHCHUA CTAHAAPTOB U JIMKBUIAIUS MOCJIEACTBUI

HpOMe)KyTO'lHaﬂ arrecramus.

IlepeyeHb NpuMepHBIX TeM JIs1 KYPCOBOii padoThI

HaumenoBanue o0bekTa 3a1uThl HHGOPMAIUH:

A S AT B A e

OOMHOYHO CTOAIIUI KOMITBIOTEP B OyXTaJITepuu.
Cepgep.

[TouToBBII cepBep.

Beb6-ceprep.

KomnbroTepHas cetb AkaeMuu.

OpnHo paHrosas JOKajJbHas ceThb 0e3 BbIxoaa B IHTEpHET.
OnHO paHroBas JIOKaJIbHAS CETh C BBIXOJIOM B MIHTEpHET.
CeTb C BBIJICJIEHHBIM cepBepoM Oe3 Beixona B lHTepHeT.

Cetb C BBIJICJICHHBIM CCPBCPOM C BbIXO/JId B I/IHTepHeT.
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Tenedonnas 6aza gaHHBIX (coaepxaias 1 HHPOPMALIUIO OTPAHUYEHHOTO NOJIH30BAHNUS) B
TBEPJIOW KOTIMU U HA DJIEKTPOHHBIX HOCUTEIISX.
Tenedonnas ceTp.
CpencrtBa TeeKOMMYHHKAIUH (paanoTenedoHbl, MOOUIbHBIE Tene(hOHbI).
bankoBckue onepanuu (BHECEHUE JIEHET Ha CUET U CHATHUE).
Oneparnyn ¢ 6aHKOBCKUMH ITACTUKOBBIMHU KapTOYKAMH.
Komnerorep, xpaHsanmii KoHQUIeHIUAIbHYI0 HH(OPMALIUIO O COTPYAHUKAX MPEANPUSITHS.
Kommerorep, XxpaHsuiuii KoHpHUISHIIHAIBHYI0 HHPOPMAIUIO 0 pa3paboTKax MpeAnpHUsTHS.
Marepuassl 175 ciyeOHOTO MOJIB30BaHUS Ha TBEPIBIX HOCUTEISIX B IIPOU3BO/ICTBE.
Cnucok BONPOCOB /IJisl MOATOTOBKH K 3a4eTy
[TpoGaemMbl HHGOPMAIIMOHHBIX BOMH M MHPOPMAIIMOHHOM 06€301MacHOCTH 0011IeCTBa.
[TonsiTie nH(pOPMAIIMOHHOMN 0€30MaCHOCTH U €€ COCTABIISIOLINE.
YpoBHU HHPOPMAITMOHHON 0E30MACHOCTH.
Crparerun obecrieueHus 3alIUThl HHPOPMAIUH.
HopmaTtuBHO-ipaBOBBIe OCHOBBI HMH(pOpMaNMOHHONH Oe3omacHoctd B P®. Cranmapthl
MH(POPMALIMOHHOM 6€30MacHOCTH.
TpeboBanus Oe3omacHOCTH K WHGOPMAIMOHHBIM cucTeMaM. JIOKYMEHThI MO OIICHKE
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM B PD.
CranaapTsl HHOOPMALIMOHHON OE30MACHOCTH PACHPEICIIEHHBIX CUCTEM.
Knaccel yrpo3 napopmannoHHo#i 6€301macHOCTH.
Kananbl HeCaHKIIMOHMPOBAHHOTO JOCTYTIA M YTEUKU HH(POPMAITUH.
Haubomnee pacnpocTpaHeHHBIE YTPO3bl HAPYIICHUS TOCTYITHOCTH WH(POPMAIINY, HapyIICHHS
LEJIOCTHOCTU ¥ KOH(UIEHIINAIBHOCTH UH(OPMALIHH.
OcobenHoctu obecrieyeHuss HMHGOPMAIMOHHON O€30IMaCHOCTH B KOMIIBIOTEPHBIX CETSX.
CeTteBble MO/IEH TIEpeau NaHHBIX. MOenb B3aUMOACHCTBUS OTKPBITHIX CUCTEM.
Knaccudukarus ynaneHHbIX yTpo3 B BEIYUCIUATENBHBIX CETAX. THUIIOBBIC yIaJICHHBIC aTaKu
UX XapaKTePUCTHKA.
BpenonocHble mporpaMMbl ¥ aHTUBUPYCHBIE TTPOTPAMMBIL.
Wnenrudukanys u ayreaTudukanis. MeToasl pasrpaHHYeHUs TOCTYyIIA.
Perucrpanus u ayaut coObITHIA HHOOPMAIIMOHHBIX CHCTEM.
MesxceTeBoe SKpaHUPOBAaHHUE.
TexHomorus BUPTyaIbHBIX YACTHBIX CETEH.
CuMMeTpHYHBIC CUCTEMBI IH(PPOBAHUSA. ACCUMETPHYHBIC CUCTEMBI ITU(PPOBAHUSI.
DOneKkTpoHHO-IU(POBast MOITHUCH.
VYnpasnenue KpunrorpadpuuecKuMu KIH04aMu.

33,[[8.‘{3. OpTraHHU3alluOHHOI'O obecrieueHust 3alIUThI I/IH(I)OpMaI_II/H/I.



22. Ananmu3 W oOlleHKa yrpo3 WHGOpMalMoHHON Oe3omacHocTH o0BekTa. OreHka yiepOa
BCJIE/ICTBHUE IPOTUBONPABHOTO PACKPHITUS HH(OPMALIUH.

23. Ciryx06a 6e3omacHoCTH 00bekTa. Opranuszanus u ooecreyeHue pexxuMa CEKpEeTHOCTH.

24. 3amuTa nHGOPMALUY NIPU aBAPUSAX U UHBIX SKCTPEMAJIbHBIX CUTYALHSIX.

25. OGecrieyenne  3am|Thl  MHGOPMALMKM  HpPH  OCYLIECTBICHHHM  MEXIyHAPOTHOTO
COTPYIHUYECTBA.

26. Knaccuduxanuss MeTOJOB U CPEJICTB MHKEHEPHO-TEXHUUYECKOW 3alUuThl MHPOpPMALUU U
00BEKTOB UH(POPMATUIALHH.

27. MeTo/pl 3a1IUTHl UHPOPMALIUHU CTICUATIEHBIMU CPEACTBAMH.

28. ApxuTeKTypa cUCcTeM yHnpaBieHUs] HHPOPMAIIMOHHON 0€30I1aCHOCTHIO.

29. IlpuHnunel yrpasieHus HHPOPMaIMOHHON 6€30MacHOCTHIO.

30. Cranmaptsl B 001acTH MeHeIXMeHTa HH(OpMaIMOHHON Oe3omacHocTH. CepTudukays
CHCTEM YIpaBIeHUS WHPOPMALIMOHHOHN 0€301MaCHOCTHIO.

31. Meronbl 0OHapy>KE€HUSI HHIUIEHTOB.

32. YupasneHue HHIUACHTAMH HHGOPMAIIMOHHON 0€30MacHOCTH.

33. Ouenka 3(h)()eKTUBHOCTH pearupoBaHMs HA UHLIUCHTHI.

[lopsimox mpoBeAeHHUs TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U MPOMEXYTOYHOU
aTTecTaluy Mo AUCUMIUIMHE 1 uHBanuaoB u jaun ¢ OB3 mpenycmotpen Ilonoxkenuem o

TEKYIIEM KOHTPOJIC YCIIEBAEMOCTHU U HpOMeX(YTOHHOﬁ aTTeCTalun 06yqalomnxcs;.

10. PECYPCHAS COCTABJISIIOLIASL

st mpoBeieHus 3aHATUH JIEKIIMOHHOTO THIA O JAHHOW JUCHUIUIMHE HCIIONB3YIOTCS
ayIUTOPHH C MEIMa-000py0BaHUEM (IIPOCKTOP, IKPaH, HOYTOYK) ¥ yu4eOHOU MeOebIO.

Jis mpoBeneHUsl 3aHATUH CEMHHApCKOTO THIA (MPAKTHMYECKUX 3aHATHH) MO JaHHOM
JTMCUUIUIMHE UCTIONB3YIOTCS KOMIBIOTEPHBIE KIIACChI, OCHAIIEHHBIE KOMITBIOTEPAMHU C JIOCTYTIOM
B MHTEpHET 1 HEOOXOAUMBIM IPOTPaMMHBIM 00€CIIEUEHHUEM.

Jns  camocrosTensHOM PabOTBHl  OOYyYarOIIMXCS MCIOJIB3YETCsS TMOMEUIeHHe s
CaMOCTOSITENIbHOM paboThl 00yyaromuXxcs, OCHALIEHHOE KOMIIBIOTEPaMU € HEOOXOAMMBIM
IPOTPAaMMHBIM 00€CIICYeHHEeM M JIOCTynoM B WHTEpHET M 3JIEKTPOHHYI0 HH(OPMAIOHHO-
o0pa3oBaTenbHYyIO Cpeay By3a.

Jlns mpoBeneHHs KOHTPOJISI CaMOCTOSITENIbHOM paboThl MO JAHHOM JTUCIUILIMHE
UCTIOJIb3YIOTCSI KOMITBIOTEPHBIE KJIacChl, OCHAIIEHHBIE KOMITBIOTEpAaMH ¢ AOCTYNOM B MHTepHeT
¥ HEOOXOJMMBIM IIPOTPAMMHBIM 00€CIICUEHUEM.

Jnist mpoBeieHHsT TEKYIIero KOHTPOJIS YCIIEBAEMOCTH M TIPOMEKYTOUHOU aTTECTAllUH 110
JAHHOW AMCLMIUIMHE HCIONB3YIOTCS KOMIBIOTEPHBIE KJIACChI, OCHAIIEHHBIE KOMITBIOTEpAMH C

AOCTYIIOM B I/IHTepHeT 151 HCO6XOI[I/IMBIM MporpaMMHbBIM o0ecrieueHUEM.



Hepeqeﬂb JIMIEH3UOHHOTI'0 IMporpaMmmMHOro o0ecrneyeHUs

HaunmeHoBaHue

Tun pecypca

1 Microsoft Office

2 Microsoft Windows

CyO6muuen3uonnsii foroBop AO «CodrJlaiin
Tpeiim» Ne /131 ot 10.07.2020. Cpok neiicTBust
norosopa 110 31.07.2023 (nuueH3uoHHOE
cornamenue Microsoft - Open Value Subscription
s pemenuii Education Solutions NeV8265046)

KOHCYJ'IBT&HTHJHOC - CIIPaBO4YHO-

IIpaBOBasl CUCTEMA JInnensuonnsiii norosop OO0 "KoncynbTanT
3 «KommeHnTapuun [Tmroc TompsTTa" moroBop Ne251/02 ot

3aKOHO/IaTeNbCTBA» CETEBast 01.02.2022 (munen3ust 6eccpouHasi, 10roBOp

(cMapT-koMIIeKT ONTUMATIBHBIN | €XKEroAHO MPOJIeBAEMbIN)

- OTEUECTBEHHOT'O NMPOU3BOJICTBA)

Antusupyc Kacnepckoro 10 ans

Windows Workstations CyO6nuuen3uonnsiii joroBop AO «CodrJlaitn
4 (Kaspersky Endpoint Security ans | Tpeitn» norosop Ne291/Tr ot 28.12.2021, cpok

Edition, oTeyecTBEHHOTO
MIPOU3BOJICTBA)

Ou3Heca — cTaHmapTHBIM Russian | geiictBus morosopa go 11.02.2024 (250-499 Node
2 year Educational Renewal License )

IlepeyeHb ¢cBOOOAHO PaCIPOCTPAHSIEMOr0 NPOrPAMMHOI0 OOecneyeHus

1. Bbpayseps! Yandex, Google Chrome.

2. Koncynprant+ — HHTEpPHET-BEpCUSl TOCTOSIHHO JIOCTYIHOM CIPaBOYHO-IIPaBOBOM

CHUCTCMbI OTCHYCCTBCHHOT' O ITPOU3BOACTBA.

B cootBercTBun ¢ IlonoxxeHuem o CO3aHnHu CIICHHUaJIbHBIX yCJ'IOBI/Iﬁ I UHBAJIMJOB U

auir ¢ OB3  uwHpOPMAIMOHHO-TEXHOJOTHUYECKAS

O6p a30BaTCJIbHOI'O

mponecca

npeaycMarpuBacT HCIIOJIb30BAHUC MATCPHUAIIbHO-TCXHUYCCKUX CPCACTB C Y4YCTOM PAaA3JIMYHBIX

HO30JI0THi nHBaIMI0B 1 jull ¢ OB3.

11. JUTEPATYPA

11.1. OcHoBHas JquTEpaTypa

Tun (yueOHUK,
yaebHoe nmocodue,
y4eOHO-METOINIECKOE

KoanuecTBOo B

Ne bubéanorpadpuyeckoe onucanue HocoGHe, MPAKTHKYM, GG IHOTeKE
ayuo-,
BHJICOIIOCOOMS | JIp.)

1 | bapanoga, E. K. Uadopmanmonnas 6e301macHOCTb U
3amTa uHpopmanuu : yuaed. nocodue / bapanosa E.K.,
babam A.B. — 4-e u3a., nepepad. u gomn. — Mocksa : S9BC
PUOP : UH®PA-M, 2019. — 322 ¢. — ISBN 978-5- yuebuoe nocobue 3HaHUYM
369-01761-6. - URL:
https://znanium.com/catalog/product/1009606

2 | 3amuTa nndopmaruu : yaednoe nocooue / A. I1. XKyk, E. | ydeGHOe mocodue ObC
IT. Kyxk, O. M. Jleneukun, A. . Tumomikux. - 3-e U3, - 3HaHUYM

Mocksa : PUOP : UHDPA-M, 2019. - 400 c. - ISBN




978-5-369-01759-3. - URL:
https://znanium.com/catalog/product/1018901

11.2 lonoJHuTeILHAS JIUTEPATYypa

1. Nudopmarmmonnsnii mup XXI Beka. Kpunrtorpabus — ocHoBa uHPOPMAIIMOHHOMN
0e30macHOCTU: MeTOAMYEeCKoe PYyKOBOACTBO / moxa pen. . A. bonenoBa ; MockoBckuit
roCy/1apCTBEHHbIN TEXHUYECKUI YHUBEPCUTET IPaXKAAHCKOW aBUaluu. - 4-e u3a. — Mocksa:
W3narenbcko-Toprosas kopropauus «lamkos u K°», 2020. — 126 c. - ISBN 978-5-394-
03777-1. - URL: https://znanium.com/catalog/product/1081675

2. Bacunbkos, A. B. bezonacHocTs M ynpaBieHue OCTYNIOM B HH(GOPMAIMOHHBIX CHCTEMaX :
yue0. mocooue / A.B. BacunpkoB, N.A. BacunskoB. — MockBa: ®OPYM: NHDPA-M,
2019. — 368 c. — ISBN 978-5-16-104336-3. - URL:
https://znanium.com/catalog/product/987224.

3. Koanes, /I. B. Nudopmanuonnas Oe3zomacHocTh: YueOHoe mnocobue / Kosanes /[.B.,
bornanoBa E.A. - PocroB-na-Jlony:lOxHsiit ¢enepanbubiii yausepcurer, 2016. - 74 c.:

ISBN 978-5-9275-2364-1. - URL: https://znanium.com/catalog/product/997105

Ilepnonnyeckue M31aHus
1. OTKpbITBIE CUCTEMBI. CYB/ : JKypHaIl. — URL:
http://dlib.eastview.com/browse/publication/64072

11.3 CoBpemennblie npogeccuoHaIbLHbIe 0a3bl JAHHBIX, HTHPOPMALIMOHHbIE

CIpaBOYHbIC CHCTEMbI, 3JICKTPOHHBbIC 0H0IMOTEeYHbIE CHCTEMbI

1. ZNANIUM.COM: snektpoHHO-Oubmmoreunas cucrema. — URL: http://znanium.com.

2. IPR SMART (IPRBooks.ru): anektpoHHo-OnbnnoTteuHas cucrema. — URL:
https://www.iprbookshop.ru/.
eLIBRARY.RU: nayunas snexkrponHast 6udnuorexa. — URL: https://elibrary.ru.

4. DnexrtponHas oubnmorexka TAY. — URL : http://83.234.207.58/MarcWeb2/Default.asp.

5. MBUC (East View) : 6a3a nanHbIX nepuoanydecknx n3gaannii. — URL:
https://eivis.ru/browse/udb/12.

6. KoHcynbTaHT 1ioc: cripaBouHo-npasoBas cucrema. — URL: http://www.consultant.ru; T:\
consultantplus\cons.exe.

7. Polpred.com O630p CMMU: arentcTBO AenoBoi nHbopmarmu. - https://www.polpred.com

8. VYuuBepcurerckas uapopmannontas cucrema POCCUSA (YUC POCCHSA). — URL :
https://uisrussia.msu.ru/index.php

9. HOUKOH: apxuB HayuHbIX xypHasoB. — URL: http://neicon.ru



http://neicon.ru/
http://dlib.eastview.com/browse/publication/64072
https://znanium.com/catalog/product/997105

12. METOAUYECKHUE YKA3AHUS J1JISA OBYYAIOLHIUXCS 11O OCBOEHUIO
JUCHUITJIMHBI
Hucummimaa  «MHpopmannonHass ~ 0e30MacHOCTB»  MpEAIojiaraeT  MOCEUICHHE

OoOyJaronmuMucCsl  JICKIMK, BBINOJHEHHWE  MPAKTHYECKUX  3aJaHui, OoJbIION  00BbeM
camocTosTensHOM paboThl. [lo mucnumiIvHe NOMHMO TPAIUIMOHHOM JIEKIMH, HA KOTOPOM
IIpENoAaBaTelb  OCBELIAET KIIOUEBBIE BONPOCHI TEMbI, TaKKE€ MPOBOIATCA:  JIEKLMS
MHPOPMALIMOHHOTO  XapakTepa,  Mpeamnojiararomas  OOBSCHEHHS  IperojaBaTenss ¢
WUTIOCTPaTUBHBIM HU3JIOKEHHEM MaTepuana. Ha nexkuusx npenojgaBaTesib MOXKET MPOBOIUTH
YCTHBI ONPOC B LENSIX BBISICHEHHSI CTENEHU YCBOEHHUS MPEIbIAYyLIEro MaTepuana, a TaKxke
NPENoNaraeTcsl BBICTYIUICHHE OOYYaIOLIMXCsl C JIOKJIAJaMHU IO OTAEIbHBIM TEOPETHUECKUM
Borpocam. JlaHHbIe POPMBI pabOTHI ABJISAIOTCS JIEMEHTAMHU TEKYIIET0 KOHTPOJIS M OLICHUBAIOTCS
npenogaBateneM. Bce 3To mpeamonaraeT MNOATOTOBKY U CaMOCTOSITENIbHOE M3y4YEHHE
00y4aroIUMUCs TEOPETUYECKOT0 MaTepHralia Mo 3asiBICHHO MpernoiaBaTeieM TeMe.

BeinonnenHsie npakTuyeckue paboThl MPOBEPSIOTCS MpernogaBaTeaeM HEoCpeICTBEHHO
B ayJUTOpPHH JIMOO OJHUM U3 CJIEAYIOIMX CIOCOOOB: COXpPaHEHHE B AJIEKTPOHHOU
nH(pOpPMallMOHHO-00pa30BaTEIbHON Cpejie, OTIpaBKa MpernojaBaTelto Ha Mo4ToBbIM sumk. [Ipu
OTIIpaBKE MPEMNOJIaBaTeII0 BBIIOJIHEHHOW pPadOThl MO TMouTre OOyyaroleMycs Cleayer
obecreynTh JTUYHYIO HaeHTH(uKanuio. Kak npaBuiio, B TeMe WK TEKCTE MUCbMa YKa3bIBaeTCs
Kypc, @O obyuaromierocsi, AMCUUILUINHA, T€Ma, 0 KOTOPOH BBINOJIHEHA paboThl. HekoTopbie
MIPAKTHYECKUE 3aJjaHusi HE MOTYT OBbITh CJeNlaHbl TOJbKO B paMKaxX BbIIEICHHOIO o0bema
KOHTaKTHOW palOoThl (B ayAUTOPUH) U <«JIOAEIBIBAIOTCS» B 4YacChl CaMOCTOSTEIBHON pabOTHI.
Cnaua Takux pabOT Ha MPOBEPKY OCYILECTBIISETCS TEMHU € CaMbIMHU CIOCOOAaMH, YTO U IO
OKOHYAHUH MPAKTUYECKUX 3aHATUI. Pe3ynbTaThl MpOBEPKH BBIMOJHEHHBIX pabOT JOBOASATCS 10
CBEZIEHUs 00yYarolIerocs BO BpeMsl ayAUTOPHbIX 3aHsITUH n/miu B yackl KCP.

B xone ocBoeHus1 UCHMILTUHBI 00yYaromuecs MPUMEHSIOT U3yUYeHHbIE MaTepHalbl JUIs
MOJICIMPOBaHUsT HMH(POPMAIIMOHHON O€30MacHOCTH KOHKPETHOro oObekTa. Tema KypcoBoi
paboThl BBIOWpaAETCs OOydYaAIOMMMCS W3 CHUCKa MPEJIOKEHHBIX TperojiaBareneM, JTuoo
oOyuaromuiicss mnpezuiaraer cBolo Temy. KypcoBas paboTa COCTOMT M3 TEOPETUYECKOTO
uccienoBaHus B (opme 3cce Ha OINpENeTCHHYI0 TEMY W pelIeHHE 3aJaud, MOJTBEpKIarollei
MOJIy4YeHHbIE KOMIIETEHIMU 00yJaromuMcs 1o u3ydaeMoil nucruminae. CoaepikaHue KypcoBoit
paboThl JOKHO CBHUAETEILCTBOBATH O JIOCTATOYHO BBICOKOH TEOPETHYECKON ITOATOTOBKE
00ydJaromierocs ¥ 0 HaJIMYMKM y aBTOpa HEOOXOAUMBIX 3HAHUU TI0 TeMe paboThl. PaboTa moimkHa
UMETh TMPaBUWIBHO COCTaBJICHHYIO OuOnHMorpaduio, JOrMYHYIO CTPYKTYpPY, 0OECIeYMBaIOLIYIO
packpeiTue TeMbl. KypcoBas pabGora pgomkHa OBITh HamuMcaHa TIPaMOTHO, XOPOIIUM
JUTEPATypHBIM U NPO(ECCHOHAIBHBIM  SI3BIKOM, HMETb  MNPAaBWIBHO  O(OPMIICHHBIN
MHCTPYMEHTAJIbHBIN amnmapar. B Teopernueckoil yactu KypcoBoil pabOTHI ciieqyeT omucarb

COBPCMECHHOC COCTOSHHE Hp06HeMBI I/IH(i)OpMaHI/IOHHOI\/’I 0e30IacHOCTH B CJIOM, PE3YJIbTaThbl



aHajM3a COCTOSHUS OOBEKTa 3allUTHl, MOTEHLIUANbHbIE yrpo3bl. Conep)kaHue STOW dYacTu
JOJDKHO TI0Ka3aTh CTENEHb O3HAKOMJICHHMSI OOYyYalolerocss ¢ IOCTaBJICHHOW MpoOieMoll u
COBPEMEHHBIM Hay4YHO-TECOPETHUYECKUM YPOBHEM HCCIICJOBAaHMI B JTaHHOW 00JacTH, a TaKxke
yMeHue paboTaTh ¢ (PaKTHYECKMM MaTepuanoM, C)KaTo M apryMEHTHPOBAHHO (OPMYIMPOBATH
3aJjaud U pe3yJbTaThl MCCICAOBAaHMNA M JaBaTh OOOCHOBAHHBIE PEKOMEHJAIMH MO PEIICHUIO
BBISIBIICHHBIX MpoOJieM. B mpakTuueckoil 4acTh AODKHBI OBITh TNPHBENEHBI KOHKPETHBIC
MeponpUATHs 110 HHHOPMAITMOHHOHW 3amuTe o0bekTa. O0beM KypcoBOH paboThl cocTaBisieT 30
— 35 crpanuu.

JInsi  BBIMONMTHEHUsI KypCOBOM pabOTBl M CaMOCTOATENBHOW pabOThl 1O JaHHOM
JUCLMIUIMHE B JOMAIIHUX YCIOBUSX (3a mpeaenamu AkazemMuu) oOydaroleMycs HEOOXOAuM
MePCOHAJIHBIN KOMIIBIOTEp (TUIAHIIET) M MaKeT MPUKIAIHBIX mporpamMm Microsoft Office (e
Hwke 10 Bepcun). KoHcynbTanuu 1no BBIOJHEHUIO MPAKTUYECKUX PabOT U KypcOBOM paboTHI,
o0CyX/IeHue JIOMyIIeHHBIX OomMOoK ocymecTBisiercs Bo Bpems KCP na xadenpe npukiamHon
MH(GOPMATUKU WM B ayJUTOPHHU 110 pacnucaHuio. KoHCyabTallMu MOTYT OCYIIECTBIISATHCS TaKxKe
MOCPENCTBOM  acMHXpoHHOro  (moura, OWOC) wu  cuHXpOHHOTO  (zZoom,  CETH)
KOMMYHHUKAIIMOHHOTO  B3aUMOJICMCTBUS 1O  NpPEABAPUTEIbHONM  JOTOBOPEHHOCTH  C
IIpernoaaBaTesieM.

[lo oxoHYaHWHM AUCIUIUIMHBI OOYYaIOIIMICS MOJKEH 3alIUTUTh KYypCOBYIO PpaloTYy:
MpeICTaBUTh O(QOPMIICHHYIO MOSICHUTENIbHYIO 3aIIUCKy M OTBETUTh HA BOIIPOCHI MPENOIaBaTENs
10 cylecTBy pazpabotku. s cnaum 3ayera o0ydaromemMycssi HE0OX0IMMO HOATOTOBUTH OTBEThI

Ha TCOPCTUYCCKHUC BOIIPOCHI K 3a4Y€TyY U NOBTOPUTH PCIICHUC OCHOBHBIX ITPAKTUYCCKHUX 3aJ1ay.
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